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Technology Brleflng

* EAP

®* RADIUS/Diameter
* IPS/IDS

®* End Node SW

* IPS/IDS

°* PVLAN

* SSL VPN
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IEEE 802.1x

(Port Authentication)

For each 802.1x switch port, the switch creates
TWO virtual access points at each port

The controlled port is open only when the
device connected to the port has been

Uncontrolled port provides a path for
EAPOL (Extensible Authentication
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EAP Defined - RFC 2284

¢ Extensible Authentication Protocol is a extension of
CHAP/PAP within PPP

Support multiple “authentication” schemes:

plain password hash (MD5)
token cards

GSS-API (Kerberos)

TLS (based on x.509 certificates)
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Extensible Authentication Protocols

T} [ | | |
®* EAP-MD5 (Message Digest 5)
Supported in Win 2K/XP and other Windows versions
» Does not provide mutual authentication nor WEP key derivation

®* EAP-Cisco Wireless, or LEAP
> Supported client in WinXP/2K/NT/ME/98/95/CE, Linux, Mac, DOS.

» Provides mutual authentication and WEP key derivation
®* EAP-TLS (mutual EAP-TLS)
> Supported in Win 2K/XP and other Windows versions
> Requires client certificates and server certificates
° PEAP
> Supported in XP and, soon other Windows versions
» Uses server-side TLS, which requires  only server certificates
° EAP-TTLS
> s supported by Funk Software’s Odyssey
» Uses server-side TLS
® EAP-FAST (draft-cam-winget-eap-fast-03.txt )
> Latest effort from Cisco to address LEAP weaknesses and do fast roaming
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RADIUS/Diameter

Central AAA Server

RADIUS
\Diameter
PPP Public

Network
(PAP/CHAP/EAP) \J\_/J I

»  AAA stands for Authentication, Authorization, and Accounting services

> RADIUS - Remote Authentication Dial In User Service, RFC 2865, 2866, 2869

> Initially used for dial-in networks — now greatly expanded to a variety of uses
System user account centralized authentication
> Network device user account AAA services
> Dial-in/VPN service AAA services

> Diameter - not an acronym, next generation AAA protocol, RFC 3588
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End Node SW

Client Software Applications
Pop Up Blocker

Spyware/Adware McAfee
H I DS ALI‘S;lllartmer Security”

Anti-Virus ll'.[’ S

Personal FW  Windows SYGATE (D

* OS dependent

URL Filter s « Device dependent
Spam Filter H ing i
CITRIX  Updating issue
. [ ]
VPN Client m rcoms’ - Disparate solution set
SSL Client v : /
Citrix Client ~3-symantec. E
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IDS/IPS

1. IDS

Attacker . *
Firewall \DS ScannV

Rule Change TCP Reset Target

2.IPS /
)

Attacker
Connection

Firewall Killed Target
RSACONFERENCE
ROPE 0 06

(€Q) CIPHEROPTICS Franjo Majstor, DEF-105

- B R ap T A o G P e i e G S e G e e S G o~ G

Private VLANs (PVLAN)

Promiscuous Promiscuous
Port Port

All ports in the same Subnet:

weu Primary VLAN
mmmmmm COmMmMunity VLAN
wews COMMunNity VLAN

e |S0lated VLAN

Community Community Isolated
‘A ‘B’ Ports
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SSL - VPN
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Software requirement check failed.

Software requirerment rule:
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Tunnel Guard agent installed on corporate
PC with Mortzl IPsec VPN Client
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Software requirement check failed.
Software requirement rule:
(IDS ar .exe file violation)

(T6)

: T ¢
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: Java

w . Tunnel Guard agent downloaded to device
attempting S5L YPH connection

Malicious activity

Source of info:  www.nortel.com/products/Ol/contivity/collateral/nn106181.pdf
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Making The Right Choice
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Trusted Network Connect ( TNC)
Network Admission Control ( NAC)
Network Access Protection ( NAP)
Secure Network Access ( SNA)
Automated Quarantine Engine ( AQE)

TippingPoint Quarantine Protection ( TPQ)
Unifed Access Contorol ( UAC)

Total Access Protection ( TAP)

Open Source NetAuth
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What is Trusted Network Connect?

The TNC architecture and specifications were develo  ped with a
purpose of ensuring the  interoperability amongst the individual
components for the solution provided by different v endors. The
aim of the TNC architecture is to provide a  framework within
which consistent and useful specifications can be d eveloped to
achieve a multi-vendor network standard that provides the
following 4 features:

° Platform Authentication How Trusted Network Connect works
. . . lo designed 25 help comparies antoroe deskto seour®y
° Endpoint Policy Compliance policies.

© Access Policy

°© Assessment, Isolation, [Remediation]
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TNC Specification Architecture

Provisicning &
Remediation
Resources

Applications
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Www.irustedcomputingg p.org/dewnleads/T
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Salsa-NetAuthw

Commermal NetAuth Type Products

[ a
dded b lshansky, last edited b hange WG TN el els
Added by Steve Ol ast edited by Kavin Amorin on Apr 26, 2006 (view chanae
Labels: (None) Open Source NetAuth Type Solutions
i . P N Browse Space
List of commercial products for Network Authentication, Detection, and R_| view | X L]
@y Product Addad by Steva Olshansky, last aditad by Kavin Amerin on Mar 21, 2006 (visw changs)
Labels: (None)
3com TippingPoint http://www tippir
Aruba Networks Mobility Management http://www.sruban  List of open source solutions for Network Authentication, Detection, and Remediation. In order of last release date.
Bradford Networks ~ Campus Manager http://www.bradfor Type Home Page Last Updated
Cisco Cisco Clean Access (formerly Perfigo) | http://www.cisco.co
Checkpoint Integrity (formerly ZoneLabs) http://www.check; Agents
ConSentry Networks LANShield .
e fsp ssnconsen ResTek http://restek. wwu.edu/projects/vsf/? 25-0ct-2005
CyberGuard TSP http://www.cyber £5P Wizard b wEnront UTORD! 23-Mar-2005
Deephiines Edge Infection Quarantine http://www.deepnii Daisy http://vtntug. wak vt.edu/daisy.htm® 16-Aug-2005
Endforce ENDFORCE Enterprise http://www.endfor
Extreme Sentriant http:/Jwww.extrem —
Registration Systems
Enterasys Networks  Enterasys Sentinel htp://www.enteras
HUPnet http://hupnet.saurceforge. net® 4-March-2005
ForeScout CounterACT http://www.foresce
" NetReg 2.0 http://sourceforae.net/prajects/netrea™ 30-Jun-2003
Full Armor PolicyPortal http://www.fullarm
NoCatAuth http://nocat.net® 17-May-2003
HP HP ProCurve http://www.hp.comr
Impulse Point Safe Connect http://www.impulse
InfoBlox 1D Aware bt /s infoble: | REGIStFation, Active Detection
InfoExpr Cyber http://www.infoes] Southwestern NetReg http://www.netreg.org® 25-Jun-2005
Ipass Universal Policy Enforcement http://www.ipass.c
Juniper Endpoint Assurance (formerly Funk)  http://www.funk.cc  Remediation, Passive Detection
atic etwarks e http://wavw.stillsea Ungoliant hitp://ungoliant.sourceforge.net/® 16-Dec-2005
Lancope StealthWatch httos//www.lancope NetSQUID http://netsquid.tamu. edu® 8-0ct-2004
LANDesk. Trusted A h landasl
Dore, but with errars on page
Active/Passive Detection [~
Done, but with errors on page. @ Intemet. HA00% -

Source of info:  https://wiki.internet2.edu/confluence/display/NetAu thWG/Home
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Conclusion
& Challenges
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Conclusion & Challenges

= Client or client-less?

= Per port or inline appliance?

= Easy of deployment vs. feature rich?
= Wait for TNC?

= [nteroperable or proprietary?

= Preferred bleeding edge?

= Hybrid solution?

= New protocols, IPv6...?

» History of end node <-> infrastructure interaction!
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