
Infrastructure protection 
from 

"naive" end-nodes, 
what is the choice?

Infrastructure protection 
from 

"naive" end-nodes, 
what is the choice?

Franjo Majstor
Senior Technical Director EMEIA, CipherOptics, Inc

10/24/06 - DEF 105

Franjo Majstor
Senior Technical Director EMEIA, CipherOptics, Inc

10/24/06 - DEF 105

Franjo Majstor, DEF-105

•Technology Briefing

•Making The Right Choice

•Conclusion & Challenges

Agenda



Franjo Majstor, DEF-105

Technology BriefingTechnology Briefing

Franjo Majstor, DEF-105

Of Technical
Details…
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• 802.1x

• EAP

• RADIUS/Diameter

• IPS/IDS

• End Node SW

• IPS/IDS

• PVLAN

• SSL VPN

Technology Briefing
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Controlled

Un-Controlled

For each 802.1x switch port, the switch creates

TWO virtual access points at each port

Uncontrolled port provides a path for

EAPOL (Extensible Authentication

Protocol over LAN) traffic ONLY

The controlled port is open only when the

device connected to the port has been 

authorized by 802.1x

EAPOLEAPOL

IEEE  802.1x
(Port Authentication)
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EAP Defined - RFC 2284

• Extensible Authentication Protocol is a extension of 
CHAP/PAP within PPP

Support multiple “authentication” schemes: 

• plain password hash (MD5)

• token cards

• GSS-API (Kerberos)

• TLS (based on x.509 certificates)

• …
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Extensible Authentication Protocols

• EAP-MD5 (Message Digest 5) 
Supported in Win 2K/XP and other Windows versions
� Does not provide mutual authentication nor WEP key derivation

• EAP-Cisco Wireless, or LEAP
� Supported client in WinXP/2K/NT/ME/98/95/CE, Linux,  Mac, DOS.

� Provides mutual authentication and WEP key derivation

• EAP-TLS (mutual EAP-TLS)
� Supported in Win 2K/XP and other Windows versions

� Requires client certificates and server certificates

• PEAP
� Supported in XP and, soon other Windows versions

� Uses server-side TLS, which requires only server certificates

• EAP-TTLS
� Is supported by Funk Software’s Odyssey

� Uses server-side TLS

• EAP-FAST (draft-cam-winget-eap-fast-03.txt )
� Latest effort from Cisco to address LEAP weaknesses  and do fast roaming
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PPPPPP
(PAP/CHAP/EAP)(PAP/CHAP/EAP)

Public 
Network

Central AAA Server

RADIUSRADIUS
DiameterDiameter

� AAA stands for Authentication, Authorization, and Accounting services

� RADIUS - Remote Authentication Dial In User Service, RFC 2865, 2866, 2869

� Initially used for dial-in networks – now greatly expanded to a variety of uses
� System user account centralized authentication
� Network device user account AAA services
� Dial-in/VPN service AAA services

� Diameter - not an acronym, next generation AAA protocol, RFC 3588

RADIUS/Diameter

Franjo Majstor, DEF-105

PDAs

End Node SW

Pop Up Blocker 

Spyware/Adware

HIDS

Anti-Virus

Personal FW

URL Filter

Spam Filter

VPN Client

SSL Client

Citrix Client

• OS dependent

• Device dependent

• Updating issue

• Disparate solution set

More 
Client

Software?

Client Software Applications
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IDS/IPS
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Private VLANs (PVLAN)

Promiscuous
Port

Promiscuous
Port

Community
‘A’

Community
‘B’

IsolatedIsolated
PortsPorts

Primary VLAN

Community VLAN

Community VLAN

Isolated VLAN

All ports in the same Subnet:

xx xx xx xx
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SSL - VPN

Source of info:  www.nortel.com/products/01/contivity/collateral/nn106181.pdf
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Making The Right ChoiceMaking The Right Choice



Franjo Majstor, DEF-105

Choices

• Trusted Network Connect ( TNC)

• Network Admission Control ( NAC) 

• Network Access Protection ( NAP)

• Secure Network Access ( SNA)

• Automated Quarantine Engine ( AQE)

• TippingPoint Quarantine Protection ( TPQ)

• Unifed Access Contorol ( UAC)

• Total Access Protection ( TAP)

• Open Source NetAuth

• …
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What is Trusted Network Connect?

The TNC architecture and specifications were develo ped with a 
purpose of ensuring the interoperabilityinteroperability amongst the individual 
components for the solution provided by different v endors. The 
aim of the TNC architecture is to provide a frameworkframework within 
which consistent and useful specifications can be d eveloped to 
achieve a multimulti--vendorvendor network standard that provides the 
following 4 features:

oo Platform Authentication

oo Endpoint Policy Compliance

oo Access Policy

oo Assessment, Isolation, [Remediation]



Franjo Majstor, DEF-105

TNC Specification Architecture

www.trustedcomputinggroup.orgwww.trustedcomputinggroup.org/downloads/TNC/downloads/TNC

AR:AR:
Access Requestor

PEP:PEP:
Policy Enforcement  
Point

PDP:PDP:
Policy Decision 
Point
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Open Source/Commercial Solutions

Source of info:  https://wiki.internet2.edu/confluence/display/NetAu thWG/Home
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Conclusion & Challenges

� Client or client-less?

� Per port or inline appliance?

� Easy of deployment vs. feature rich?

� Wait for TNC?

� Interoperable or proprietary?

� Preferred bleeding edge?

� Hybrid solution?

� New protocols, IPv6…?

� …

� History of end node <History of end node <--> infrastructure interaction!> infrastructure interaction!



Franjo Majstor, DEF-105

References

AEQ - Automated Quarantine Engine: 
www.alcatel.com/enterprise/en/resource_library/pdf/wp/wp_enterprise_security.pdf

NAC - Network Admission Control: 
www.cisco.com/go/nac

NAP - Network Access Protection: 
www.microsoft.com/technet/itsolutions/network/nap/default.mspx

Open Source: 
wiki.internet2.edu/confluence/display/NetAuthWG/Hom e

TNC - Trusted Network Connect: 
www.trustedcomputinggroup.org/downloads/TNC

TES - Enetrasys Trusted End-System: 
www.enterasys.com/solutions/secure-networks/trusted_end_system

HP news:
www.techworld.com/security/news/index.cfm?NewsID=3128

SNA - Nortel Secure Network Access: 
www2.nortel.com/go/solution_content.jsp?prod_id=55121

Whitepaper on End Node Security: 
www.employees.org/~franjo/papers/EndNodeSecurity_wp2.pdf

Franjo Majstor, DEF-105

DEF-105

Infrastructure protection 
from "naive" end-nodes, 

what is the choice?

Franjo Majstor

Franjo Majstor, RSA Security Conference 2006


