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Strategy Challenges

= Client or client-less?

= Easy of deployment vs. feature rich?
= Wait for TNC?

= Interoperable or proprietary?

= Preferred bleeding edge?

" i ion? :
Hybrid solution SRC T-RITN

= New protocols, IPv6...?

» History of end node <-> infrastructure interaction!
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Trusted Network Connect ( TNC)
Network Admission Control ( NAC)
Network Access Protection ( NAP)
Sygate Network Access Control ( SNAC)
Automated Quarantine Engine ( AQE)

TippingPoint Quarantine Protection (
Trusted End System ( TES)
Others...
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The TNC architecture and specifications were develo
interoperability amongst the individual
components for the solution provided by different v
aim of the TNC architecture is to provide a
which consistent and useful specifications can be d
achieve a multi-vendor network standard that provides the
following 4 features:

purpose of ensuring the

What is Trusted Network Connect?

o Platform Authentication

° Endpoint Policy Compliance policies.

framework within

ped with a

endors. The

eveloped to

How Trusted Network Connect works

This new spec, supported via desktop and server software,
is designed to help companies enforce desktop security

o Access Policy

© Assessment, Isolation, [Remediation]
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TNC Specification Architecture
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Solution / Feature Support

Features
Requires Dedicated Isolation Access Media Remedy
HW Supported
Solution
TNC T ieTnearour- No VLAN/ACL Open Out of Scope
VLAN/ACL
NAC Csto SvsTews Yes/No* 802.1x, 802.1x/UDP, 3 party
e IPsec VPN
My
NAP W?hé:{;vs No Subnet, VLAN, ACL 802.1x, L2TP VPN, IPsec 3 party
VPN, DHCP
,symantec. v x/
SNAC es VLAN,ACL 802.1x, 802.1x/UDP, L2TP Yes

SYGATE VPN, IPsec VPN, DHCP

v No** Port block, MAC filter, P 3" pa
AQE AN, ACL pary
TQP e\, No** Port block, MAC filter, IP URL redirection
3com VLAN, ACL to 3" party
[ 2 enterasys
TES Enﬁ Nerkatha Yes Port block, MAC filter, 802.1x, IP Yes
Dt < VLAN, ACL

* NAC requires Cisco router or switch infrastruct  ure; Cisco also released dedicated NAC appliance
** No dedicated infrastructure HW needed, while bot  h TQP and AQE require dedicated IDS/IPS for malware ac tivity detection
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Solution / Feature Support

Features Requires End Node OS Requires PVLAN
End Node Supported SW/HW recommended
Solution Software Upgrade
TNC TR ceoee Yes Open Once No
Specification implemented -
Yes
Cisco SYSTEMS -
NAC e Yes Microsoft only Yes No
I/I'/u No* Microsoft only Yes No
NAP Windows
SNAC ,Symmvtec Yes Microsoft only Yes No
SYGATE
v
AQE No Any No Yes***
G, No An No Yesx
TQP  3c0m Y
E enterasys ek . ek
TES h Yes/No Microsoft / Yes/No No
Eq el SYGATE Any**

* Bundled with Microsoft OS
** Enterasys TES has agent-based and network-based op  tions
*** PVLAN usage is not required, however is strongl  y recommended
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References

AEQ - Automated Quarantine Engine:
www.alcatel.com/enterprise/en/products/ip _networking/crystalsec security/ pdf/AutoQuarantineEngine.pdf

NAC - Network Admission Control:
WWW.cisco.com/go/nac

NAP - Network Access Protection:

msdn.microsoft.com/library/default.asp?url=/library/en-
us/wcecommb/html/wce50conNetworkAccessPointNAP.asp

SNAC - Sygate Network Admission Control:
www.sygate.com/news/universal-network-access-control-snac_rls.htm

TNC - Trusted Network Connect:
www.trustedcomputinggroup.org/downloads/TNC

TES - Enetrasys Trusted End-System:
www.enterasys.com/solutions/secure-networks/trusted end system

HP news:
www.techworld.com/security/news/index.cfim?NewsID=3128

Nortel news:
www.nortel.com/corporate/news/newsreleases/2004d/12 13 04 microsoft alliance.html
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