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De p lo y in g  L a r g e  De p lo y in g  L a r g e  IP s e cIP s e c V P N sV P N s
S e s s io n  S E C -2 0 0 1

F r a n jo  M a js to r
fm a js to r @ c is c o .c o m
C is c o  S y s te m s , In c .
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A g e n d a

•• In tr o d u c tio nIn tr o d u c tio n

•• T o p o lo g ie sT o p o lo g ie s

•• R e s ilie n c y  a n d  p e r fo r m a n c e         R e s ilie n c y  a n d  p e r fo r m a n c e         

•• S c a la b le  a u th e n tic a tio nS c a la b le  a u th e n tic a tio n

•• Q & AQ & A
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In tr o d u c tio nIn tr o d u c tio n
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V P N  T u n n e llin g

YX

E IG R P  1 /O S P F  1 /B G P

S T A T IC /
E IG R P  2 /

O S P F  2

S T A T IC /
E IG R P  2 /
O S P F  2

V P N  L a y e r

IP  In fr a s tr u c tu r e  L a y e r
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T u n n e llin g  ty p e s  - G R E

G R E  R F C  2 7 8 4 e n c a p s u la te s  a n y  p r o to c o l in  IP

G R E  e n c a p s u la te s  G R E  e n c a p s u la te s  
a n y  p r o to c o la n y  p r o to c o l

IP s e cIP s e c tr a n s p o r t tr a n s p o r t 
m om o dd e  p r o te c ts  th e  e  p r o te c ts  th e  
G R E  tu n n e lG R E  tu n n e l

DE C n e t

IP X
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G R E  (C o n t.)

• G R E  is R F C 2 7 8 4
• S ta n d a r d s  T r a c k b y  C is c o , P r o c k e t a n d J u n ip e r
• U s e s  p r o to c o l 4 7
• W o r k s  fo r  s e v e r a l IP  p r o to c o ls : IP , IP X , DE C n e t, 

IP v 6 , …
• W o r k s  fo r  m u ltic a s t tr a ffic
• O v e r h e a d : 2 4  b y te s
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G e n e r ic R o u tin g E n c a p s u la tio n

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

O r ig in a l IP  d a ta g r a m (b e fo re fo rw a rd in g )

O r ig in a l IP  h e a d e r IP  p a y lo a dG R E  h e a d e r
P ro to c o l= 8 0 0

2 0  b y te s4  b y te s

G R E  e n c a p s u la tio n  (a fte r fo rw a rd in g to  a  G R E  tu n n e l)

O r ig in a l IP  h e a d e r IP  p a y lo a dG R E  h e a d e r
P ro to c o l= 8 0 0

E x te r n a l IP  h e a d e r
D F = 0 , p ro to c o l= 4 7

2 0  b y te s 2 0  b y te s4  b y te s

G R E  p a c k e t w ith n e w  IP  h e a d e r : p r o to c o l 4 7  (fo rw a rd e d u s in g n e w  IP  d s t)
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G R E : IO S  C o n fig u r a tio n

interface Tunnel0
ip address 192.168.100.1 255.255.255.252
tunnel source 193.193.193.1
tunnel destination 194.194.194.1
tunnel mode gre ip

G R E  is  th e  d e fa u lt tu n n e l 
m o d e , s o , th is  lin e  w ill n o t 
a p p e a r  in  a  s h o w  r u n n in g -
c o n fig
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T u n n e llin g  ty p e s  - IP in IP

• IP in IP is  R F C 2 0 0 3
• S ta n d a r d s  T r a c k  b y  IB M
• U s e s  p r o to c o l 4
• O n ly  w o r k s  fo r  IP
• U s e d  b y  IP s e c tu n n e l m o d e
• O v e r h e a d : 2 0  b y te s
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IP in IP E n c a p s u la tio n

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

O r ig in a l IP  d a ta g r a m (b e fo re fo rw a rd in g )

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

IP in IP e n c a p s u la tio n  (a fte r fo rw a rd in g to  a  IP in IP tu n n e l)

O r ig in a l IP  h e a d e r IP  p a y lo a dE x te r n a l IP  h e a d e r
D F = 0 , p ro to c o l= 4

2 0  b y te s 2 0  b y te s

IP in IP p a c k e t w ith n e w  IP  h e a d e r : p r o to c o l 4  (fo rw a rd e d u s in g n e w  IP  d s t)
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IP  in  IP : IO S  c o n fig u r a tio n

interface Tunnel0
ip address 192.168.100.1 255.255.255.252
tunnel source 193.193.193.1
tunnel destination 194.194.194.1
tunnel mode ipip
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S P IS P I In d e xIn d e x In itia liz a tio n  V e c to r  (IV )In itia liz a tio n  V e c to r  (IV )

4 74 7P a d d in gP a d d in g P LP L E S P  A u th e n tic a tio nE S P  A u th e n tic a tio n

Da taDa ta

IP  H e a d e r  . . .IP  H e a d e r  . . . IP  S o u r c eIP  S o u r c e IP  De s tin a tio nIP  De s tin a tio nP RP R

S P IS P I In d e xIn d e x In itia liz a tio n  V e c to r  (IV )In itia liz a tio n  V e c to r  (IV )

P a d d in gP a d d in g P LP L 22 E S P  A u th e n tic a tio nE S P  A u th e n tic a tio n

Da taDa ta

IP  H e a d e r  . . .IP  H e a d e r  . . . IP  S o u r c eIP  S o u r c e IP  De s tin a tio nIP  De s tin a tio nP RP R

IP  H e a d e r  . . . IP  S o u r c e IP  De s tin a tio n5 0
IP  H e a d e r  . . .IP  H e a d e r  . . .

. . . . . . T u n n e l S o u r c eT u n n e l S o u r c e T u n n e l De s tin a tio nT u n n e l De s tin a tio n G R E  H e a d e rG R E  H e a d e r4 74 7

IP s e c +  G R E  P a c k e ts

IP s e c T u n n e l M o d e  +  G R E

IP s e c T r a n s p o r t M o d e  +  G R E

2 0  B y te s

T u n n e l De s tin a tio nT u n n e l De s tin a tio nIP  H e a d e r  . . .IP  H e a d e r  . . . T u n n e l S o u r c eT u n n e l S o u r c e5 0
G R E  H e a d e rG R E  H e a d e r

2 0  B y te s
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L a r g e  N e tw o r k s  : n (n -1 )/2  is s u e

IP s e c p o in t-to -p o in t
… m a n a g e a b le ?
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L a r g e  S c a le  De s ig n  Is s u e s

• N e tw o r k  d e s ig n

H u b  a n d  s p o k e , d y n a m ic -m e s h  a n d  fu ll-m e s h

• R o u tin g

Dy n a m ic  r o u tin g  p r o to c o ls

• E n c r y p tio n  p e e r s

F in d in g , m a p p in g  a n d  a u th e n tic a tin g

• C o n fig u r in g  a n d  m a in ta in in g
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A g e n d a

•• In tr o d u c tio nIn tr o d u c tio n

•• T o p o lo g ie sT o p o lo g ie s

•• R e s ilie n c y  a n d  p e r fo r m a n c e         R e s ilie n c y  a n d  p e r fo r m a n c e         

•• S c a la b le  a u th e n tic a tio nS c a la b le  a u th e n tic a tio n

•• Q & AQ & A
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T o p lo g ie sT o p lo g ie s
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N e tw o r k  De s ig n  1 : H u b -a n d -S p o k e

• E a s ie r  to  d e p lo y

C o n fig u r a tio n  c h a n g e  o n  n e w  n o d e  a n d  h u b  to  a d d  a  
n e w  n o d e

C a n  r e s u lt in  u n w ie ld y  h u b  c o n fig u r a tio n

Dy n a m ic  r o u tin g

• T r a ffic  p a tte r n s

A ll tr a ffic  m u s t g o  v ia  h u b

T w o  e n c r y p ts /d e c r y p ts  fo r  s p o k e -to -s p o k e  tr a ffic

H u b  b a n d w id th  a n d  C P U  u tiliz a tio n  lim it V P N

• N u m b e r  o f tu n n e ls  =  O (n )
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N e tw o r k  De s ig n  2 : F u ll-M e s h

• H a r d e r  to  d e p lo y
C o n fig u r a tio n  c h a n g e  o n  a ll n o d e s  to  a d d  a  n e w  n o d e

C a n  r e s u lt in  u n w ie ld y  c o n fig u r a tio n  o n  a ll n o d e s

Dy n a m ic  r o u tin g  m a y  lim it s iz e

• T r a ffic  p a tte r n s
Dir e c t tu n n e ls  b e tw e e n  a ll n o d e s

S in g le  e n c r y p t/d e c r y p t

S m a lle r  s p o k e  r o u te r s  lim it V P N  s iz e

C o n fig u r a tio n  s iz e , m e m o r y  a n d  C P U  u tiliz a tio n

• N u m b e r  o f tu n n e ls  =  O (n 2 )

2 02 02 0© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

N e tw o r k  De s ig n  3 : Dy n a m ic  M e s h

• E a s y  to  d e p lo y
S im p lifie d  h u b  c o n fig u r a tio n  file s

A d d in g  a  n o d e  - c o n fig u r e  n e w  n o d e  a n d  d e p lo y

Dy n a m ic a lly  a d d r e s s e d  s p o k e s  - (DS L , C a b le )

• T r a ffic  p a tte r n s
C o n tr o l tr a ffic  (d y n a m ic  r o u tin g ) - h u b  a n d  s p o k e

Da ta  tr a ffic  - d y n a m ic  m e s h

S p o k e  r o u te r s  o n ly  n e e d  to  s u p p o r t c o n n e c tio n s  
c u r r e n tly  in  u s e

• N u m b e r  o f tu n n e ls  >  O (n ), < <  O (n 2 )
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V P N  P e e r M a p p in g

• S ta tic  m a p p in g s

S ta tic  IP  in fr a s tr u c tu r e  a d d r e s s , d o e s n ’t s c a le  
fo r  IP s e c  o r  IP s e c + G R E

• T u n n e l E n d p o in t Dis c o v e r y  (T E D)

Dy n a m ic  p e e r  a d d r e s s , p u b lic  r o u ta b le  
a d d r e s s e s , IP s e c  o n ly

• N e x t H o p  R e s o lu tio n  P r o to c o l (N H R P )

Dy n a m ic  p e e r  a d d r e s s  a n d  s p o k e -s p o k e  
tu n n e ls , IP s e c + m G R E
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A u th e n tic a tin g  P e e r s

• P r e -s h a r e d  k e y s
P e r  p e e r  (d o e s n ’t s c a le ), w ild c a r d  (in s e c u r e )

• C e r tific a te s
C e r tific a te  A u th o r ity  (C A )

C e r tific a te  d is tr ib u tio n  - e n r o llm e n t

M a n u a l (te r m in a l, tftp ), S C E P

S o m e  r e q u ir e m e n ts  fo r  u s e

A c c u r a te  tim e  - N T P , S N T P

C h e c k  fo r  r e v o c a tio n  - ‘c r l o p tio n a l’
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IP s e c + G R E

S p o k e  A

1 9 2 .1 6 8 .0 .0 /2 4

1 9 2 .1 6 8 .1 .0 /2 4

.1

.1=  S ta tic  s p o k e -to -h u b  IP s e c  tu n n e ls

1 9 2 .1 6 8 .2 .0 /2 4

.1S p o k e  B

. . .

. .
 .

S ta tic  p u b lic  
IP  a d d r e s s e s

S ta tic  p u b lic  
IP  a d d r e s sP h y s ic a l: 1 7 2 .1 7 .0 .1

T u n n e l0 :      1 0 .0 .0 .1
T u n n e l1 :      1 0 .0 .0 .5
T u n n e l< x > :     . . .

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :       1 0 .0 .0 .2

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :      1 0 .0 .0 .6
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IP s e c + G R E

• S u p p o r ts  d y n a m ic  r o u tin g  p r o to c o ls

• V P N  p e e r  m a p p in g

Dy n a m ic  o n  h u b , s ta tic  o n  s p o k e

• P o in t-to -p o in t G R E  tu n n e l in te r fa c e s

S in g le  G R E  in te r fa c e  fo r  e a c h  s p o k e

S ta tic  tu n n e l d e s tin a tio n

L a r g e  h u b  c o n fig u r a tio n
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IP s e c + G R E
H u b  C o n fig u r a tio n

in te r fa c e  T u n n e l1
b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1  2 5 5 .2 5 5 .2 5 5 .2 5 2
ip  m tu  1 4 2 0
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l d e s tin a tio n  1 7 2 .1 6 .1 .1

!
in te r fa c e  T u n n e l2

b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .5  2 5 5 .2 5 5 .2 5 5 .2 5 2
ip  m tu  1 4 2 0
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l d e s tin a tio n  1 7 2 .1 6 .2 .1

. . .
!
r o u te r  e ig r p  1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5
n e tw o r k  1 9 2 .1 6 8 .0 .0
n o  a u to -s u m m a r y

!
ip  r o u te  0 .0 .0 .0  0 .0 .0 .0  1 7 2 .1 7 .0 .2

c r y p to  c a  tr u s tp o in t m s c a -r o o t
e n r o llm e n t te r m in a l
c r l o p tio n a l
r s a k e y p a ir  h u b 1

c r y p to  c a  c e r tific a te  c h a in  m s c a -r o o t
c e r tific a te  2 3 6 8 DB 5 5 0 0 0 0 0 0 0 0 0 B 4 E
c e r tific a te  c a  1 2 4 4 3 2 5 DE 0 3 6 9 8 8 0 4 6 5 F 9 7 7 A 1 8 F 6 1 C A 8

!
c r y p to  is a k m p  p o lic y  1

e n c r y p tio n  3 d e s
!
c r y p to  ip s e c  tr a n s fo r m -s e t t1  e s p -3 d e s  e s p -m d 5 -h m a c  
!
c r y p to  d y n a m ic -m a p  v p n d y n  1 0

s e t tr a n s fo r m -s e t t1  
!
c r y p to  m a p  v p n m a p  lo c a l-a d d r e s s  S e r ia l1 /0
c r y p to  m a p  v p n m a p  1 0  ip s e c -is a k m p  d y n a m ic  v p n d y n
!
in te r fa c e  S e r ia l1 /0

ip  a d d r e s s  1 7 2 .1 7 .0 .1  2 5 5 .2 5 5 .2 5 5 .2 5 2
c r y p to  m a p  v p n m a p

!
in te r fa c e  E th e r n e t0 /0

ip  a d d r e s s  1 9 2 .1 6 8 .0 .1  2 5 5 .2 5 5 .2 5 5 .0
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IP s e c + G R E
S p o k e  C o n fig u r a tio n

in te r fa c e  E th e r n e t0 /0
ip  a d d r e s s  1 9 2 .1 6 8 .1 .1  2 5 5 .2 5 5 .2 5 5 .0

!
in te r fa c e  T u n n e l0

b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .2  2 5 5 .2 5 5 .2 5 5 .2 5 2
ip  m tu  1 4 2 0
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l d e s tin a tio n  1 7 2 .1 7 .0 .1

!
r o u te r  e ig r p  1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5
n e tw o r k  1 9 2 .1 6 8 .1 .0
n o  a u to -s u m m a r y

!
ip  r o u te  0 .0 .0 .0  0 .0 .0 .0  1 7 2 .1 6 .1 .2
!
a c c e s s -lis t 1 1 0  –

p e r m it g r e h o s t 1 7 2 .1 6 .1 .1  h o s t 1 7 2 .1 7 .0 .1

c r y p to  c a  tr u s tp o in t m s c a -r o o t
e n r o llm e n t te r m in a l
c r l o p tio n a l
r s a k e y p a ir  s p o k e 1

c r y p to  c a  c e r tific a te  c h a in  m s c a -r o o t
c e r tific a te  2 3 6 F D3 8 0 0 0 0 0 0 0 0 0 0 B 4 F
c e r tific a te  c a  1 2 4 4 3 2 5 DE 0 3 6 9 8 8 0 4 6 5 F 9 7 7 A 1 8 F 6 1 C A 8

!
c r y p to  is a k m p  p o lic y  1

e n c r y p tio n  3 d e s
!
c r y p to  ip s e c  tr a n s fo r m -s e t t1  e s p -3 d e s  e s p -m d 5 -h m a c  
!
c r y p to  m a p  v p n m a p  lo c a l-a d d r e s s  S e r ia l1 /0
c r y p to  m a p  v p n m a p  1 0  ip s e c -is a k m p

s e t p e e r  1 7 2 .1 7 .0 .1
s e t tr a n s fo r m -s e t t1  
m a tc h  a d d r e s s  1 1 0

!
in te r fa c e  S e r ia l1 /0

ip  a d d r e s s  1 7 2 .1 6 .1 .1  2 5 5 .2 5 5 .2 5 5 .2 5 2
c r y p to  m a p  v p n m a p
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IP s e c + G R E
H o s t to  h o s t p in g

S p o k e  A

S ta tic  p u b lic  
IP  a d d r e s s e s

1 9 2 .1 6 8 .0 .0 /2 4

.1=  S ta tic  IP s e c + G R E  tu n n e ls

S ta tic  p u b lic  
IP  a d d r e s sP h y s ic a l: 1 7 2 .1 7 .0 .1

T u n n e l0 :      1 0 .0 .0 .1
T u n n e l1 :      1 0 .0 .0 .5

. . .               . . .

S p o k e  B

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :       1 0 .0 .0 .2

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :      1 0 .0 .0 .6

1 9 2 .1 6 8 .1 .0  /2 4

.1

P C  1.2 5

1 9 2 .1 6 8 .2 .0  /2 4

.1

P C  2
.4 7

. . .

. .
 .
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IP s e c + G R E
R o u tin g  T a b le s

C        1 7 2 .1 7 .0 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C        1 0 .0 .0 .0 /3 0  is  d ir e c tly  c o n n e c te d , T u n n e l0
C        1 0 .0 .0 .4 /3 0  is  d ir e c tly  c o n n e c te d , T u n n e l1

. . . 
C     1 9 2 .1 6 8 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
D    1 9 2 .1 6 8 .1 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .2 , 0 0 :1 2 :3 0 , T u n n e l0
D    1 9 2 .1 6 8 .2 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .6 , 0 0 :1 2 :2 8 , T u n n e l1

. . .
S *    0 .0 .0 .0 /0  [1 /0 ] v ia  1 7 2 .1 7 .0 .2

C        1 7 2 .1 6 .1 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C        1 0 .0 .0 .0 /3 0  is  d ir e c tly  c o n n e c te d , T u n n e l0
D       1 0 .0 .0 .4 /3 0  [9 0 /3 0 7 2 0 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :1 8 :3 9 , T u n n e l0

. . .
D    1 9 2 .1 6 8 .0 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :1 8 :3 9 , T u n n e l0
C     1 9 2 .1 6 8 .1 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
D    1 9 2 .1 6 8 .2 .0 /2 4  [9 0 /3 0 9 7 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :1 8 :4 0 , T u n n e l0

. . .
S *    0 .0 .0 .0 /0  [1 /0 ] v ia  1 7 2 .1 6 .1 .2

C        1 7 2 .1 6 .2 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
D       1 0 .0 .0 .0 /3 0  [9 0 /3 0 7 2 0 0 0 ] v ia  1 0 .0 .0 .5 , 0 0 :2 1 :5 3 , T u n n e l0
C        1 0 .0 .0 .4 /3 0  is  d ir e c tly  c o n n e c te d , T u n n e l0

. . .
D    1 9 2 .1 6 8 .0 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .5 , 0 0 :2 1 :5 3 , T u n n e l0
D    1 9 2 .1 6 8 .1 .0 /2 4  [9 0 /3 0 9 7 6 0 0 ] v ia  1 0 .0 .0 .5 , 0 0 :2 1 :5 4 , T u n n e l0
C     1 9 2 .1 6 8 .2 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0

. . .
S *    0 .0 .0 .0 /0  [1 /0 ] v ia  1 7 2 .1 6 .2 .2

S p o k e  A

S p o k e  B

H u b
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IP s e c + G R E
S c a lin g  Is s u e s :

• Dy n a m ic  r o u tin g  a n d  IP s e c  p e e r s

• S ta tic  tu n n e l d e s tin a tio n

• S p o k e -to -s p o k e  tr a ffic  v ia  h u b

E x a m p le : 4 5 M b  h u b , (2 5 0 ) 2 5 6 K b  s p o k e s

B a n d w id th  p e r  s p o k e : 1 4 4 K b (H -S ) +  3 6 K b (S -S )

A g g r e g a te  b a n d w id th  fo r  V P N : 3 6 M b  +  9 M b  =  4 5 M b

• H u b  c o n fig u r a tio n

1  in te r fa c e /s p o k e  � 2 5 0  s p o k e s  =  2 5 0  in te r fa c e s

7  lin e s /s p o k e � 2 5 0  s p o k e s  =  1 7 5 0  lin e s

4  IP  a d d r e s s e s /s p o k e  � 2 5 0  s p o k e s  =  1 0 0 0  a d d r e s s e s

3 03 03 0© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

Dy n a m ic  M u ltip o in t V P N
M a jo r  F e a tu r e s

• S u p p o r ts  r e m o te  IP s e c  p e e r s  w ith  
d y n a m ic a lly  a s s ig n e d  a d d r e s s e s

C a b le , DS L , IS DN …

• C o n fig u r a tio n  r e d u c tio n

H u b  a n d  s p o k e  � h u b  r o u te r

• Dy n a m ic  s p o k e -s p o k e  tu n n e ls  fo r  s c a lin g  
p a r tia l/fu ll m e s h  V P N s

3 13 13 1© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

N H R P  O v e r v ie w

• N B M A  N e x t H o p  R e s o lu tio n  P r o to c o l

R F C 2 3 3 2

R e s o lv e  IP  to  N B M A  a d d r e s s  m a p p in g s  fo r  
h o s ts /r o u te r s  d ir e c tly  c o n n e c te d  to  a n  N B M A ; 
a n d  d e te r m in e  e g r e s s  p o in ts  fr o m  th e  N B M A  

w h e n  th e  d e s tin a tio n  is  n o t d ir e c tly  
c o n n e c te d  to  th e  N B M A . 
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N H R P  R e g is tr a tio n
Dy n a m ic a lly  a d d r e s s e d  s p o k e s

S p o k e  A
1 9 2 .1 6 8 .1 .1 /2 4

=   Dy n a m ic  p e r m a n e n t IP s e c  tu n n e ls

1 9 2 .1 6 8 .2 .1 /2 4

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

S p o k e  B

P h y s ic a l:   (d y n a m ic )
T u n n e l0 :     1 0 .0 .0 .1 1

P h y s ic a l:   (d y n a m ic )
T u n n e l0 :     1 0 .0 .0 .1 2

1 0 .0 .0 .1  � 1 7 2 .1 7 .0 .1 1 0 .0 .0 .1  � 1 7 2 .1 7 .0 .1

1 0 .0 .0 .1 1  � 1 7 2 .1 6 .1 .1
1 0 .0 .0 .1 2  � 1 7 2 .1 6 .2 .1

1 9 2 .1 6 8 .0 .1 /2 4

1 9 2 .1 6 8 .1 .0 /2 4  � 1 0 .0 .0 .1

1 9 2 .1 6 8 .2 .0 /2 4  � 1 0 .0 .0 .1

1 9 2 .1 6 8 .0 .0 /2 4  � 1 0 .0 .0 .11 9 2 .1 6 8 .0 .0 /2 4  � 1 0 .0 .0 .1

1 9 2 .1 6 8 .1 .0 /2 4  � 1 0 .0 .0 .1 1
1 9 2 .1 6 8 .2 .0 /2 4  � 1 0 .0 .0 .1 2

1 9 2 .1 6 8 .1 .0 /2 4  � C o n n .
1 9 2 .1 6 8 .2 .0 /2 4  � C o n n .

1 9 2 .1 6 8 .0 .0 /2 4  � C o n n .
N H R P  m a p p in g

R o u tin g  T a b le

1 7 2 .1 6 .1 .1

1 7 2 .1 6 .2 .1
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Dy n a m ic  M u ltip o in t V P N
H u b  a n d  S p o k e

• F e a tu r e s

Dy n a m ic a lly  a d d r e s s e d  s p o k e s

R e d u c e d  a n d  s im p lifie d  h u b  c o n fig u r a tio n

• C h a n g e s

C o n v e r t h u b  to  m G R E  tu n n e l

A d d  N H R P  c o m m a n d s  to  s p o k e s

U s e  IP s e c  p r o file s  o n  s p o k e s  (o p tio n a l)

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 4© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 4© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 4

Dy n a m ic  M u ltip o in t V P N
H u b -a n d -S p o k e

S p o k e  A

Dy n a m ic  o r  
S ta tic  p u b lic  
IP  a d d r e s s e s

S ta tic  p u b lic  
IP  a d d r e s s

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  (d y n a m ic )
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: (d y n a m ic )
T u n n e l0 :   1 0 .0 .0 .1 2

=   D y n a m ic  p e rm a n e n t IP s e c + G R E  tu n n e ls
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W h a t is a n  IP s e c P r o file ?

• IP s e c p r o file  c o n ta in s :
T r a n s fo r m s e ts

P F S  s e ttin g s

L ife tim e s

A c c e p ta b le  id e n titie s

IK E  p r o file s

• IP s e c p r o file s  a r e  th e n a p p lie d to  tu n n e l 
in te r fa c e s  a n d /o r  g o o d o ld c r y p to  m a p s

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 6

De fin in g a n  IP S e c P r o file

crypto ipsec transform-set AES256 esp-aes 256 

mode transport

crypto ipsec transform-set 3DES esp-3des 

mode transport

!

crypto ipsec profile IPSEC_PROFILE

description Locally defined IPSec profile

set transform-set AES256 3DES 

set pfs group2

set isakmp-profile IKE_PROFILE



© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 7© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 7© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 7

DM V P N  H u b  a n d  S p o k e
C o n fig u r a tio n  C h a n g e s  - H u b

c r y p to  ip s e c  p r o file  v p n p r o f
s e t tr a n s fo r m -s e t t1

!
in te r fa c e  T u n n e l0

b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  m u ltic a s t d y n a m ic
ip  n h r p  n e tw o r k -id  1 0 0 0 0 0
ip  n h r p  h o ld tim e  3 6 0  
n o  ip  s p lit-h o r iz o n  e ig r p  1
ip  s u m m a r y -a d d r e s s  e ig r p  1  1 9 2 .1 6 8 .0 .0  2 5 5 .2 5 5 .0 .0
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l m o d e  g r e  m u ltip o in t
tu n n e l k e y  1 0 0 0 0 0
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
in te r fa c e  S e r ia l1 /0

ip  a d d r e s s  1 7 2 .1 7 .0 .1  2 5 5 .2 5 5 .2 5 5 .0

N o  A C L  o r
C r y p to  m a p

C r y p to  P r o file
(n o  p e e r  o r  A C L )

N H R P  s e ttin g s

m G R E  T u n n e l

T u n n e l
P r o te c tio n

/2 4  s u b n e t

H u b  a n d  S p o k e
R o u tin g
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DM V P N  H u b  a n d  S p o k e
C o n fig u r a tio n  C h a n g e s  - S p o k e  (o p tio n a l)

c r y p to  ip s e c  p r o file  v p n p r o f
s e t tr a n s fo r m -s e t t1

!
in te r fa c e  T u n n e l0

b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1 1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  1 0 .0 .0 .1  1 7 2 .1 7 .0 .1
ip  n h r p  n e tw o r k -id  1 0 0 0 0 0
ip  n h r p  h o ld tim e  6 0 0
ip  n h r p  n h s  1 0 .0 .0 .1
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l d e s tin a tio n  1 7 2 .1 7 .0 .1
tu n n e l k e y  1 0 0 0 0 0
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
In te r fa c e  S e r ia l1 /0

ip  a d d r e s s  n e g o tia te d

N o  A C L  o r
C r y p to  m a p

C r y p to  P r o file
(n o  p e e r  o r  A C L )

T u n n e l
P r o te c tio n
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DM V P N  H u b  a n d  S p o k e
H o s t to  h o s t p in g

S p o k e  A

1 9 2 .1 6 8 .0 .0 /2 4

.1

S ta tic  p u b lic  IP  
a d d r e s sP h y s ic a l: 1 7 2 .1 7 .0 .1

T u n n e l0 :      1 0 .0 .0 .1

S p o k e  B

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :     1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :    1 0 .0 .0 .1 2

1 9 2 .1 6 8 .1 .0  /2 4

.1

P C  1.2 5

1 9 2 .1 6 8 .2 .0  /2 4

.1

P C  2
.4 7

. . .

. .
 .

Dy n a m ic  o r  
S ta tic  p u b lic  
IP  a d d r e s s e s

=   D y n a m ic  p e rm a n e n t IP s e c  tu n n e ls

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 0© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 0© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 0

DM V P N  H u b  a n d  S p o k e
R o u tin g  T a b le s

C     1 7 2 .1 7 .0 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
C     1 9 2 .1 6 8 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
D    1 9 2 .1 6 8 .1 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 1 , 2 2 :3 9 :0 4 , T u n n e l0
D    1 9 2 .1 6 8 .2 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 2 , 2 2 :3 9 :1 0 , T u n n e l0

. . .
S *    0 .0 .0 .0 /0  [1 /0 ] v ia  1 7 2 .1 7 .0 .2
D    1 9 2 .1 6 8 .0 .0 /1 6  is  a  s u m m a r y , 0 0 :0 4 :1 3 , N u ll0

C     1 7 2 .1 6 .1 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
C     1 9 2 .1 6 8 .1 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
S *    0 .0 .0 .0 /0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
D    1 9 2 .1 6 8 .0 .0 /1 6  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :0 0 :0 8 , T u n n e l0

C     1 7 2 .1 6 .2 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
C     1 9 2 .1 6 8 .2 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
S *    0 .0 .0 .0 /0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
D    1 9 2 .1 6 8 .0 .0 /1 6  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :0 0 :0 5 , T u n n e l0

S p o k e  A

S p o k e  B

H u b
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DM V P N  H u b  a n d  S p o k e
Dy n a m ic  T a b le s - H u b  (C o n t)

H u b 1 # s h o w  c r y p to  m a p

C r y p to  M a p  " T u n n e l0 -h e a d -0 "  1  ip s e c -is a k m p
P r o file  n a m e : v p n p r o f
S e c u r ity  a s s o c ia tio n  life tim e : 4 6 0 8 0 0 0  k ilo b y te s /3 6 0 0  s e c o n d s
P F S  (Y /N ): N ,  T r a n s fo r m  s e ts = {  t1 , }

C r y p to  M a p  " T u n n e l0 -h e a d -0 "  2  ip s e c -is a k m p
M a p  is  a  P R O F IL E  IN S T A N C E .
P e e r  =  1 7 2 .1 6 .1 .1
E x te n d e d  IP  a c c e s s  lis t 

a c c e s s -lis t  p e r m it g r e  h o s t 1 7 2 .1 7 .0 .1  h o s t 1 7 2 .1 6 .1 .1
C u r r e n t p e e r : 1 7 2 .1 6 .1 .1
S e c u r ity  a s s o c ia tio n  life tim e : 4 6 0 8 0 0 0  k ilo b y te s /3 6 0 0  s e c o n d s
P F S  (Y /N ): N ,  T r a n s fo r m  s e ts = {  t1 , }

C r y p to  M a p  " T u n n e l0 -h e a d -0 "  4  ip s e c -is a k m p
M a p  is  a  P R O F IL E  IN S T A N C E .
P e e r  =  1 7 2 .1 6 .2 .1
E x te n d e d  IP  a c c e s s  lis t 

a c c e s s -lis t  p e r m it g r e  h o s t 1 7 2 .1 7 .0 .1  h o s t 1 7 2 .1 6 .2 .1
C u r r e n t p e e r : 1 7 2 .1 6 .2 .1
S e c u r ity  a s s o c ia tio n  life tim e : 4 6 0 8 0 0 0  k ilo b y te s /3 6 0 0  s e c o n d s
P F S  (Y /N ): N ,  T r a n s fo r m  s e ts = {  t1 , }

. . .

In te r fa c e s  u s in g  c r y p to  m a p  T u n n e l0 -h e a d -0 :
T u n n e l0

C r y p to  M a p

4 24 24 2© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

DM V P N  H u b  a n d  S p o k e  
A n a ly s is :  (C o n t.)

• S p o k e -to -s p o k e  tr a ffic  v ia  h u b

E x a m p le : 4 5  M b  h u b , (2 5 0 ) 2 5 6 K b  s p o k e s

B a n d w id th  p e r  s p o k e : 1 4 4 K b (H -S ) +  3 6 K b (S -S )

A g g r e g a te  b a n d w id th  fo r  V P N : 3 6 M b  +  9 M b  =  4 5 M b

• C o n fig u r a tio n

1  in te r fa c e  � 2 5 0  s p o k e s  =  1  in te r fa c e

1 5  lin e s � 2 5 0  s p o k e s  =  1 5  lin e s

1  IP  a d d r e s s /s p o k e  � 2 5 0  s p o k e s  =  2 5 0  a d d r e s s e s

4 34 34 3© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

Dy n a m ic  S p o k e -S p o k e  T u n n e ls

• m G R E /N H R P + IP s e c c o n fig u r a tio n

O n  b o th  h u b  a n d  s p o k e s

IS A K M P  a u th e n tic a tio n  in fo r m a tio n

C e r tific a te s , w ild c a r d  p r e -s h a r e d  k e y s

• S p o k e -s p o k e  d a ta  tr a ffic  d ir e c t 

R e d u c e d  lo a d  o n  h u b

R e d u c e d  la te n c y

S in g le  IP s e c  e n c r y p t/d e c r y p t 

4 44 44 4© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

Dy n a m ic  M u ltip o in t V P N
R o u tin g  P r o to c o l C o n fig u r a tio n

• E IG R P
n o  ip  s p lit-h o r iz o n  e ig r p  < a s >
n o  ip  n e x t-h o p -s e lf e ig r p  < a s >  � C is c o  IO S : 1 2 .3 (2 ))
n o  a u to -s u m m a r y

• O S P F
ip  o s p f n e tw o r k  b r o a d c a s t
ip  o s p f p r io r ity  (2 (h u b )|0 (s p o k e ))

• B G P
H u b  is  r o u te  r e fle c to r

• R IP
n o  ip  s p lit-h o r iz o n
n o  a u to -s u m m a r y



4 54 54 5© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

N e w  IP  R o u tin g /F o r w a r d in g  M o d e l

• R e g u la r  IP  n e tw o r k s

IP  r o u tin g  u p d a te s  a n d  d a ta  p a c k e ts  tr a v e r s e  
s a m e  p h y s ic a l/lo g ic a l lin k s

• N e w  DM V P N  IP  n e tw o r k s

IP  r o u tin g  u p d a te s  tr a v e r s e  h u b  a n d  s p o k e  
V P N  lin k s  o n ly

IP  d a ta  p a c k e ts  tr a v e r s e  b o th  h u b  a n d  s p o k e  
a n d  d ir e c t V P N  lin k s  b e tw e e n  s p o k e s

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 6

IP  R o u tin g  U p d a te s  v s . 
Da ta  p a c k e t fo r w a r d in g

S p o k e  A1 9 2 .1 6 8 .1 .1 /2 4
1 9 2 .1 6 8 .2 .1 /2 4

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

S p o k e  B

P h y s ic a l:   (d y n a m ic )
T u n n e l0 :     1 0 .0 .0 .1 1

P h y s ic a l:   (d y n a m ic )
T u n n e l0 :     1 0 .0 .0 .1 2

=  R o u tin g  U p d a te  p a th 1 9 2 .1 6 8 .0 .1 /2 4

=  Da ta  P a c k e t P a th

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 7© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 7© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 7

Dy n a m ic  M u ltip o in t V P N  - S in g le  H u b

S p o k e  A

Dy n a m ic  o r  
S ta tic  p u b lic  
IP  a d d r e s s e s

S ta tic  p u b lic  
IP  a d d r e s s

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  (d y n a m ic )
T u n n e l0 :       1 0 .0 .0 .2

P h y s ic a l: (d y n a m ic )
T u n n e l0 :      1 0 .0 .0 .3

=   D y n a m ic  p e rm a n e n t IP s e c + G R E  tu n n e ls

W e b

.3 7

P C

.2 5

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 8© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 8© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 8

DM V P N  C o n fig u r a tio n
H u b - C h a n g e s

in te r fa c e  T u n n e l0
b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  m u ltic a s t d y n a m ic
ip  n h r p  n e tw o r k -id  1 0 0 0 0 0
ip  n h r p  h o ld tim e  3 6 0  
n o  ip  s p it-h o r iz o n  e ig r p  1
n o  ip  n e x t-h o p -s e lf e ig r p  1
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l m o d e  g r e  m u ltip o in t
tu n n e l k e y  1 0 0 0 0 0
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
r o u te r  e ig r p  1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5
n e tw o r k  1 9 2 .1 6 8 .0 .0  0 .0 .0 .2 5 5
n o  a u to -s u m m a r y

R e -a d v e r tis e
r o u te s  w ith
o r ig in a l IP
n e x t-h o p .

N o  s u m m a r y .



© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 9© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 9© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 4 9

DM V P N  C o n fig u r a tio n  
S p o k e  - C h a n g e s  

in te r fa c e  T u n n e l0
b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1 1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  m u ltic a s t 1 7 2 .1 7 .0 .1
ip  n h r p  m a p  1 0 .0 .0 .1  1 7 2 .1 7 .0 .1
ip  n h r p  n e tw o r k -id  1 0 0 0 0 0
ip  n h r p  h o ld tim e  3 6 0
ip  n h r p  n h s  1 0 .0 .0 .1
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l m o d e  g r e  m u ltip o in t
tu n n e l k e y  1 0 0 0 0 0
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
r o u te r  e ig r p  1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5
n e tw o r k  1 9 2 .1 6 8 .1 .0  0 .0 .0 .2 5 5
n o  a u to -s u m m a r y

N H R P  s ta tic
m u ltic a s t m a p

m G R E  T u n n e l

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 0© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 0© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 0

Dy n a m ic  M u ltip o in t V P N — E x a m p le

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

1 . A  P C  (1 9 2 .1 6 8 .1 .2 5 ) o n  th e  
s p o k e  A  s u b n e t w a n ts  to  
c o n ta c t th e  w e b  s e r v e r  
(1 9 2 .1 6 8 .2 .3 7 ) b e h in d  
s p o k e  B .  It s e n d s  a  
p a c k e t to w a r d s  th e  
s e r v e r . 

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 1© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 1© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 1

Dy n a m ic  M u ltip o in t V P N - E x a m p le

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

2 . T h e  s p o k e  A  r o u te r  c o n s u lts  
its  r o u tin g  ta b le  fo r  a  r o u te  
to  th e  d e s tin a tio n  n e tw o r k  
(1 9 2 .1 6 8 .2 .0 ) b e h in d  s p o k e  
B . T h e   ta b le  g iv e s  a n  IP  
n e x t-h o p  o f 1 0 .0 .0 .1 2  v ia  
S p o k e  A ’s  tu n n e l0  in te r fa c e .

19 2 .16 8 .0 .0 /2 4  � 10 .0 .0 .1
1 9 2 .1 6 8 .2 .0 /2 4  � 1 0 .0 .0 .1 2

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 2© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 2© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 2

Dy n a m ic  M u ltip o in t V P N - E x a m p le

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

10 .0 .0 .1 � 17 2 .17 .0 .1

3 . S p o k e  A  c o n s u lts  its  
N H R P  m a p p in g  ta b le  
fo r  d e s tin a tio n  1 0 .0 .0 .1 2  
a n d  d o e s  n o t fin d  a n  
e n tr y .  S o  it s e n d s  a n  
N H R P  q u e r y  p a c k e t to  
th e  N H R P  s e r v e r .  
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Dy n a m ic  M u ltip o in t V P N - E x a m p le

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

10 .0 .0 .11 � 17 2 .16 .1.1
1 0 .0 .0 .1 2  � 1 7 2 .1 6 .2 .1

. . .                 . . .

4 . T h e  N H R P  s e r v e r  a t th e  
h u b  r e s o lv e s  1 0 .0 .0 .1 2  to  
th e  c o r r e s p o n d in g  p u b lic  
a d d r e s s  (1 7 2 .1 6 .2 .1 ).  It 
s e n d s  th is  r e s p o n s e  
to  S p o k e  A .

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 4© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 4© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 4

Dy n a m ic  M u ltip o in t V P N  - E x a m p le

=  Dy n a m ic & T e m p o r a r y  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

5 . S p o k e  A  r e c e iv e s  th e  N H R P  
r e s p o n s e  a n d  e n te r s  it in  its  
N H R P  ta b le .  T h is  tr ig g e r s  
IP s e c  to  c r e a te  a  tu n n e l 
d ir e c tly  to  1 7 2 .1 6 .2 .1 .  
(S p o k e  A  u s e s  its  
p u b lic  a d d r e s s  fo r  
th e  IP s e c  p e e r .)

10 .0 .0 .1 � 17 2 .17 .0 .1
1 0 .0 .0 .1 2  � 1 7 2 .1 6 .2 .1

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 5© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 5© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 5

Dy n a m ic  M u ltip o in t V P N - E x a m p le

=  Dy n a m ic & T e m p o r a r y  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

6 . N o w  th a t th e  tu n n e l h a s  
b e e n  b u ilt to  S p o k e  B , 
S p o k e  A  w ill s e n d  d a ta  
p a c k e ts  to  S p o k e  B . 
N o te : S o  fa r  th e  tu n n e l 
c a n  p a s s  tr a ffic  in  o n e  
d ir e c tio n  o n ly .

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 6© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 6

Dy n a m ic  M u ltip o in t V P N - E x a m p le

=  Dy n a m ic & T e m p o r a r y  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

7 . T h e  w e b  s e r v e r  r e c e iv e s  th e  
p a c k e t fr o m  th e  P C  a n d  s e n d s  
its  r e s p o n s e .  T h is  tr ig g e r s  
th e  s a m e  s e q u e n c e  o f s te p s  
(2 , 3 , a n d  4 ) o n  B  a s  w a s  
ju s t d o n e  o n  A .  O n c e  B  
h a s  th e  N H R P  m a p p in g  
fo r  A  th e  r e s p o n s e  
p a c k e t c a n  b e  s e n t 
d ir e c tly  to  A . T h e  
tu n n e l h a s  a lr e a d y  
b e e n  c r e a te d .
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Dy n a m ic  M u ltip o in t V P N  - E x a m p le

=  Dy n a m ic & T e m p o r a r y  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S p o k e  A

S p o k e  B

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4

.1

. . .

. .
 .

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  1 7 2 .1 6 .1 .1
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: 1 7 2 .1 6 .2 .1
T u n n e l0 :   1 0 .0 .0 .1 2

W e b

.3 7

P C

.2 5

8 . A fte r  a  (c o n fig u r a b le ) 
tim e o u t p e r io d , th e  N H R P  
e n tr ie s  w ill a g e  o u t, 
tr ig g e r in g  IP s e c  to  
b r e a k  d o w n  th e  
d y n a m ic  s p o k e  to  
s p o k e  tu n n e l.

10 .0 .0 .1 � 17 2 .17 .0 .1
1 0 .0 .0 .1 2  � 1 7 2 .1 6 .2 .1

© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 8© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 8© 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 5 8

DM V P N
R o u tin g  T a b le s

C     1 7 2 .1 7 .0 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
C     1 9 2 .1 6 8 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
D    1 9 2 .1 6 8 .1 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 1 , 2 2 :3 9 :0 4 , T u n n e l0
D    1 9 2 .1 6 8 .2 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 2 , 2 2 :3 9 :1 0 , T u n n e l0

. . .
S *    0 .0 .0 .0 /0  [1 /0 ] v ia  1 7 2 .1 7 .0 .2

C     1 7 2 .1 6 .1 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
D    1 9 2 .1 6 8 .0 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :0 3 :5 8 , T u n n e l0
C     1 9 2 .1 6 8 .1 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0
D    1 9 2 .1 6 8 .2 .0 /2 4  [9 0 /3 0 9 7 6 0 0 ] v ia  1 0 .0 .0 .1 2 , 0 0 :0 2 :0 2 , T u n n e l0

. . .
S *    0 .0 .0 .0 /0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0

C     1 7 2 .1 6 .2 .0 /3 0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0
C     1 0 .0 .0 .0 /2 4  is  d ir e c tly  c o n n e c te d , T u n n e l0
D    1 9 2 .1 6 8 .0 .0 /2 4  [9 0 /2 8 4 1 6 0 0 ] v ia  1 0 .0 .0 .1 , 0 0 :0 3 :4 3 , T u n n e l0
D    1 9 2 .1 6 8 .1 .0 /2 4  [9 0 /3 0 9 7 6 0 0 ] v ia  1 0 .0 .0 .1 1 , 0 0 :0 3 :4 3 , T u n n e l0
C     1 9 2 .1 6 8 .2 .0 /2 4  is  d ir e c tly  c o n n e c te d , E th e r n e t0 /0

. . .
S *    0 .0 .0 .0 /0  is  d ir e c tly  c o n n e c te d , S e r ia l1 /0

S p o k e  A

S p o k e  B

H u b

5 95 95 9© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

DM V P N  S in g le  H u b  
A n a ly s is : 

• G R E  tu n n e ls , IP s e c  p e e r s  a n d  C r y p to  m a p s
Dy n a m ic  o n  h u b  a n d  s p o k e

• A d d  s p o k e  r o u te r s  w ith o u t h u b  o r  o th e r  s p o k e  
r o u te r  c h a n g e s

N H R P  a n d  d y n a m ic  r o u tin g  p r o p a g a te  in fo r m a tio n

• S p o k e  to  s p o k e  tr a ffic  d o e s n ’t a ffe c t h u b
E x a m p le : 4 5  M b  h u b , (2 5 0 ) 2 5 6 K b  s p o k e s

B a n d w id th  p e r  s p o k e : 1 8 0 K b (H -S ) +  7 6 K b (S -S )

A g g r e g a te  b a n d w id th  fo r  V P N  =  4 5 M b  +  1 9 M b  =  6 4 M b
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DM V P N  Du a l H u b
E x a m p le s

• S in g le  DM V P N  d u a l h u b  - e x a m p le  1

E a s ie r  to  c o n fig u r e

L e s s  c o n tr o l o f r o u tin g  a n d  fo r w a r d in g

S p o k e -s p o k e  tu n n e ls  a n y w h e r e

• Du a l DM V P N  d u a l h u b  - e x a m p le  2
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DM V P N  Du a l H u b - E x a m p le  1

=  D y n a m ic & T e m p o ra ry  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S in g le  DM V P N  Du a l H u b
S in g le  m G R E  tu n n e l o n
a ll n o d e s

1 9 2 .1 6 8 .2 .0 /2 4

.1

1 9 2 .1 6 8 .1 .0 /2 4

.1

1 9 2 .1 6 8 .0 .0 /2 4
.2 .1

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l:  (d y n a m ic )
T u n n e l0 :    1 0 .0 .0 .1 1

P h y s ic a l: (d y n a m ic )
T u n n e l0 :   1 0 .0 .0 .1 2

P h y s ic a l: 1 7 2 .1 7 .0 .5
T u n n e l0 :      1 0 .0 .0 .2

S p o k e  A

S p o k e  B

. . .

. .
 . W e b

.3 7

P C

.2 5
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DM V P N  Du a l H u b - E x a m p le  1  
S p o k e  

in te r fa c e  T u n n e l0
b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .0 .1 1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  m u ltic a s t 1 7 2 .1 7 .0 .1
ip  n h r p  m a p  1 0 .0 .0 .1  1 7 2 .1 7 .0 .1
ip  n h r p  m a p  m u ltic a s t 1 7 2 .1 7 .0 .5
ip  n h r p  m a p  1 0 .0 .0 .1  1 7 2 .1 7 .0 .5
ip  n h r p  n e tw o r k -id  1 0 0 0 0 0
ip  n h r p  h o ld tim e  3 6 0
ip  n h r p  n h s  1 0 .0 .0 .1
ip  n h r p  n h s  1 0 .0 .0 .2
ip  o s p f n e tw o r k  b r o a d c a s t
ip  o s p f p r io r ity  0
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l m o d e  g r e  m u ltip o in t
tu n n e l k e y  1 0 0 0 0 0
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
r o u te r  o s p f 1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5  a r e a  1
n e tw o r k  1 9 2 .1 6 8 .1 .0  0 .0 .0 .2 5 5  a r e a  0

H u b 2  N H R P
m a p p in g s

O S P F  b r o a d c a s t
F o r c e  n o n -DR

O S P F  R o u tin g

H u b 1  N H R P
m a p p in g s
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DM V P N  Du a l H u b
E x a m p le s

• S in g le  DM V P N  d u a l h u b  - e x a m p le  1

• Du a l DM V P N  d u a l h u b  - e x a m p le  2

L ittle  h a r d e r  to  c o n fig u r e

M o r e  c o n tr o l o f r o u tin g  a n d  fo r w a r d in g

S p o k e -s p o k e  tu n n e ls  o n ly  w ith in  s a m e  DM V P N
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Du a l DM V P N  Du a l H u b

1 9 2 .1 6 8 .1 .0  /2 4

1 9 2 .1 6 8 .2 .0  /2 4

T w o  o v e r la id  
DM V P N  n e tw o r k s . 
S in g le  tu n n e l o n  
H u b , tw o  o n  
s p o k e s .

1 9 2 .1 6 8 .0 .0 /2 4
.2 .1

S p o k e  A

S p o k e  B

P h y s ic a l: 1 7 2 .1 7 .0 .1
T u n n e l0 :      1 0 .0 .0 .1

P h y s ic a l: 1 7 2 .1 7 .0 .5
T u n n e l0 :      1 0 .0 .1 .1

P h y s ic a l:  (d y n a m ic )
T u n n e l0 :    1 0 .0 .0 .1 1
T u n n e l1 :    1 0 .0 .1 .1 1

P h y s ic a l: (d y n a m ic )
T u n n e l0 :   1 0 .0 .0 .1 2
T u n n e l1 :   1 0 .0 .1 .1 2

.1

.1

W e b

.3 7

P C

.2 5
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DM V P N  Du a l H u b - E x a m p le  2
S p o k e   - C h a n g e s  

in te r fa c e  T u n n e l1
b a n d w id th  1 0 0 0
ip  a d d r e s s  1 0 .0 .1 .1 1  2 5 5 .2 5 5 .2 5 5 .0
ip  m tu  1 4 1 6
ip  n h r p  a u th e n tic a tio n  te s t
ip  n h r p  m a p  m u ltic a s t 1 7 2 .1 7 .0 .5
ip  n h r p  m a p  1 0 .0 .1 .1  1 7 2 .1 7 .0 .5
ip  n h r p  n e tw o r k -id  1 0 0 0 0 1
ip  n h r p  h o ld tim e  3 6 0
ip  n h r p  n h s  1 0 .0 .1 .1
d e la y  1 0 0 0
tu n n e l s o u r c e  S e r ia l1 /0
tu n n e l m o d e  g r e  m u ltip o in t
tu n n e l k e y  1 0 0 0 0 1
tu n n e l p r o te c tio n  ip s e c  p r o file  v p n p r o f

!
r o u te r  e ig r p  1

n e tw o r k  1 0 .0 .0 .0  0 .0 .0 .2 5 5
n e tw o r k  1 0 .0 .1 .0  0 .0 .0 .2 5 5
n e tw o r k  1 9 2 .1 6 8 .1 .0
d is tr ib u te -lis t 1  o u t T u n n e l0
d is tr ib u te -lis t 1  o u t T u n n e l1

!
a c c e s s -lis t 1  p e r m it 1 9 2 .1 6 8 .1 .0

. . .

A d d  s u b n e t
to  E IG R P

N e w  IP  s u b n e t,
N H R P  N e tw o r k

a n d  T u n n e l K e y

A d d  tu n n e l o n
n e w  DM V P N  n e t

O n ly  a d v e r tis e
lo c a l s u b n e ts  

o u t tu n n e ls
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DM V P N  Du a l H u b
A n a ly s is : 

• N e tw o r k  d e s ig n

Du a l h u b  a n d  s p o k e  (r e d u n d a n t DM V P N ) - r o u tin g

Dy n a m ic  m e s h  - d a ta  tr a ffic

• G R E  tu n n e ls , IP s e c  p e e r s  a n d  C r y p to  m a p s

Dy n a m ic  o n  h u b  a n d  s p o k e

• A d d  s p o k e  r o u te r s  w ith o u t h u b  o r  o th e r  
s p o k e  r o u te r  c h a n g e s

N H R P  a n d  d y n a m ic  r o u tin g  p r o p a g a te  in fo r m a tio n
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DM V P N  Du a l H u b
A n a ly s is : Dy n a m ic  R o u tin g

• H u b  r e d u n d a n c y

M u s t lo s e  b o th  b e fo r e  s p o k e  is o la te d

C a n  d is tr ib u te  s p o k e s  a c r o s s  m a n y  h u b s

• L o a d  b a la n c in g  b e tw e e n  h u b  r o u te r s

C o n fig u r e  r o u tin g  to  p r e fe r  o n e  h u b

E IG R P

in te r fa c e  c o s t, ‘d is tr ib u te -lis t… ’,
‘o ffs e t-lis t… ’
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DM V P N  F e a tu r e s  in  S u m m a r y

• DM V P N  s c a le s  IP s e c  V P N s  b y

S u p p o r tin g  d y n a m ic a lly  a d d r e s s e d  s p o k e s ,
IP  m u ltic a s t a n d  IG P  r o u tin g  p r o to c o ls

E lim in a tin g  th e  h a s s le  o f a d d in g  a  s p o k e

Dr a s tic a lly  r e d u c in g  c o n fig u r a tio n  s iz e s

E n a b lin g  d y n a m ic  s p o k e -s p o k e  tu n n e ls

• S c a la b ility  w ith  le s s  a d m in is tr a tio n !
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C is c o  IO S  C o d e  a n d  P la tfo r m  S u p p o r t

• DM V P N  h u b -a n d -s p o k e

1 2 .2 (1 3 )T  (N o v e m b e r  2 0 0 2 )

• DM V P N  d y n a m ic  s p o k e -s p o k e

1 2 .3 (2 ) 

• P la tfo r m s

7 2 0 4 /6 , 3 6 x x , 3 7 x x , 2 6 x x , 1 7 x x

8 3 0  s u p p o r t in  1 2 .2 (1 3 )Z H 1 , 1 2 .3 (1 )T
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A g e n d a

•• In tr o d u c tio nIn tr o d u c tio n

•• T o p o lo g ie sT o p o lo g ie s

•• R e s ilie n c y  a n d  p e r fo r m a n c eR e s ilie n c y  a n d  p e r fo r m a n c e

•• S c a la b le  a u th e n tic a tio nS c a la b le  a u th e n tic a tio n

•• Q & AQ & A

7 17 17 1© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

R e s ilie n c y  &  p e r fo r m a n c eR e s ilie n c y  &  p e r fo r m a n c e
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R e m o te

H e a d -E n d R 1 R 2

P u b lic  
N e tw o r k

• In  o r d e r  to  p r e v e n t p a c k e t lo s s  
o v e r  th e  V P N  a d d in g  tw o  p a th s  
a n d  s e le c tin g  th e  a c tiv e  tu n n e l 
b y :

– R e ly in g o n  tu n n e l m e c h a n is m

(k e e p a liv e s )

– U s in g  r o u tin g  p r o to c o l

(E IG R P , O S P F )

A d d in g R e s ilie n c y to  V P N
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T u n in g E IG R P  fo r  F a s te r L in k S ta tu s

• E IG R P  c a n b e tu n e d to  d e te c t a  lin k fa ilu r e
a n d c o n v e r g e  w ith in 2  s e c o n d s  (in s te a d o f th e
d e fa u lt 18 0  s e c o n d s ):

interface tunnel 0
ip hello-interval eigrp process-id 1
ip hold-time eigrp process-id 2

N B : b e s u re  to  u n d e rs ta n d th e C P U  lo a d o n  th e c e n tra l s ite  a n d
o n  th e u tiliz e d b a n d w id th
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T u n in g O S P F  fo r  F a s te r L in k S ta tu s

• O S P F  c a n b e tu n e d to  d e te c t a  lin k fa ilu r e
w ith in 2  s e c o n d s  (in s te a d o f th e d e fa u lt 4 0  s e c o n d s ):

interface Tunnel0
ip ospf hello-interval 1
ip ospf dead-interval 2

N B : b e s u re  to  u n d e rs ta n d th e C P U  lo a d o n  th e c e n tra l s ite
a n d o n  th e u s e d b a n d w id th
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IP s e c a n d  K e e p a liv e s

S p e c ific  c o n fig u r a tio n  o f IP s e c /IK E  p e e r
to  a llo w  r e s ilie n c e /lo a d  b a la n c in g

P la in  IK E  c a n  d e te c t fa ile d  p e e r  d u r in g  M a in  M o d e
IK E  K e e p  A liv e  d e te c ts  fa ile d  p e e r  a t a n y  tim e

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-ie tf-ip s e c -d p d -0 3 .tx t
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V P N S M

R o b u s t IO S  s ite -to -s ite  V P N  s e r v ic e s
DE S , 3 DE S  h a r d w a r e  a c c e le r a tio n
X .5 0 9  a n d  s h a r e d  s e c r e t a u th e n tic a tio n
Div e r s e  P K I s u p p o r t w ith  a u to -e n r o llm e n t
IK E , X A u th , M o d e -C o n fig , IP s e c
G R E /IP s e c w ith  m u lti-p r o to c o l s u p p o r t
R o u tin g  o v e r  IP s e c
R IP 1 /2 , O S P F , E IG R P , B G P 4
H S R P  s u p p o r t

M a n a g e m e n t

E m b e d d e d  w e b -b a s e d  G U I (V DM )
R o u te r  M C  a n d  IP S C  c o m in g  s o o n !
S N M P  w ith  IP s e c M IB  s u p p o r t
S S H  a n d  K e r b e r iz e d te ln e t
R A DIU S /T A C A C S +

C a ta ly s t 6 5 0 0  / 7 6 0 0  R o u te r
IP s e c V P N  S e r v ic e s  M o d u le  O v e r v ie w

F e a tu r e  H ig h lig h ts

1 .9  G b p s  3 DE S  (5 0 0 +  b y te  p a c k e ts )
1 .6  G b p s  3 DE S  (3 0 0  b y te  p a c k e ts )
U p  to  8 ,0 0 0  tu n n e ls
U p  to  6 0  tu n n e ls /s e c o n d

O r d e r in g  In fo r m a tio n

P a r t N u m b e r :  W S -S V C -IP S E C -1
R e q u ir e s  IO S  1 2 .2 (9 )Y O 2

P e r fo r m a n c e
Fa b r ic  E n a b le dFa b r ic  E n a b le d
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C a m p u s  
2

C a m p u s  
2

C u r r e n t De p lo y m e n t S c e n a r io s  fo r  
IP s e c  V P N  S e r v ic e s  M o d u le

E n a b le s  p a r tn e r  n e tw o r k s  to  s e c u r e ly  c o n n e c t a n d  
tr a n s fe r  la r g e  a m o u n ts  o f d a ta

E x tr a n e t

P r o v id e  V P N  te r m in a tio n  s e r v ic e s  o n  th e  W A N  
a g g r e g a to r  r o u te r

W A N  E d g e

R e p la c e  o ld  A T M  a n d  o th e r  lin k -la y e r  e n c r y p tio n  w ith  
m o d e r n  a  IP S e c  la y e r  3  V P N  s o lu tio n

L in k -L a y e r  E n c r y p tio n  
R e p la c e m e n t

S e c u r e  L A N  tr a ffic  b e tw e e n  s w itc h e s , flo o r s , b u ild in g  
a n d  s p e c ific  s e n s itiv e  n e tw o r k  a p p lic a tio n s  s u c h  a s  
iS C S I

C a m p u s

De s c r ip tio nDe s c r ip tio nDe p lo y m e n tDe p lo y m e n t

C a m p u s
1

C a m p u s
1

C a m p u s  V P N

E n te r p r is eE n te r p r is e

W A N  E d g e  V P N
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R e c e n t F e a tu r e s  in  
1 2 .2 (1 4 )S Y

• E a s y  V P N  R e m o te  A c c e s s  IP S e c
(8 k  H a r d w a r e  o r  S o ftw a r e  C lie n ts )

• In te g r a tio n  w ith  F W S M , N A M -1 , N A M -
2 , IDS M -2  in  s a m e  c h a s s is

• F le x W A N P A  S u p p o r t

• In te r -C h a s s is  IP S e c S ta te fu l F a il-O v e r

• U p  to  1 0  V P N S M s p e r  p la tfo r m  
(1 4  G b p s 3 DE S ! o r  5  M p p s )

• O n -b o a r d  G R E  A c c e le r a tio n

• DP D, H S R P + R R I a n d  IP S e c N A T  
T r a n s p a r e n c y

• O n -b o a r d  L L Q  (2 -Q u e u e ) Q o S
(id e a l fo r  V o IP A p p lic a tio n s )

• L o o k -A h e a d  fr a g m e n ta tio n  s u p p o r t

• P K I E n h a n c e m e n ts : 2 -T ie r  C h a in in g , 
M a n u a l E n r o llm e n t a n d  S u b je c t N a m e  
M o d ific a tio n

M a n a g e m e n t
• V M S  2 .2  R o u te r M C 1 .2 .1  s u p p o r t 

to d a y

• R o u te r  M C  1 .3 , IS C  3 .1  a n d  
S o lS o ft s u p p o r t c o m in g  s o o n !

• S N M P  w ith  IP S e c M IB  s u p p o r t

• S S H  a n d  K e r b e r iz e d te ln e t

• R A DIU S /T A C A C S +

R e c e n t V P N S M  E n h a n c e m e n ts
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In te r -C h a s s is  IP s e c S ta te fu l F a il-O v e r

• De d ic a te d  IP S e c tu n n e l 
b e tw e e n  A c tiv e  a n d  S ta n d b y  
u s in g  S ta te  S y n c h r o n iz a tio n  
P r o to c o l (S S P ) S u p p o r ts  IP S e c
s ite -to -s ite  tu n n e ls  w ith  G R E

• M u s t u s e  s h a r e d  s e c r e t a u th .

V P N S M V P N S M

A c tiv e S ta n d b y

1 -2  s e c7 72 67 9 .6  1 0 4 07 2 0 0  N P E7 2 0 0  N P E --4 0 0  (V A M 1 )4 0 0  (V A M 1 )

N /A

C P U  C P U  
U tiliz a tio nU tiliz a tio n

%%

4 8 8 .6

B iB i--
d ir e c tio n a l d ir e c tio n a l 

T r a ffic  T r a ffic  
(( k P P Sk P P S ))

1 0 4 0

S p o k e sS p o k e s

1 0 2 9 .3

B iB i--
d ir e c tio n a l d ir e c tio n a l 

T r a ffic  T r a ffic  
(M b p s )(M b p s )

1 -3  s e c

F a ilo v e r  F a ilo v e r  
T im eT im e

C a ta ly s t 6 5 0 0  (V P N S M )C a ta ly s t 6 5 0 0  (V P N S M )
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S c a la b ility  P e r fo r m a n c e  C o m p a r is o n

• E IG R P  a n d  O S P F  r e la tiv e ly  e q u iv a le n t

• DP D/R R I im p r o v e s  th r o u g h p u t r o u g h ly  1 0 + %

N o te : L a b  te s tin g  b e s t e ffo r t r e s u lts  d o n e  w ith  s m a ll p a c k e t s iz e  (V o IP tr a ffic )

C P U1 0 91 0 4 0N /AN /A7 2 0 0  N P E7 2 0 0  N P E --G 1  G 1  
(2 x V A M 2 )(2 x V A M 2 )

1 0 2 9

1 0 7

7 2

2 2 .5

DP D/R R I DP D/R R I 
(M b p s )(M b p s )

5 0 0

5 0 0

2 4 0

6 0

G R E /R P  G R E /R P  
(S p o k e s )(S p o k e s )

9 2 4

6 0 .4

5 8 .6

1 7 .5

G R E /R P  G R E /R P  
(M b p s )(M b p s )

1 0 4 0

1 0 4 0

1 0 4 0

1 2 0

DP D/R R I DP D/R R I 
(S p o k e s )(S p o k e s )

C P U7 2 0 0  N P E7 2 0 0  N P E --G 1  G 1  
(2 x V A M 1 )(2 x V A M 1 )

C P U3 7 4 5  (A IM3 7 4 5  (A IM -- II)II)

C P U7 2 0 0  N P E7 2 0 0  N P E --4 0 0  (V A M 1 )4 0 0  (V A M 1 )

V P N S M  H W  
b u ffe r s

C a ta ly s t 6 5 0 0  C a ta ly s t 6 5 0 0  
(V P N S M )(V P N S M )

S to p p in g  S to p p in g  
R e a s o nR e a s o n
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R e m o te
S ite s

H e a d -
E n d K e y :

P r im a r y  T u n n e l
S e c o n d a r y  T u n n e l

H E 1

R S 3

R S 2

R S 1

H E 3

H E 2

R S 6

R S 5

R S 4

L o a d  Dis p e r s io n  o n  F a ilu r e

• W h e n  a  h e a d -e n d  tu n n e l te r m in a tio n  d e v ic e  fa ils , 
its  lo a d  s h o u ld  b e  e q u a lly  s h a r e d  a m o n g  th e  o th e r  
r e m a in in g  h e a d -e n d  d e v ic e s

A id s  in  th e  r e s ilie n c y  a n d  s c a la b ility  o f th e  h e a d -e n d
A d d s  to  th e  c o n fig u r a tio n  c o m p le x ity

V P N

V P N
V P N

V P N

V P N

V P N

V P N

V P N

V P N

8 28 28 2© 2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

A d v a n c e  L o a d  B a la n c in g  De s ig n

S e r v e r
L o a d

B a la n c e r

S p o k e  1 S p o k e  3
S p o k e  2

B G P

IP S e c
+  G R E
+  N H R P
+  O S P F

H u b  1

• S L B  w ill lo a d  e a c h  h u b  s m o o th ly .

• S L B  is  fin e  tu n a b le .

• Dy n a m ic  G R E  w / N H R P

• Dy n a m ic  r o u tin g  o n  a  h u b  w ith  O S P F

• Dy n a m ic  r o u tin g  to  c o r e  w ith  B G P

H u b  3H u b  2
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S e c u r ity  P o lic y  
r e p o s ito r y

(e .g . C is c o  V P N  3 /5 0 0 0 )

H Q  

C is c o  
1 7 0 0

S B O
IK E  m o d e  c o n fig a llo w s  V P N  p a r a m e te r s  

to  b e  p u s h e d  to  a  c lie n t
H QB r a n c h  

O ffic e

V P N  S e r v e rV P N  R e m o te

• In te r n a l IP  A d d r e s s

• In te r n a l N e tw o r k  M a s k

• In te r n a l DN S  S e r v e r

• In te r n a l W IN S  S e r v e r

• S p lit tu n n e lin g

• IP s e c T r a n s fo r m s

In te r n e t

C e n tr a liz e d  c o n tr o l:

- C o n fig u ra tio n  a n d  
s e c u rity  p o lic y  p u s h e d  
a t th e  tim e  o f th e  V P N  
tu n n e l e s ta b lis h m e n t

Dy n a m ic a lly  u p d a te d :

- C e n tra l s e rv ic e s  a n d  
s e c u rity  p o lic y

- O fflo a d  V P N  fu n c tio n  
fro m  lo c a l d e v ic e s

- C lie n t a n d  N e tw o rk  
E x te n s io n m o d e

S c a la b ility  w ith  C is c o  E a s y  V P N   
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E a s y  V P N  R e m o te  p la tfo r m s
R e m o te  P C  w ith  V P N  C lie n t

C is c o  8 0 0  R o u te r  - E a s y  V P N  R e m o te

C is c o  9 0 0  R o u te r  – E a s y  V P N  R e m o te

C is c o  1 7 0 0  R o u te r  – E a s y  V P N  R e m o te

C is c o  V P N  3 0 0 2  H a r d w a r e  C lie n t

C is c o  P IX  5 0 1  F ir e w a ll - E a s y  V P N  R e m o te

E a s y  V P N  S e r v e r

R o u te r s :
8 3 x /1 7 0 0  S e r ie s
2 6 0 0  S e r ie s
3 6 0 0  S e r ie s
7 1 0 0 /7 2 0 0  S e r ie s

S e c u r ity  A p p lia n c e s :
P IX  F ir e w a ll S e r ie s  v 6 .x
C V P N  3 0 0 0  S e r ie s  v 3 .x

C a t6 K  V P N S M  [1 2 .2 (1 4 )S Y ]

C IS C O  E a s y  V P N  S e r v e r s
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A g e n d a

•• In tr o d u c tio nIn tr o d u c tio n

•• T o p o lo g ie sT o p o lo g ie s

•• R e s ilie n c y  a n d  p e r fo r m a n c e         R e s ilie n c y  a n d  p e r fo r m a n c e         

•• S c a la b le  a u th e n tic a tio nS c a la b le  a u th e n tic a tio n

•• Q & AQ & A
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S c a la b le  A u th e n tic a tio nS c a la b le  A u th e n tic a tio n
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S ta tic  e n c r y p tio n  
k e y s

IK E

IK E  w ith  p r e -
s h a r e d  s e c r e ts

IK E  w ith  m a n u a l 
R S A  k e y s

IK E  w ith  c e r ts
=  P K I

IP s e c tu n n e lIP s e c tu n n e l

IP s e c n o d e  a u th e n tic a tio n  ty p e s
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P K I a n d  C is c o

• B u ild  o p e n  P K I a lig n e d  w ith  P K IX

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-n o u r s e -s c e p -0 8 .tx t

• S u p p o r t o f le a d in g  C A  v e n d o r s

� V e r is ig n s u m m e r  9 8

� E n tr u s t s u m m e r  9 8

� N e ts c a p e  C M S  3 .1  e n d  9 9

� M ic r o s o ft W in d o w s  2 0 0 0  F e b r u a r y  0 0  re q u ire s  W in d o w s  
R e s o u rc e  K it

– B a ltim o r e  T e c h n o lo g ie s  0 0

– R S A  K e o n , X C e r t,…
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C AC A

IO S  R o u te r _ A

C AC A

P K I F e a tu r e : 2 -T ie r e d  C e r t C h a in in g

S C
E P

S C
E P

C A _ AC A _ A C A _ BC A _ B

S C E P
S C E P

IO S  R o u te r _ B

V P N  T u n n e lV P N  T u n n e l

C AC A

N a m e : R o u te r _ A  

R o u te r _ A ’s  P K   

S ig n e d  b y  C A _ A
N a m e : R o u te r _ A  

R o u te r _ A ’s  P K   

S ig n e d  b y  C A _ A
N a m e : R o u te r _ B  

R o u te r _ B ’s  P K   

S ig n e d  b y  C A _ B
N a m e : R o u te r _ B  

R o u te r _ B ’s  P K   

S ig n e d  b y  C A _ B

C A _ R O O T

1 2 .1 (5 )T  2 -T ie r e d  C e r tific a te  C h a in in g

C AC A

C AC A

C AC A

C AC A
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P K I F e a tu r e : DN  C r y p to  M a p s

• C u s to m e r  w a n ts  to  r e s tr ic t a c c e s s  to  s e le c te d  
e n c r y p te d  in te r fa c e s  to  p e e r s  w ith  s p e c ific  
c e r tific a te s , a n d  in  p a r tic u la r , c e r tific a te s  w ith  
p a r tic u la r  DN s

V P N  T u n n e lV P N  T u n n e l
N a m e : r o u te r A  R o u te r A ’s

P K s ig n e d  b y  C A

DN : r o u te r A .c is c o .c o m
N a m e : r o u te r A  R o u te r A ’s

P K s ig n e d  b y  C A

DN : r o u te r A .c is c o .c o m
N a m e : r o u te r b  R o u te r B ’s

P K s ig n e d  b y  C A

DN : r o u te r B .c is c o .c o m
N a m e : r o u te r b  R o u te r B ’s

P K s ig n e d  b y  C A

DN : r o u te r B .c is c o .c o m

C AC A
C AC A

1 2 .2 (4 )T  Dis tin g u is h e d  N a m e  C r y p to  M a p s
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P K I F e a tu r e : A ttr ib u te -B a s e d  A c c e s s  C o n tr o l

• A llo w  a p p lic a tio n s  w ith in  IO S  to  p e r fo r m  a u th o r iz a tio n  b a s e d  o n  
th e  fie ld s  in  th e  c e r tific a te . In  th is  w a y  fr o m  a  u s e r 's  v ie w  a  

c e r tific a te  is  u s e d  fo r  b o th  a u th e n tic a tio n  a n d  a u th o r iz a tio n .

s u b je c t-n a m e  
is s u e r -n a m e  
u n s tr u c tu r e d -s u b je c t-n a m e  
a lt-s u b je c t-n a m e  
n a m e  
v a lid -s ta r t 
e x p ir e s -o n  

E q - e q u a l
N e - n o t e q u a l  
C o  - c o n ta in s  
N c - d o e s  n o t c o n ta in  
L t - le s s  th a n  
G e - g r e a te r  th a n  o r  e q u a l 

1 2 .2 (1 5 )T  C e r tific a te  S e c u r ity  A ttr ib u te  B a s e d  A c c e s s  C o n tr o l

crypto ca certificate map Group 10 

is s uer- n ame co C is co S ys tems  

s ub j ect- n ame co D I A L  

!

crypto ca certificate map Group 2 0 

is s uer- n ame co C is co S ys tems  

s ub j ect- n ame co W A N  

!  

crypto ca trus tpoin t A cces s 2  

match  certificate Group
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P K I F e a tu r e : C e r tific a te  A u to -E n r o llm e n t

A t s ta r t a n d  w h e n  c e r tific a te
life tim e  %  e x p ir e s  r o u te r  s ta r ts  
S C E P  to  r e -e n r o ll a a u to m a tic a lly

C AC A

C AC A

S C
E P

S C
E P

IO S  R o u te r

C A _ AC A _ A C A _ BC A _ B

C AC A

C AC A

crypto ca trustpoint lab.cisco.com

enrollment mode ra

enrollment url
http://CA1/certsrv/mscep/mscep.dll

password 7 104D000A0618

subject-name OU=Lab1

auto-enroll 90 regenerate

1 2 .2 (8 )T  C e r t A u to -E n r o llm e n t
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• S e n d  e n r o llm e n t r e q u e s t v ia  tftp

• R e tr ie v e  C A  c e r tific a te  v ia  tftp

• R e tr ie v e  r o u te r ’s  c e r tific a te  v ia  tftp

• C u t-a n d -P a s te  e n r o llm e n t

P K I F e a tu r e : N e w  C e r tific a te E n r o llm e n t m o d e s

1 2 .2 (1 2 )T  T F T P , C u t& P a s te C e r t E n r o llm e n t
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• E n a b le s  e x p o r t o f K e y -P a ir s  fr o m  R o u te r

• C a n  b e  P r o te c te d  b y  P a s s p h r a s e

• In itia l s u p p o r t fo r  S S H  fo r m a t, p r o b a b le  P K C S # 1 2  
s u p p o r t to  fo llo w .

• M a r k  K e y s  a s  e x p o r ta b le  d u r in g  G e n e r a tio n

• K e y s  c a n  b e  m a r k e d  a s  U n -E x p o r ta b le

• C a n  u s e  a n y  m e c h a n is m  s u p p o r te d  b y  IO S  F S , T F T P , 
S C P , F T P , N V R A M , e tc

P K I F e a tu r e : E x te r n a l C e r tific a te S to r a g e

1 2 .2 (1 5 )T  E x p o r tin g /Im p o r tin g  R S A  K e y s  S u p p o r t
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P K I F e a tu r e : O n lin e  C e r tific a te  S ta tu s  P r o to c o l

• C is c o  IO S  O n lin e  C e r tific a te  S ta tu s  P r o to c o l 
(O C S P )

A lte r n a tiv e  to  c e r tific a te  r e v o c a tio n  lis ts  (C R L s ) fo r  
c h e c k in g  c e r tific a te  s ta tu s

U n lik e  C R L s , w h ic h  p r o v id e  o n ly  p e r io d ic  
c e r tific a te  s ta tu s , O C S P  c a n  p r o v id e  tim e ly  
in fo r m a tio n  r e g a r d in g  th e  s ta tu s  o f a  c e r tific a te

C is c o .c o m /u n iv e r c d /c c /td /d o c /p r o d u c t/s o ftw a r e /io s
1 2 3 /1 2 3 n e w ft/1 2 3 t/1 2 3 t_ 2 /g t_ o c s p .h tm

1 2 .3 (2 )T  O C S P  S u p p o r t
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P K I F e a tu r e : IO S  B u ilt-In C e r tific a te S e r v e r

• A v a ila b le  o n  a ll p la tfo r m s  in  1 2 .3 (4 )T

• C S  fo r  th e  e a s y  c e r t b a s e d  V P N  d e p lo y m e n t

• S C E P  is  u s e d  to  ta lk  to  c lie n ts

• C a n  b e  in  a u to m a tic  m o d e  (a lw a y s  g r a n t a  
c e r tific a te  to  a ll r e q u e s ts ) o r  m a n u a l

• S to r a g e  o f c e r ts &  c r l is  e ith e r  fla s h , o r  (T )F T P  
s e r v e r

1 2 .3 (4 )T  - IO S  b u ild -in  C e r tific a te  S e r v e r
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C o n fig u r in g IO S  C e r tific a te S e r v e r  (IO S  C S )

crypto pki server MY_SCEP
database level names
database url disk0:
issuer-name cn=eric vyncke,o=cisco,c=be
grant auto 
% This will cause all certificate requests to be 
automatically granted. 

Are you sure you want to do this? [yes/no]: yes
cdp-url http://192.168.0.3/disk0/MY_SCEP.crl
no shutdown
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C o n fig u r in g IO S  C S  (c o n t.)

ntp server 192.168.0.47
ip http server
ip http path disk0:

N T P  o r  c lo c k m u s t b e c o n fig u r e d
H T T P  s e r v e r m u s t b e e n a b le d
If C R L  Dis tr ib u tio n  P o in t is th e r o u te r , d ir e c t fla s h  a c c e s s m u s t b e e n a b le d

S to r a g e m e d ia  c o n ta in s :

Directory of disk0:/

6  -rw- 53   Jun 30 2003 06:38:34  1.cnm
7  -rw- 2   Jun 30 2003 10:46:28  MY_SCEP.ser
8  -rw- 294   Jun 30 2003 07:29:48  MY_SCEP.crl
9  -rw- 51   Jun 30 2003 06:44:56  2.cnm
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IO S  C S  - e x a m p le  m a n u a l g r a n t

#crypto pki server MY_SCEP info requests 
Enrollment Request Database:
ReqID State      Fingerprint                      SubjectName
--------------------------------------------------------------
10     pending    E5F7D1B235542F9EC7868D9512352CB4 serialNumber=C10ADCA9+ipaddress=
192.168.0.11+hostname=c2651b.cisco.com,cn=2651c,o=cisco,c=be

#crypto pki server MY_SCEP grant 10      
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