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Intro & Disclaimer 

» All opinions and suggestions are personal and 
not endorsed by any vendor 

» Any vendor names are mentioned only for 
illustration purposes 



Securing the Virtual Organization 

» Home Office is an established working place, a part of your 
security policy, virtual office 

» Smart Home is meant to make your life more convenient, 
comfortable, more secure 

» How does the mix of both impact the security of your 
organization and your security policies? 



What and Where are the Sensors? 
» Mux 5-fold sensor 
» Smartphone sensors 
» Window handle 
» Webcams 
» SmartTV 
» Smarttress 
» Drones 
» Cars… 



Smart Home Architecture 
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What could possibly go wrong? 
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Availability Concerns 
» Cloud service not available 
» DNS service not available 
» Internet not available 
» Local Wi-Fi failure 
» Local SH GW failure 
» Radio signal jamming 
» Radio congestion 

 
 
 
 
 
 



Availability Solutions 

» Caching local rules 

» Remote control device 

» Local On/Off switch 

» Alternate frequency  

» Local channel coexistence 

 

 

 

 

 



» Compromised webcam (sound/video)? 

» SW patching? 

» Defaults? 

» Safe initialization? 

» Man in the Middle? 

» Static encryption keys? 

» DMZ? 

 

 

 

ZigBee…devices on the market are programmed with a secret ZLL master key, which you are 
only given after passing certification. …Test houses have Philips Hue products programmed 
with the certification key and are used for IOP testing during certification along with all 
other golden units … 

 

 

 

Confidentiality Concerns 



Confidentiality Solutions 

» ZigBee protocol - initialization (static) key 
solved by the pre-coded key (Philips Hue) or 
by the QR coded key on the bulb 



Integrity concerns 

» Fake sensor and corrupted data impact on 
human health? 



Integrity Solutions 

» Z-wave: cyclic redundancy check (CRC) 

» ZigBee protocol: crypto CRC, but… 

» WiFi: crypto CRC 



Safety (First!) Concerns 

» Safety first - you should NEVER connect any heating device to 
your Smart Electricity Socket, unless it has an additional 
thermostat to shut off itself!  

 

 

 

» …and think what else could go wrong if you loose the 
automated control… 

 



3rd Party Concerns 

» Robbery As A Service ? 

 

 

 



Challenges & Conclusions 

» Cloud Services impact, visibility, control 

» Standardization vs. proprietary 

» Social Engineering 

» Thing-Bots 

» Smart Home Office & Corporate Policies 
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Questions? 
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