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Intro & Disclaimer

» All opinions and suggestions are personal and
not endorsed by any vendor

» All vendor names are mentioned only for
illustration purposes
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Safety vs. Security

» Definition of Security.. ..
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Pssssst... Definition(s) of loT ...

» New business model

» Big Data Analytics

» M2M Communication

» Machine Learning & Sensors

» Predictive Maintenance
» Industry v4.0 / lloT
» ...or simple to disappear?
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loT Architecture . . loT Risks
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loT Attack Vectors Already Known...

» Default Values (@ H'ITFPII'W'" H.
» Insecure Protocols (by default) . Y » Mirai (scale)
Initialization Phases wifipineapple.com » GRE (attack on CPE CPU)
» Hajime, New Aidra, Bashlight...

» Sensor Saturation/Signal Jamming
» loT devices are available 24/7 for Botnet d i . )

» 3" Party dependencies - service dependencies: DNS,
certs, SSO pyramid, micro-services,...

» No users behind loT device
» $19.99 to rent a BotNet?

» Weak CPUs (no AV, no FW, no NAC/IPS...)
» Limited memory

» Stripped down OS . M
» Manufacturing chain (of insecurity) » ZigBee Worm ‘ "'_;'
» Drop down devices (like Pineapple?) » .. &
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loT security Solutions

» New approaches
* Blockchain
* Industrial FW, AV, IDS...
* New Architecture?

» Legacy but adjusted
* Al/Machine Learning
Pent testing (DDoS
pentesting?)
* 20/80 rule (20% investment
solves 85% of issues?)

» Standards/Frameworks
° IEC 62443
° |EC 13849-1
« EN/IEC 62061

[loT Security Architecture

» Zones:
Uinternet

[ Control Network

loT Firewall

» Industrial loT...

* Specific protocols, starting all over?
» “Legacy FW”

* re-shaping their existing portfolio il
» Home loT: .

* New Players, RatTrap, CUJO, dojo,... I h
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Pentesting/Scanning Tools

» Perytons Eye-O-T Vulnerability Analyzer
» Red Button “DDoS on demand”

» SHODAN.io, GHDB, defpass.com, ...

» www.insecam.org/en/bycountry/AT/

» exploit-db.com @
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Machine Learning / A.l.

Always on Protection, Inspection, Control...

www.iot-now.com/201

asolution to the
jing problem within

www.nytimes.com/2017/07/0: find- - ir d-fc
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Blockchain: Sk A ity vou
. logies that is part e

this new era of

oT networks are the future of loT B e it
e missing ink that will enable d o,
ofloT transactions.
Seive as a tool to track and coordinate
ces, enable processes and ultimately
jons of transactions that will take place
et of Things, making use of

penetrable distributed ledger.
entralized marketplaces will enable a
of Things, where can be traded
autonomously.

by lockchain/
lusing-blockchain-to-secure-iot

medium. iotify/key-ways-that-blockchai
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Challenges & Conclusions

» Standardization vs. propristary
» Thing-Bots
» Old Tools vs. New Tools
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Questions?

Thank you!
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