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IP s e c D e p lo y m e n t

Fr a n jo  M a js t o r  

E M E A  C o n s u ltin g  E n g in e e r

C is c o  S y s te m s , In c

fm a js to r @ c is c o .c o m
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A g e n d a

•• IP s e cIP s e c d e p lo y m e n td e p lo y m e n t

-- CC is c ois c o V P N  V P N  P o r tfo lioP o r tfo lio

-- IP s e cIP s e c R e m o te  A c c e s s  R e m o te  A c c e s s  V P N sV P N s
-- IO S  a n d  IO S  a n d  IP s e cIP s e c
-- D e p lo y m e n t to p o lo g ie sD e p lo y m e n t to p o lo g ie s
-- S c a la b le  A u th e n tic a tio n  w ith  IO S  P K I E n h a n c e m e n tsS c a la b le  A u th e n tic a tio n  w ith  IO S  P K I E n h a n c e m e n ts

-- IP s e cIP s e c a n d  a n d  Q o SQ o S , , V o IPV o IP

•• W r a p  u p  a n d  Q & AW r a p  u p  a n d  Q & A

4©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

C is c o  V P N  P o r tfo lio
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A p p lic a tio n s  o f IP s e c

R e m o te  U s e r  A c c e s s

In tr a n e t

E x tr a n e t
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IP s e c A lte r n a tiv e s

N e tw o r k -L a y e r  E n c r y p tio n

A p p lic a tio n -L a y e r  E n c r y p tio n

L in k -L a y e r
E n c r y p tio n

L in k -L a y e r
E n c r y p tio n

A p p lic a tio n
L a y e r s  (5 -7 )

T r a n s p o r t/
N e tw o r k

L a y e r s  (3 -4 )

L in k /P h y s ic a l
L a y e r s  (1 -2 )
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V P N  T y p e s  a n d  A p p lic a tio n sV P N  T y p e s  a n d  A p p lic a tio n s

T im in g

L o w e r C o s t

F a x

E D I

M a il

B iz -to -B iz  
C o n n e c tiv ity

E x tr a n e t V P NE x tr a n e t V P N

E x te n d  
C o n n e c tiv ity

In c re a s e d  
B a n d w id th

L o w e r C o s t

L e a s e d  L in e

F ra m e  R e la y

A T M

B ra n c h  O ffic e  
C o n n e c tiv ity

S iteS ite -- toto -- S ite  S ite  
V P NV P N

U b iq u ito u s  
A c c e s s

L o w e r C o s t

D ire c t D ia l

IS D N

R e m o te  D ia l 
C o n n e c tiv ity

R e m o te  A c c e s s  R e m o te  A c c e s s  
V P NV P N

B e n e fitsB e n e fitsA lte r n a tiv e  T oA lte r n a tiv e  T oA p p lic a tio nA p p lic a tio nT y p eT y p e

E v o lu tio n  a w a y  fr o m  D ia l

N e x t g e n e r a tio n  o f W A N  in fr a s tr u c tu r e

E n a b le s  E -c o m m e r c e  e ffic ie n c ie s
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V P N  A p p lic a tio n L a r g e  E n te r p r is e M e d iu m  E n te r p r is e

S iteS ite --toto --S iteS ite
IO S  R o u te r sIO S  R o u te r s

F ir e w a llF ir e w a ll--B a s e dB a s e d
V P NV P N

P ix  F ir e w a llP ix  F ir e w a ll

R e m o teR e m o te
A c c e s s  A c c e s s  

C is c o  V P N  3 0 0 0C is c o  V P N  3 0 0 0

V P N  3 0 8 0V P N  3 0 8 0
V P N  3 0 6 0V P N  3 0 6 0

C o n c e n tr a to r sC o n c e n tr a to r s

V P N  3 0 3 0V P N  3 0 3 0
C o n c e n tr a to rC o n c e n tr a to r

V P N  3 0 1 5V P N  3 0 1 5
V P N  3 0 0 5V P N  3 0 0 5

C o n c e n tr a to r sC o n c e n tr a to r s

S m a ll B iz /B r a n c h S O H O

V P N  3 0 0 2V P N  3 0 0 2
H a r d w a r e  C lie n tH a r d w a r e  C lie n t

V P N  3 0 0 0V P N  3 0 0 0
S o ftw a r e  C lie n tS o ftw a r e  C lie n t

3 7 0 03 7 0 0
3 6 0 03 6 0 0
2 6 0 02 6 0 0
1 7 0 01 7 0 0

9 0 09 0 0
8 0 08 0 0

P ix  5 3 5P ix  5 3 5
P ix  5 2 5P ix  5 2 5

P ix  5 2 5P ix  5 2 5
P ix  5 1 5 EP ix  5 1 5 E

P ix  5 1 5 EP ix  5 1 5 E
P ix  5 0 6 EP ix  5 0 6 E

P ix  5 0 6 EP ix  5 0 6 E
P ix  5 0 1P ix  5 0 1

C is c o  V P N  P o r tfo lio

C is c o  P r o v id e s  th e  In d u s tr y ’s  B r o a d e s t V P N  S o lu tio n  S e t!

3 7 0 03 7 0 0
3 6 0 03 6 0 0

7 6 0 07 6 0 0
7 4 0 07 4 0 0
7 2 0 07 2 0 0
7 1 0 07 1 0 0
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V o ic e  a n d  V id e o  E n a b le d  V P N  - V 33 P N   

• F u lly  fu n c tio n a l, c o s t-e ffe c tiv e  r e m o te  w o r k in g  e n v ir o n m e n ts
S e c u r e ly  e x te n d  th e  c o r p o r a te  P B X  to  h o m e  o ffic e s  fo r  fu ll-fe a tu r e d  

te le w o r k e r s o lu tio n s  

D e liv e r  s e c u r e  IP  V id e o  fo r  v id e o  c o n fe r e n c in g  a n d  tr a in in g  

• E n h a n c e d  s e c u r ity  fo r  v o ic e  a n d  v id e o  tr a ffic  o v e r  th e  W A N
E n c r y p tio n  o f v o ic e /v id e o  s tr e a m s , a u th e n tic a tio n  o f g a te w a y s

• IP  T e le p h o n y  +  V P N s  =  G r e a te r  c o s t s a v in g s

C o m b in in g  IP  T e le p h o n y  &  V id e o  w ith  V P N s  r e d u c e s  b a n d w id th  a n d  
te le p h o n y  e x p e n s e s

E x te n d in g  c o n v e r g e d  c o m m u n ic a tio n s  to  r e m o te  s ite s /u s e r s  
in c r e a s e s  p r o d u c tiv ity  

V 33 P N  d e liv e r s  in te g r a te d  IP  T e le p h o n y  a n d  
V id e o  o v e r  IP s e c V P N s , th u s  e n a b lin g :

N e wN e w
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IP s e c R e m o te  A c c e s s  V P N s
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IP s e c M o d e s

IP  H D R

M a y  B e  E n c r y p te d

IP  H D R D a ta

IP s e c H D R D a ta

IP  H D R D a ta

IP s e c H D R IP  H D RN e w  IP  H D R

M a y  B e  E n c r y p te d

D a ta

T u n n e l M o d e

T r a n s p o r t M o d e
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IP s e c T r a n s p o r t M o d e  

C a n  b e  u s e d  e n d  to  e n d , b e tw e e n  h o s t

E S P  T r a n s p o r t ‘tu n n e l’

S n iffe r s a r e  d e fe a te d
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IP s e c T u n n e l M o d e   

U s u a lly  b e tw e e n  fir e w a lls  o r  V P N  G W s

E S P  T r a n s p o r t ‘tu n n e l’

S n iffe r s a r e  d e fe a te d

S n iffin g  p o s s ib leS n iffin g  p o s s ib le
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IP s e c T u n n e l M o d e

O r  b e tw e e n  V P N  c lie n t a n d  V P N  G W

E S P  T r a n s p o r t ‘tu n n e l’

S n iffe r s a r e  d e fe a te d

S n iffin g  p o s s ib le
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W e a k e n in g  IK E  (W ild c a r d  P r e -S h a r e d  K e y s )

R F C  2 4 0 9  r e q u ir e s  a  u n iq u e  IP  a d d r e s s  a s s o c ia te d  
to  p r e -s h a r e d  k e y

– th is  is  fo r  g o o d  s e c u r ity

– b u t p r e v e n ts  th e  u s e  o f d y n a m ic  IP  a d d r e s s

– h e n c e  n o  d ia l c lie n t (w h e r e  IP  a d d r e s s  g iv e n  
d y n a m ic a lly  b y  IS P )
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• R F C  2 4 0 9  w a s  s tr ic tly  im p le m e n te d  in  IO S

• C S C d m 5 9 9 1 3  (IO S  1 2 .0 (5 )X E  1 2 .0 (6 )T ) o p tio n a l 
e x te n s io n
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W e a k e n in g  IK E  (W ild c a r d  P r e -S h a r e d  K e y s )
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IP s e c a n d  K e e p a liv e s

S p e c ific  c o n fig u r a tio n  o f IP s e c /IK E  p e e r
to  a llo w  r e s ilie n c e /lo a d  b a la n c in g

P la in  IK E  c a n  d e te c t fa ile d  p e e r  d u r in g  M a in  M o d e
IK E  K e e p  A liv e  d e te c ts  fa ile d  p e e r  a t a n y  tim e
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1 0 .1 0 .1 .X

.1

.2

.3

.4

1 2 4 .1 1 8 .2 4 .X

.3 1

.3 2

.3 3

.3 4

V ir tu a l C lu s te r IP  a d d r e s s  =  1 2 4 .1 1 8 .2 4 .5 0

V ir tu a l C lu s te r  M a s te r

3 .0  c lie n t  r e q u e s t c o n n e c tio n  to  1 2 4 .1 1 8 .2 4 .5 0

V ir tu a l C lu s te r  M a s te r  r e s p o n d s  w ith  1 2 4 .1 1 8 .2 4 .3 3  
(le a s t lo a d e d  C o n c e n tr a to r )

3 .0  C lie n t r e q u e s ts  IP s e c tu n n e l to  1 2 4 .1 1 8 .2 4 .3 3

•M a s te r  S e le c te d  D y n a m ic a lly  b a s e d  o n
•F ir s t to  p o w e r  u p
•P r io r ity  ( 1  – 1 0  )
•L o w e s t IP  a d d r e s s

A d v a n c e d  F e a tu r e s  L o a d  b a la n c in g

B a s e d  o n  IE T F  d ra ft "A  T ra ffic -B a s e d  M e th o d  o f D e te c tin g  D e a d  IK E  P e e rs "            
www.ie tf.o rg /in te rn e t-d ra fts /d ra ft-ie tf-ip s e c -d p d -0 1 .tx t
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R e m o te  A c c e s s  V P N

E n c a p s u la te  o r ig in a l (g r e e n ) p a c k e t in  a  n e w  p a c k e t (r e d ), tr a v e r s e  
s h a r e d  b a c k b o n e  a n d  r e q u ir e :

• P e r  p a c k e t e n c r y p tio n  a n d  a u th e n tic a tio n

• P r iv a te  a d d r e s s  a s s ig n m e n t

• P r iv a te  s e r v ic e s  a s s ig n m e n t (D N S , W IN S , d o m a in ,..)

• E n d  p o in t a u th e n tic a tio n  (u s e r , d e v ic e )

• N A T  tr a v e r s a l s u p p o r t

In te r n e t
E n c r y p te d  IP  T u n n e l

C o r p o r a te
N e tw o r k

IP @  1 9 8 .1 3 3 .2 1 9 .2 5

IP @  1 0 .0 .0 .1 7 IP @  1 0 .0 .0 .X /2 4

IP @  1 4 4 .2 5 4 .2 0 0 .1
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V P N  R A  A lte r n a tiv e s  - L 2 T P

IPIP

IP

C o r p o r a te
n e t

N A S
IS P L N S

L 2 T PP P P IP L 2 T P P P P

R e m o te  
C lie n t/ L A C

IPIP

P S T N

C o r p o r a t e
n e t

R e m o te
c lie n t

V .9 0P P PIP

IS P L N S

IPL 2 T P P P PIP L 2 T PL 2 T P

L A C

C o m p u ls o r y  m o d e

V o lu n ta r y  m o d e
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C lie n t= L A C

IS D N
P O T S

C o r p o r a te
In tr a n e t 

P P P
P P P  S e tu p  w ith  

IS P ’s  P O PS te p  2
A A A
D N S /
D H C P

G a te w a y = L N S
C e r tific a te
A u t h o r ity

A A A
D N S /
D H C P

Id e n tity  
C e r tific a tio n

S te p  5 U s e r  A u th . a n d
D y n a m ic  A d dP P P

D e v ic e  A u th .
L A C /L N S  S e c u r eS te p  3IK E /IP s e c in  T r a n s p o r t M o d e

S te p  4 T u n n e l A u t h .L 2 T P  T u n n e l

IP s e c IPL 2 T P /P P T P  T u n n e l IPP P PL 2 T P

C lie n t’s  P P P  S e s s io n  W ith  C o r p o r a te  G a te w a y  Is  N o w  U s e d  to  T r a n s p o r t A n y  
In te r n a l L 3  P r o to c o l v ia  th e  L 2 T P  T u n n e l T h r o u g h  th e  IS P ’s  IP  N e tw o r k

S te p  6

IP s e cP P P

L 2 T P /IP s e c  R e m o te  A c c e s s  V P N
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V P N  R A  A lte r n a tiv e  - L 2 T P  a n d  IP s e c

L 2 T P  is  u s e d  fo r :
- u s e r a u th e n tic a tio n  (P A P ,C H A P , E A P )

- IP C P : IP  a d d re s s , D N S /W IN S  s e rv e r c o n fig

( c e n tra lly  m a n a g e d  v ia  R A D IU S  s e rv e r )

- m u lti-p ro to c o l s u p p o rt (IP , IP X , A T ,… ) 

- m u ltic a s t

IP s e c tr a n s p o r t m o d e  is  u s e d  fo r :
- p e r p a c k e t c o n fid e n tia lity , in te g rity , 

a u th e n tic a tio n  a n d  a n ti-re p la y  p ro te c tio n

P r o b le m s :
- o v e rh e a d , in d e p e n d e n t p ro to c o ls  (fix e d  w ith  

R F C  3 19 3 ), la c k  o f c lie n ts

U D P

E S P

L 2 T P

M e d ia

IP

IP  D a ta

P P P

L T 2 P /IP s e c  S ta c k

2 32 32 3©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

• C is c o  a n d  M ic r o s o ft C o -d e v e lo p m e n t

IK E , IP s e c a n d  L 2 T P

• IP s e c T r a n s p o r t m o d e

C a v e a ts  fo r  r e m o te  a c c e s s  - n o  IK E  e x te n s io n s

W in d o w s  2 0 0 0 /X P V P N  C lie n t

2 42 42 4©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-d u k e s -ik e -m o d e -c f g -0 3 .tx t

• IE T F  d r a ft to  a llo w  th e  d y n a m ic  a llo c a tio n  o f IP  
p a r a m e te r s  to  a n  IP s e c c lie n t (a  la  D H C P  o r  IP C P  o f 
P P P ).

• J u s t a fte r  IK E  p h a s e  I (m a in  o r  a g g r e s s iv e  m o d e )

G o a l: e a s y  c o n fig u r a tio n  o f G o a l: e a s y  c o n fig u r a tio n  o f IP s e cIP s e c c lie n tc lie n t

IK E  C o n fig u r a tio n  M e th o d (IK E  m o d e -c fg )
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V P N  R A  A lte r n a tiv e s  - IK E  M o d e  C o n fig

IK E  p h a s e  1IK E  p h a s e  1

IK E  p h a s e  2  IK E  p h a s e  2  -- IP s e cIP s e c S A sS A s

M o d e  M o d e  c o n figc o n fig : IP  a d d , D N S , W IN S ,…: IP  a d d , D N S , W IN S ,…

Attribute                 Value   Type       Length

========================= ======= ========== =====================

INTERNAL_IP4_ADDRESS        1     Variable   0 or 4 octets
INTERNAL_IP4_NETMASK        2     Variable   0 or 4 octets
INTERNAL_IP4_DNS            3     Variable   0 or 4 octets
INTERNAL_IP4_NBNS           4     Variable   0 or 4 octets
INTERNAL_ADDRESS_EXPIRY     5     Variable   0 or 4 octets
INTERNAL_IP4_DHCP           6     Variable   0 or 4 octets
APPLICATION_VERSION         7     Variable   0 or more
INTERNAL_IP4_SUBNET        13     Variable   0 or 8 octets
...            ...
Reserved for future use  16-16383    
Reserved for private use 16384-32767

d r a ft-d u k e s -ik e -m o d e -c fg -0 3 .tx t
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w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-b e a u lie u -ik e -x a u th -0 3 .tx t

• IE T F  d r a ft to  a u th e n tic a te  th e  U S E R  u s in g  a  
r e m o te  IP s e c c lie n t

• J u s t a fte r  IK E  p h a s e  I (m a in  o r  a g g r e s s iv e  m o d e ) 
a n d  a fte r  c o n fig u r a tio n  m o d e

G o a l: r e -u s e  e x is tin g  A A A  in fr a s tr u c tu r e  
(R A D IU S , T A C A S + , O T P ,… ) w ith  IP s e c b a s e d  
V P N  c lie n ts

IK E  E x te n d e d  A u th e n tic a tio n (X a u th )
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V P N  R A  A lte r n a tiv e s - IK E  X a u th

Attribute                 Value      Type
=====================     =======    ===================== 
XAUTH-TYPE                16520      Basic
XAUTH-USER-NAME           16521      Variable ASCII string
XAUTH-USER-PASSWORD       16522      Variable ASCII string
XAUTH-PASSCODE            16523      Variable ASCII string
XAUTH-MESSAGE             16524      Variable ASCII string
XAUTH-CHALLENGE           16525      Variable ASCII string
XAUTH-DOMAIN              16526      Variable ASCII string
XAUTH-STATUS              16527      Basic
XAUTH-NEXT-PIN            16528      Variable
XAUTH-ANSWER              16529      Variable ASCII string

IK E  p h a s e  1IK E  p h a s e  1

IK E  p h a s e  2  IK E  p h a s e  2  -- IP s e cIP s e c S A ’sS A ’s

x a u thx a u th : p r o m p t= “ C h a lle n g e  1 2 3 D E 4 ”: p r o m p t= “ C h a lle n g e  1 2 3 D E 4 ”

x a u thx a u th : n a m e = “: n a m e = “ jo ejo e ”  ”  p s wp s w = “ 1 3 Z D 3 ”= “ 1 3 Z D 3 ”

d r a ft-b e a u lie u -ik e -x a u th -0 3 .tx t

M o d e  M o d e  c o n figc o n fig : IP  a d d , D N S , W IN S ,…: IP  a d d , D N S , W IN S ,…

R A D IU S
R A D IU S

O
T

P
O

T
P

A A A

O T P
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N A T

In te r n e t

IP s e c
T u n n e l

N e tw o r k  A d d r e s s  T r a n s la tio n  a n d  IP s e c

• P A T  b r e a k s  IP s e c
• N A T  w o r k s  w ith  E S P  a n d  tu n n e l m o d e
• N A T  w ith  A H  b r e a k s  IP s e c

• F ix in g  th is  in  r e m o te  a c c e s s : o n e  fu r th e r  
e n c a p s u la tio n s  (T C P  o r  U D P )

2 92 92 9©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

• IP s e c /U D P
A llo w s  c lie n ts  to  o p e ra te  b e h in d  a  N A T  d e v ic e

P ro v id e s  th e  s e c u rity  o f IP s e c /E S P

R e q u ire s  n o  u s e r in te rv e n tio n

E n c r y p te d   D a taIP H a s hE S P  5 0

S ta n d a r d  IP s e c p a c k e t

U D P P a y lo a d

IP s e c /U D P  p a c k e t

N A T  d e v ic e
C a n n o t m a p

N A T  d e v ic e
c a n m a p

IP s e c V P N  a n d N A T /P A T T r a n s p a r e n c y
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IP s e c o v e r  N A T

• IP s e c U D P  e n c a p s u la tio n :
-d e fin e s  m e th o d s  to  e n c a p s u la te  a n d  d e c a p s u la te E S P  p a c k e ts  
in s id e  U D P  p a c k e ts  fo r  th e  p u r p o s e  o f tr a v e r s in g  N A T s . 

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-ie tf-ip s e c -u d p -e n c a p s -0 4 .tx t

• IP s e c N A T -T :
-d e s c r ib e s  h o w  to  d e te c t o n e  o r  m o r e  N A T s b e tw e e n  IP s e c
h o s ts , a n d  h o w  to  n e g o tia te  th e  u s e  o f U D P  e n c a p s u la tio n  o f th e  
IP s e c p a c k e ts  th r o u g h  th e  N A T  b o x e s  in  IK E

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-ie tf-ip s e c -n a t-t-ik e -0 4 .tx t
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IO S  a n d  IP s e c

3 23 23 2©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

E n d -to -E n d  S e c u r e d  V P N

C is c o  V P N  S o lu tio n s  U tiliz e  S ta n d a r d sC is c o  V P N  S o lu tio n s  U tiliz e  S ta n d a r d s -- B a s e d  S e c u r ityB a s e d  S e c u r ity

B  A  N  K

D E S

3 D E S

A E S

E n c r y p tio nE n c r y p tio n
R S A  d ig ita l 
c e rtific a te s

R A D IU S

A u th e n tic a tio nA u th e n tic a tio n
H M A C -M D 5

H M A C -S H A 1

IP s e c

G R E /IP in IP

L 2 T P /P P T P

In te g r ityIn te g r ityT u n n e lin gT u n n e lin g
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P e r fo r m a n c e  V s . F e a tu r e s

0 .0 0

1 0 .0 0

2 0 .0 0

3 0 .0 0

4 0 .0 0

5 0 .0 0

6 0 .0 0

7 0 .0 0

8 0 .0 0

9 0 .0 0

6 4 1 2 8 3 0 0 5 1 2 1 0 2 4 1 4 0 0

U n e n c r y p te d  F ir e w a ll

U n e n c r y p te d  Q o S

3 D E S -S H A /S o ftw a r e

3 D E S -S H A /H a r d w a r e

IP s e c /F W

IP s e c /Q o S

IP s e c /Q o S /F W

G R E  3 D E S -S H A

C o m p o s ite  P e r fo r m a n c e

T
h

r o
u

g h
p

u
t

P a c k e t S iz e
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B r a n c h  T h r o u g h p u t R e s u lts  

• B a s e d  o n  6 0 – 6 5 %  
C P U  u tiliz a tio n  ta r g e t

• N O T E : T h r o u g h p u t 
n u m b e r s  a r e  v a lid  fo r  
s p e c ific  d e s ig n  
c o n fig u r a tio n ; O th e r  
d e s ig n s  m a y  p r o d u c e  
d iffe r e n t r e s u lts

B r a n c h  
P la tfo r m

H W  
E n c r y p tio n

C is c o  8 0 0 2 .0 M b  

C is c o  1 7 5 0 2 .6 M b

C is c o  2 6 1 1 2 .0 M b

C is c o  2 6 2 1 2 .4 M b

C is c o  2 6 5 1 2 .8 M b

C is c o  3 6 2 0 1 .8 M b

C is c o  3 6 4 0 3 .5 M b

C is c o  3 6 6 0 1 6 .0 M b

S W  
E n c r y p tio n

2 0 0 k b

5 6 0 k b

3 8 0 k b

5 2 0 k b

9 6 0 k b

4 8 0 k b

9 0 0 k b

2 .4 M b
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N e w  C is c o  D u a l E th e r n e t  V P N  P la tfo r m s

N e w  F e a tu r e s
• 4  p o r t 1 0 /1 0 0  S w itc h

• IP /F W /3 D E S C is c o  IO S  Im a g e

• C o n s o le  p o r t fo r  o u t-o f-b a n d  
m a n a g e m e n t o n ly

• E a s y  V P N  R e m o te

N e w  F e a tu r e s
• 4  p o r t 1 0 /1 0 0  S w itc h
• H a r d w a r e -A s s is te d  C r y p to
• A d v a n c e d  Q o S
• S e c u r ity  e n h a n c e m e n ts *
• V ir tu a l A u x  v ia  c o n s o le  p o r t 
• d ia l b a c k u p  &  o u t-o f-b a n d  

m a n a g e m e n t
• E a s y  V P N  R e m o te

C is c o  S O H O  9 0  S e r ie s C is c o  8 3 0  S e r ie s

N e w  M o d e l

S O H O  9 1 : D u a l E th e r n e t
8 3 1 : D u a l E th e r n e t

*  Q 1 C Y 2 0 0 3

N e w  M o d e l
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IP s e c V P N  S e r v ic e s  M o d u le

• In itia l R e le a s e  (F C S -e d )
J u ly , 2 0 0 2

• F C S  IO S  R e le a s e : 1 2 .2 (9 )Y O
S p e c ia l o ff o f e a r ly  1 2 .2 S

• P a r t # : W S -S V C -IP S E C -1

• S p e e d s  &  F e e d s :
1 .9  G b p s 3 D E S  (M a x im u m )

1 .6  G b p s 3 D E S  (3 0 0  b y te  p a c k e t)

8 ,0 0 0  tu n n e ls

6 0  tu n n e ls /s e c o n d

Fa b r ic  E n a b le dFa b r ic  E n a b le d
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R e m o te
S ite s

H e a d -
E n d K e y :

P r im a r y  T u n n e l
S e c o n d a r y  T u n n e l

H E 1

R S 3

R S 2

R S 1

H E 3

H E 2

R S 6

R S 5

R S 4

L o a d  D is p e r s io n  o n  F a ilu r e

• W h e n  a  h e a d -e n d  tu n n e l te r m in a tio n  d e v ic e  fa ils , 
its  lo a d  s h o u ld  b e  e q u a lly  s h a r e d  a m o n g  th e  o th e r  
r e m a in in g  h e a d -e n d  d e v ic e s

A id s  in  th e  r e s ilie n c y  a n d  s c a la b ility  o f th e  h e a d -e n d
A d d s  to  th e  c o n fig u r a tio n  c o m p le x ity

V P N

V P N
V P N

V P N

V P N

V P N

V P N

V P N

V P N
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G e n e r ic  R o u tin g  E n c a p s u la tio n

G R E  R F C  2 7 8 4 e n c a p s u la te s  a n y  p r o to c o l in  IP

G R E  e n c a p s u la te s  G R E  e n c a p s u la te s  
a n y  p r o to c o la n y  p r o to c o l

IP s e cIP s e c tr a n s p o r t tr a n s p o r t 
m om o dd e  p r o te c ts  th e  e  p r o te c ts  th e  
G R E  tu n n e lG R E  tu n n e l

D E C n e t

IP X
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G R E  (C o n t.)

• G R E  is R F C 2 7 8 4
• S ta n d a r d s  T r a c k b y  C is c o , P r o c k e t a n d J u n ip e r
• U s e s  p r o to c o l 4 7
• W o r k s  fo r  s e v e r a l IP  p r o to c o ls : IP , O S I, D E C n e t, 

IP v 6 , …
• W o r k s  fo r  m u ltic a s t tr a ffic
• O v e r h e a d : 2 4  b y te s
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G e n e r ic R o u tin g E n c a p s u la tio n

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

O r ig in a l IP  d a ta g r a m (b e fo re fo rwa rd in g )

O r ig in a l IP  h e a d e r IP  p a y lo a dG R E  h e a d e r
P ro to c o l= 8 0 0

2 0  b y te s4  b y te s

G R E  e n c a p s u la tio n  (a fte r fo rwa rd in g to  a  G R E  tu n n e l)

O r ig in a l IP  h e a d e r IP  p a y lo a dG R E  h e a d e r
P ro to c o l= 8 0 0

E x te r n a l IP  h e a d e r
D F = 0 , p ro to c o l= 4 7

2 0  b y te s 2 0  b y te s4  b y te s

G R E  p a c k e t w ith n e w  IP  h e a d e r :  p r o to c o l 4 7  (fo rwa rd e d u s in g n e w IP  d s t)
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G R E : IO S  C o n fig u r a tio n

interface Tunnel0
ip address 192.168.100.1 255.255.255.252
tunnel source 193.193.193.1
tunnel destination 194.194.194.1
tunnel mode gre ip

G R E  is th e d e fa u lt tu n n e l 
m o d e , s o , th is lin e w ill n o t
a p p e a r in  a  s h o w  r u n n in g -
c o n fig
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S P I In d e x In itia liz a tio n  V e c to r  (IV )

4 7P a d d in g P L E S P  A u th e n tic a tio n

D a ta

IP  H e a d e r  . . . IP  S o u rc e IP  D e s tin a tio nP R

S P I In d e x In itia liz a tio n  V e c to r  (IV )

P a d d in g P L 2 E S P  A u th e n tic a tio n

D a ta

IP  H e a d e r  . . . IP  S o u rc e IP  D e s tin a tio nP R

IP  H e a d e r  . . . IP  S o u rc e IP  D e s tin a tio n5 0
IP  H e a d e r  . . .

. . . T u n n e l S o u r c e T u n n e l D e s tin a tio n G R E  H e a d e r4 7

IP s e c +  G R E  P a c k e ts

IP s e c T u n n e l M o d e  +  G R E

IP s e c T r a n s p o r t M o d e  +  G R E

2 0  B y te s

T u n n e l D e s tin a tio nIP  H e a d e r  . . . T u n n e l S o u r c e5 0
G R E  H e a d e r

2 0  B y te s
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IP s e c /G R E  w ith  D y n a m ic  IP  A d d r e s s e s

C a v e a ts :
• D o a b le  w ith  c o n fig  tr ic k s
• M u s t u s e  th e  IP s e c in  tu n n e l m o d e  (o v e r h e a d )
• L o o s e  R R I fu n c tio n a lity - M u s t u s e  s ta tic  r o u te s

����������	
����
��
�
������������������� 
 ���������

��� 
 ��� 
 ��� �!����"$#�� � �!���������
� 
 �������&% ' 
 �����$#�� � �!�������!(
� 
 �������)"���%������������ '��*(�+,(!+,(�+
(

< --- fa k e  IP @  w ith  o n ly  lo c a l s ig n ific a n c e

����������	
� %���'�- � �
������������������� 
 ���������
������"�"��,��%�%*(!+�(�+�(�+
(/.�0�01+ .�0�02+3.�0�02+4.�0�.

< -- fa k e  IP @   fo rc e  th e  tu n n e llin g  � 
 ��� ���&"���% ����� ������'���.��5+4.���+4.��2+40�(
< ----- re a l h e a d -e n d  IP @

6 ���7�,' 
 ���7(�+8�5+9�5+8�:.�0�02+9��+,��+9��#�� � ���
� ����(
< -- tu n n e l tra ffic  o v e r IP s e c
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W h a t is  IP  in  IP tu n n e lin g

• IP in IP  is  R F C 2 0 0 3
• S ta n d a r d s  T r a c k  b y  IB M
• U s e s  p r o to c o l 4
• O n ly  w o r k s  fo r  IP
• U s e d  b y  IP s e c tu n n e l m o d e
• O v e r h e a d : 2 0  b y te s
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IP  in  IP  E n c a p s u la tio n

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

O r ig in a l IP  d a ta g r a m (b e fo re fo rwa rd in g )

O r ig in a l IP  h e a d e r IP  p a y lo a d

2 0  b y te s

IP in IP e n c a p s u la tio n  (a fte r fo rwa rd in g to  a  IP in IP tu n n e l)

O r ig in a l IP  h e a d e r IP  p a y lo a dE x te r n a l IP  h e a d e r
D F = 0 , p ro to c o l= 4

2 0  b y te s 2 0  b y te s

IP in IP p a c k e t w ith n e w  IP  h e a d e r : p r o to c o l 4  (fo rwa rd e d u s in g n e w IP  d s t)
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IP  in  IP : IO S  c o n fig u r a tio n

interface Tunnel0
ip address 192.168.100.1 255.255.255.252
tunnel source 193.193.193.1
tunnel destination 194.194.194.1
tunnel mode ipip
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R e m o te

IP s e c V P N  S ite -to -S ite  H ig h -A v a ila b ility  

• O p tio n s fo r  IP s e c H A :
- G R E  tu n n e ls  +  d y n a m ic  r o u tin g

- IK E  k e e p a liv e s

- H S R P - H o t S ta n d b y  R o u te r   
P r o to c o l

- R R I - R e v e r s e  R o u te  In je c tio n

H e a d -E n d R 1 R 2

P u b lic  
N e tw o r k
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R 1

In tr a n e t

H S R P

H S R P  a n d  V P N s fo r  1 2 .1 (9 )E

• H S R P  c a n  n o w b e  u s e d  o n  th e  V P N  
in te r fa c e

c r y p to  c a n  a tta c h  to  v ir tu a l in te r fa c e s  
o n  1 2 .1 (E ) 9

interface FastEthernet 0/0
ip address 192.168.0.2…

… 255.255.255.0
standby name group1
standby ip 192.168.0.3
crypto map mymap redundancy group1 H S R P
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R e v e r s e  R o u te  In je c tio n  E x a m p le

In s id e

O u ts id e

P S

• R e m o te c o n n e c ts  to  H S R P  
V IP , a tta c h e s  to P r im a r y  P .

• A fte r  Q M  s u c c e s s , r o u te  to
1 .1 .1 .0 /2 4 c r e a te d  b y  R R I a n d  
a d v e r tis e d  to  in s id e  r o u te r .

• R e tu r n in g  tr a ffic  (fr o m  
in s id e ) d e s tin e d  fo r  1 .1 .1 .0  
is  s e n t v ia  th e  c o r r e c t 
r o u te r . 1 .1 .1 .0 /2 5 5 .2 5 5 .2 5 5 .0

ip r o u te  1 .1 .1 .0  2 5 5 .2 5 5 .2 5 5 .0  P

5 0©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

D e p lo y m e n t to p o lo g ie s
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A  S ta r  T o p o lo g y

1 9 2 .1 6 8 .1 0 0 .0

1 7 2 .2 1 .1 1 4 .0

1 7 2 .2 1 .1 1 5 .0

.1 .2

.2

C h a r lie

IP s e c

1 7 2 .2 1 .1 1 6 .0

.1

.1

.2IP s e c

F a m o u s

IP s e c

D e te c tiv e

1 9 2 .1 6 8 .1 5 0 .0

H Q
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S ta r  T o p o lo g y C e n tr a l S ite  R o u te r  - C fg 1

! Let’s be courageous and let’s define
! One crypto map entry per remote peer
! ...
crypto map HQ 10 ipsec-isakmp  
set peer 172.21.115.2
set transform-set encrypt-des 
match address 101

crypto map HQ 20 ipsec-isakmp  
set peer 172.21.116.2
set transform-set encrypt-des 
match address 102
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S m a r t IP s e c S ta r  T o p o lo g y

C h a r lie

IP s e c

IP s e c

F a m o u s

IP s e c

D e te c tiv e

H Q

C h a rlie  a c c e p ts
a ll in c o m in g

IP s e c tu n n e ls
(d y n a m ic  c ry p to  m a p s )

O n e  s ta tic  IP s e c tu n n e l
is  d e fin e d  to  C h a rlie

O n e  s ta tic  IP s e c tu n n e l
is  d e fin e d  to  C h a rlie

O n ly  tw o  c o n fig u r a tio n s :O n ly  tw o  c o n fig u r a tio n s :
-- h u b  c o n fig u r a tio n  is  d y n a m ich u b  c o n fig u r a tio n  is  d y n a m ic
-- s p o k e s  c o n fig u r a tio n s  a r e  a ll th e  s a m es p o k e s  c o n fig u r a tio n s  a r e  a ll th e  s a m e
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S ta r  T o p o lo g y C e n tr a l S ite  R o u te r  - C fg 2

! Let’s be smart and let’s define a single
! Dynamic crypto map
!
crypto map DYNAMICDYNAMIC 10 ipsec-isakmp dynamic TEMPLATETEMPLATE

! Template used to define: transforms, lifetime,
! Identities, ...
crypto dynamic-map TEMPLATETEMPLATE 10

set transform-set ...
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In te r n e t

H u b -a n d -s p o k e  IP s e c  V P N

H u b

S p o k e

3 0 .3 0 .3 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .4 0

3 0 .3 0 .3 0 .3 0

1 3 0 .2 3 3 .8 .1

N T P  s e r v e r

D e fa u lt G W

S ta tic  k n o w n
IP  a d d r e s s e s

In tr a n e t

= IP s e c  tu n n e l

D y n a m ic
u n k n o w n  

IP  a d d r e s s e s
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L a r g e  N e tw o r k s  : n (n -1 )/2  is s u e

Is  th is  M a n a g e a b le ?

5 75 75 7©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

H ie r a r c h ic a l N e tw o r k in g  / H o p  b y  H o p  
E n c r y p tio n

T ie r e d
E n te r p r is e

H o m e
O ffic e

H o m e
O ffic e

S p o k e s S p o k e s

D is tr ib u tio n
H U B

D is tr ib u tio n
H U B

E v e r yE v e r y lin klin k isis e n c r y p te de n c r y p te d ::
•• N a tiv e lyN a tiv e ly ~  ~  lin klin k e n c r y p to r se n c r y p to r s
•• G R E  tu n n e lsG R E  tu n n e ls

N u m b e r  o f tu n n e ls  is  
m a n a g e a b le , b u t it 
in tr o d u c e  d e la y
e s p e c ia lly  fo r v o ic e  tr a ffic
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In te r n e t

S ite -to -S ite  (F u ll M e s h ) IP s e c  V P N

H u b

S p o k e

3 0 .3 0 .3 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .4 0

3 0 .3 0 .3 0 .3 0

1 3 0 .2 3 3 .8 .1

N T P  s e r v e r

D e fa u lt G W

S ta tic  k n o w n
IP  a d d r e s s e s

= IP s e c  tu n n e l

In tr a n e t

1 3 0 .2 3 3 .9 .4 2

1 3 0 .2 3 3 .9 .4 4

1 3 0 .2 3 3 .9 .4 3

1 3 0 .2 3 3 .9 .4 1

1 3 0 .2 3 3 .8 .2
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In te r n e t

F u ll M e s h  w ith  T E D  IP s e c  V P N

H u b

S p o k e

3 0 .3 0 .3 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .4 0

3 0 .3 0 .3 0 .3 0

1 3 0 .2 3 3 .8 .1

N T P  s e r v e r

D e fa u lt G W

T E D  p r o b e s T E D  p r o b e s

T E D  p r o b e s

T E D  p ro b e s

T E D  p ro b e s

T E D  p ro b e s

= IP s e c  tu n n e l

D y n a m ic
u n k n o w n  

IP  a d d r e s s e s
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F u lly M e s h e d  - T u n n e l E n d p o in t D is c o v e r y

A lic e

B o b

X 1

Y

A  to  B
m u s t b e  p r o te c te d

n o  S A  = >  s e n d  p r o b e

IP : A  to  B

IK E : A  to  B  (p r o x y = X 1 )

T r a ffic  to  B
m u s t b e  p r o te c te d

n o  S A  &  p r o b e  r e c e iv e d
= >  b lo c k  &  a n s w e r  p r o b e

IK E : Y  to  X 1

X 2
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C a v e a ts  o f T E D

• A d d r e s s in g
A s  th e  p r o b e  u s e s  th e  p r o te c te d  e n titie s  a d d r e s s  (A , B ) 

th e s e  a d d r e s s  M U S T  b e  r o u ta b le

T E D  is  th u s  n o t a p p lic a b le  fo r  V P N  o v e r  In te r n e t

• D e p lo y m e n t
A ll IP s e c r o u te r s  m u s t h a v e  T E D  e n a b le d

d e p lo y m e n t o n  A L L  r o u te r s  S IM U L T A N E O U S L Y ...

w w w .ie tf.o r g /in te r n e t-d r a fts /d r a ft-flu h r e r -te d -0 1 .tx t
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In te r n e t

D y n a m ic  M u ltip o in t V P N - IO S  1 2 .2 (1 3 )T

H u b

S p o k e

D y n a m ic
u n k n o w n  

IP  a d d r e s s e s

3 0 .3 0 .3 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .0  2 5 5 .2 5 5 .2 5 5 .0

4 0 .4 0 .4 0 .4 0

3 0 .3 0 .3 0 .3 0

1 3 0 .2 3 3 .8 .1

N T P  s e r v e r

D e fa u lt G W

=  S ta tic  s p o k e -to - h u b  IP s e c  tu n n e ls =  D y n a m ic & T e m p o ra r y  S p o k e -to -s p o k e  IP s e c  tu n n e ls

S ta tic  k n o w n
IP  a d d r e s s e s

L A N s  c a n  h a v e  
p r iv a te  a d d r e s s in g
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• H e te r o g e n e o u s  C P E  d e v ic e s  a n d  
c lie n ts

• R e m o te  s ite s  w ith o u t o n -s ite  s u p p o r t

• V P N  t u n n e ls  o v e r  s ta tic  a n d  d y n a m ic  
W A N  c o n n e c tio n s

• S ta tic  &  d y n a m ic  IP  a d d r e s s e s  

• P u s h in g  c o n fig u r a tio n  c h a n g e s  o n c e  
d e p lo y e d

• C o o r d in a tin g  c u s to m  c o n fig u r a tio n , IP  
a d d r e s s  a n d  m ix e d  W A N  e n v ir o n m e n t 
(C a b le /D S L , P P P o E /h o s tn a m e )

V P N  D e p lo y m e n t &  M a n a g e m e n t C h a lle n g e s

C o n fig u r a tio n  

? C o n fig u r a tio n  

?

C o n fig u r a tio n  

?

C o n fig u r a t io n  

?

IP  
A d d r e s s  

? ?

C e n tr a l S ite

T e le w o r k e r s

V P N  R e p o s ito ry

V P N  T u n n e ls

M o b ile  
W o rk e r s

S m a ll B ra n c h  O ffic e

In te rn e t
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E a s y  V P N  C lie n t Im p le m e n ta tio n

S e c u r ity  P o lic y  
r e p o s ito r y

(e .g . C is c o  V P N  3 /5 0 0 0 )

H Q  

C is c o  
1 7 0 0

S B O
IK E  m o d e  c o n fig a llo w s  V P N  p a r a m e te r s  

to  b e  p u s h e d  to  a  c lie n t
H QB r a n c h  

O ffic e

V P N  S e r v e rV P N  R e m o te

• In te r n a l IP  A d d r e s s

• In te r n a l N e tw o r k  M a s k

• In te r n a l D N S  S e r v e r

• In te r n a l W IN S  S e r v e r

• S p lit tu n n e lin g

• IP s e c T r a n s fo r m s

In te r n e t

C e n tr a liz e d  c o n tr o l:

- c o n fig u ra tio n  a n d  
s e c u rity  p o lic y  p u s h e d  
a t th e  tim e  o f th e  V P N  
tu n n e l e s ta b lis h m e n t

D y n a m ic a lly  u p d a te d :

- c e n tra l s e rv ic e s  a n d  
s e c u rity  p o lic y

- o fflo a d  V P N  fu n c tio n  
fro m  lo c a l d e v ic e s

- C lie n t a n d  N e tw o rk  
E x te n s io n  m o d e
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C is c o  E a s y  V P N  S e r v e r
A c c e p ts  V P N  c o n n e c tio n  fro m  
C is c o  V P N  c lie n ts  a n d  C is c o  
E a s y  V P N  R e m o te  d e v ic e s  

C is c o  E a s y  V P N  R e m o te
E lim in a te s  c o m p le x  r e m o te -s id e  
c o n fig u r a tio n  s im p lify in g  V P N  
d e p lo y m e n ts

C is c o  E a s y  V P N  R e m o te  a n d  S e r v e r

C is c o  V P N  C lie n ts  

T 1

C a b le , D S L

S m a ll B r a n c h  O ffic e

C is c o  8 0 0  / 
u B R 9 0 0

C is c o  1 7 0 0

C V P N  3 0 0 2

H o m e  O ffic e C e n tr a l S ite  V P N  G a te w a y s
w ith  C is c o  E a s y  V P N  S e r v e r
- C is c o  V P N 3 0 x x
- C is c o  IO S ® R o u te r s  w ith  1 2 .2 (8 )T
- P IX ® F ir e w a lls  w ith 6 .0 +

D ia l-U p

C is c o  P IX  5 0 1 /5 0 6

H o m e  O ffic e

C a b le , D S L

In t e r n e t

R e m o te V P N  C lie n ts :
- IO S  1 2 .2 (8 )Y J
- P IX  v 6 .2
- V P N  3 0 0 2  v 3 .x
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C is c o  E a s y  V P N  H W  F a m ily

T 1

C a b le , D S L

S m a ll B r a n c h  O ffic e

H o m e  O ffic e

D ia l-U p

H o m e  O ffic e

C a b le , D S L

In te r n e t

R o u te r s :
8 x x S e r ie s
u B R 9 x x S e r ie s
1 7 x x S e r ie s

S e c u r ity  A p p lia n c e s :
P IX  5 0 1 /5 0 6
C V P N  3 0 0 2

C is c o  V P N  C lie n t

C IS C O  E a s y  V P N  R e m o te s

R o u te r s :
1 7 0 0  S e r ie s
2 6 0 0  S e r ie s
3 6 0 0  S e r ie s
7 1 0 0 /7 2 0 0  S e r ie s

S e c u r ity  A p p lia n c e s :
P IX  F ir e w a ll S e r ie s
C V P N  3 0 0 0  S e r ie s

C IS C O  E a s y  V P N  S e r v e r s
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E a s y  V P N  R e m o te  IO S  c o m m a n d s

• c r y p to  ip s e c c lie n t e z v p n { p r o file _ n a m e }
g r o u p     < g r o u p -n a m e >  k e y  < g r o u p -k e y >  

m o d e     { [c lie n t] | n e tw o r k -e x te n s io n }  

p e e r      { < ip -a d d r e s s >  | < h o s tn a m e * > }

lo c a l-in te r fa c e     { < ip -a d d r e s s >  | < h o s t n a m e > }

c o n n e c t { a u to  | m a n u a l}

• in te r fa c e  < in te r fa c e -n a m e >  
c r y p to  ip s e c c lie n t e z v p n < p r o file _ n a m e >  

c r y p to  ip s e c c lie n t e z v p n d e fa u lt < in s id e  | o u ts id e  >

*  D o e s D N S  r e s o lu tio n  a t tu n n e l in itia tio n
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C is c o  R o u te r  W e b  S e tu p  (C R W S ) v 3 .1

C is c o  R o u te r  W e b  S e tu p  3 .1 c o n fig u r a tio n  fo r :
• N A T /P A T , D H C P  S e r v e r /R e la y
• F ir e w a ll, V o ic e -o v e r  IP  d ia l p la n s  
• E a s y  V P N  c o n fig u r a tio n  a n d  tu n n e l lo g in
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IP s e c

W h e r e  to  u s e  w h a t

IP s e c /G R E

F u ll m e s hF u ll m e s h

E a s y  V P NE a s y  V P N

Y e s

H S R P /R R IH S R P /R R I

IP  o n ly

D y n a m ic  D y n a m ic  
a d d r e s s e sa d d r e s s e s

M u ltip r o to c o l, m u ltic a s t

Y e s  (T E D )

Y e s

Y e s

Y e s  - D M V P N

P a r tia l m e s h

N o

IP s e c o n ly
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S c a la b le  A u th e n tic a tio n
w ith

IO S  P K I E n h a n c e m e n ts
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• C e r tific a te  A u th o r ity  (C A ) v e r ifie s  id e n tity

• C e r tific a te  e q u iv a le n t to  a n  ID  c a r d

• In te r o p e r a b ility  d e liv e r e d  th r o u g h  in d u s tr y  
s ta n d a r d s  - S im p le  C e r tific a te  E n r o llm e n t 
P r o to c o l (S C E P )

S C E P

C A

C AC A C AC AIn te r n e tIn te r n e t

P u b lic  K e y  In fr a s tr u c tu r e
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P K I a n d  C is c o

• B u ild  o p e n  P K I a lig n e d  w ith  P K IX

h ttp ://www.ie tf.o rg /in te rn e t-d ra fts /d ra ft-n o u rs e -s c e p -0 6 .tx t

• S u p p o r t o f le a d in g  C A  v e n d o r s
�

V e r is ig n s u m m e r  9 8
�

E n tr u s t s u m m e r  9 8
�

N e ts c a p e  C M S  3 .1  e n d  9 9
�

M ic r o s o ft W in d o w s  2 0 0 0  F e b r u a r y  0 0  r e q u ire s  W in d o ws  
R e s o u rc e  K it

– B a ltim o r e  T e c h n o lo g ie s  0 0

– R S A  K e o n , X C e r t,…
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P K I F e a tu r e s  in  C is c o  IO S  1 2 .2 T

• 1 2 .1 (5 )T  2 -T ie r e d  C e r tific a te  C h a in in g  

• 1 2 .2 (2 )T  M u ltip le  C e r tific a te s  p e r  R o u te r  
(o n e  k e y  p a ir ) 

• 1 2 .2 (4 )T  D is tin g u is h e d  N a m e  (D N ) B a s e d  C r y p to  
M a p s

• 1 2 .2 (8 )T  S e p a r a te  K e y -P a ir  p e r  Id e n tity

• 1 2 .2 (8 )T  M u lti-C e r ts p e r  R o u te r  
(m u ltip le  k e y  p a ir ) 

• 1 2 .2 (8 )T  C e r tific a te  A u to -E n r o llm e n t
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E x is tin g  P K I F e a tu r e s …

S C
E P

C A _ A C A _ B

S C E P

IO S  R o u te r _ B

1 2 .1 (4 )/1 2 .1 (1 )T  M u lti R o o t S u p p o r t

IO S  R o u te r _ A

V P N  T u n n e l

C A

C A
C AC A

C A

C A

N a m e :  R o u te r _ A  

R o u te r_ A ’s  P K   

S ig n e d  b y  C A _ A
N a m e :  R o u te r_ B  

R o u te r _ B ’s  P K   

S ig n e d  b y  C A _ B

7 57 57 5©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N

C A

IO S  R o u te r _ A

C A

E x is tin g  P K I F e a tu r e s …

S C
E P

C A _ A C A _ B

S C E P

IO S  R o u te r _ B

V P N  T u n n e l

C A

N a m e :  R o u te r _ A  

R o u te r _ A ’s  P K   

S ig n e d  b y  C A _ A
N a m e :  R o u te r_ B  

R o u te r _ B ’s  P K   

S ig n e d  b y  C A _ B

C A _ R O O T

1 2 .1 (5 )T  2 -T ie r e d  C e r tific a te  C h a in in g

C A

C A

C A

C A
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1 2 .2 (2 )T  M u ltip le  C e r tific a te s  p e r  R o u te r

• M u ltip le  c e r tific a te s  is  a n  e s s e n tia l fe a tu r e  
fo r  a  P K I e n v ir o n m e n t

• A d d s  fle x ib ility  to  te r m in a te  tu n n e ls  
in itia te d  b y  d e v ic e s  e n r o lle d  w ith
d iffe r e n t C A ’s
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N a m e :  C lie n t_ B  

C lie n t_ B ’s  P K   

s ig n e d  b y  C A _ B

S C
E P

IO S  R o u te r

1 2 .2 (2 )T  M u ltip le  C e r t p e r  R o u te r , B u t O n e  K e y  P a ir

C A

C A

C A

N a m e :  C lie n t_ A  

C lie n t_ A ’s  P K   

S ig n e d  b y  C A _ A
N a m e : R o u te r  

R o u te r ’s  P K   

S ig n e d  b y  C A _ B

N a m e :  R o u te r  

R o u te r ’s  P K   

S ig n e d  b y  C A _ A

C A _ A C A _ B

C A

C A

C A

E x is tin g  P K I F e a tu r e s …

S C E P
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1 2 .2 (8 )T  S e p a r a te  K e y -P a ir  p e r  Id e n tity

• C u r r e n t K e y -P a ir  is  la b e le d  w ith  th e  r o u te r s  F Q D N

• F e a tu r e  g iv e s  a b ility  to  tie  k e y s  to  d iffe r e n t K e y -P a ir  
la b e ls  a n d  s p e c ify  la b e l u n d e r  T r u s tp o in t

• C h a n g in g  la b e l r e q u ir e s  r e -e n r o llm e n t w ith  C A

• E n a b le s  v a r ia b le  k e y  le n g th s  fo r  d iffe r e n t id e n titie s  
w h e r e  s e c u r ity  p o lic y  s o  r e q u ir e s .

c r y p to  k e y  g e n e r a te  r s a [< k e y p a ir la b e l> ]

! F Q D N  s till d e fa u lt v a lu e  fo r g e n e ra tio n

A d d itio n a l ‘c r y p to  c a  tr u s tp o in t’ C L I c o m m a n d :

r s a k e y p a ir < k e y p a ir la b e l>
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C A

C A

S C
E P

IO S  R o u te r _ A

N a m e : R o u te r  A 1  

R o u te r ’s  P K 1  

S ig n e d  b y  C A _ B

N a m e :  R o u te r  A 2  

R o u te r ’s  P K 2  

S ig n e d  b y  C A _ A

C A _ A C A _ B

C A

C A

1 2 .2 (8 )T  S e p a r a te  K e y -P a ir  p e r  Id e n tity

S C E P
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1 2 .2 (4 )T  D is tin g u is h e d  N a m e  (D N ) 
C r y p to  M a p s

• C u s to m e r  w a n ts  to  r e s tr ic t a c c e s s  to  s e le c te d  
e n c r y p te d  in te r fa c e s  to  p e e r s  w ith  s p e c ific  
c e r tific a te s , a n d  in  p a r tic u la r , c e r tific a te s  w ith  
p a r tic u la r  D N s

V P N  T u n n e l
N a m e :  r o u te r A  R o u te r A ’s

P K s ig n e d  b y  C A

D N : r o u te r A .c is c o .c o m
N a m e : r o u te r b  R o u te rB ’s

P K s ig n e d  b y  C A

D N : r o u te r B .c is c o .c o m

C A
C A
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1 2 .2 (4 )T  D is tin g u is h e d  N a m e  (D N ) 
C r y p to  M a p s

• A llo w  u s e r  to  s e t r e s tr ic tio n s  in  th e  r o u te r  
c o n fig u r a tio n

A d d  th e  fu n c tio n  to  th e  e x is tin g  s ta tic  a n d  
d y n a m ic  c r y p to  m a p s  a n d  a  tig h te r  c o n tr o l o n  
a c c e s s  is  a c h ie v e d
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1 2 .2 (8 )T  C e r tific a te  A u to -E n r o llm e n t

A t s ta r t a n d  w h e n  c e r tific a te
life tim e  %  e x p ir e s  r o u te r  s ta r ts  
S C E P  to  r e -e n r o ll a a u to m a tic a lly

C A

C A
S C

E P

IO S  R o u te r

C A _ A C A _ B

C A

C A
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IP s e c a n d  Q o S
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Q o S  P o lic y  E n fo r c e m e n t

C A R
C o m m itte d  

A c c e s s  R a te

C B W F Q
C la s s  B a s e d  W e ig h te d  

F a ir  Q u e u in g
L L Q   

L o w  L a te n c y  
Q u e u in g

A d m is s io n  
C o n tr o l

C o n g e s tio n
M a n a g e m e n t

C o n g e s tio n
A v o id a n c e

W R E D

W e ig h te d  
R a n d o m  

E a r ly  
D e te c tio n

T r a ffic  
S h a p in g

G T S

G e n e r ic  
T r a ffic  

S h a p in g
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T u n n e ls  IP s e c &  Q o S

IP  n e w  h d r
N e w  IP  h e a d e r  b u ilt b y  tu n n e l e n tr y p o in t
T O S  b y te  is  c o p ie dT O S  b y te  is  c o p ie d

IP  h e a d e r IP  P a y lo a d

O r ig in a l IP  P a c k e t

T O S

IP  h e a d e r IP  P a y lo a d

C la s s ifie d IP  p a c k e t

S e t T O SS e t T O S

T O S

T O S  c o p yT O S  c o p y

T O S

IP  n e w  h d r E S P  h e a d e r

IP s e c p a c k e t

IP IP  P a y lo a d
T O S
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W F Q  a n d  IP s e c

• If
crypto map …

qos pre-classify

• W F Q

c la s s ific a tio nc la s s ific a tio n b a s e d  o n  IP  
a d d r e s s e s , p r o to c o ls , (L 4  p o r ts ) 
o f c le a r  te x t p a c k e ts

w e ig h tw e ig h t b a s e d  o n  IP  p r e c e d e n c e

= >  m u ltip le  q u e u e s  a r e  u s e d

InIn g r e s sg r e s s C A RC A R C B W F QC B W F Q
c o lo u r in gc o lo u r in g

R o u tin gR o u tin g
S w itc h in gS w itc h in g

IP s e cIP s e c
e n c r y p tio ne n c r y p tio n

W F QW F Q
c la s s ific a tio nc la s s ific a tio n

W F QW F Q
q u e u in g /s c h e d u lin gq u e u in g /s c h e d u lin g

IO S  1 2 .2
IO S  1 2 .1 (5 )T
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IP s e c a n d  V o IP
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E n c r y p t
2 -1 0 m s

G o a l  =  1 0 0 - 2 5 0 m s

<  6 0  m s  B a s e d  o n  S P ’s  S L A

C h a r io t 
V a lu e s

D e c ry p t
2 -1 0 m s

E x p e c t IP s e c E n c r y p tio n  to  a d d  2 -1 0 m s …
… n o t y o u r  la r g e s t d e la y  w o r r y

D e la y  B u d g e t

S e r ia li–
z a tio n
6 4 K  
3 m s

P ro p a –
g a tio n

C o d e r
4 5 m s F R T S

<  1 0 m s
Q u e u in g

6 4 K
6 m s N e tw o rk

(F R  S w )
D e jitte r
5 0 m s
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V o IP &  R T P

P a y lo a d (v o ic e ): 2 0  b y te s     
O v e r h e a d : 4 0  b y te s     
T o ta l p a c k e t: 6 0  b y te s

If c o d e c =  8  k b p s , a c tu a l lin e u tiliz a tio n is 2 4  k b p s  !

V o ic eR T PR T PU D PIP

2 0  8  1 2  2 0  L e n g th (b y te s )
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V o IP &  C o m p r e s s e d R T P  R F C  2 5 0 8

P a y lo a d (v o ic e ): 2 0  b y te s     
O v e r h e a d : ~ 3  b y te s     
T o ta l p a c k e t: ~ 2 3  b y te s

If c o d e c =  8  k b p s , a c tu a l lin e u tiliz a tio n is 9  k b p s  
c R T P c o m p r e s s IP + U D P + R T P  o n ly
c R T P w o r k s o n ly lin k -b y -lin k o v e r P P P , …

V o ic ec R T Pc R T P

~ 3  2 0  L e n g th (b y te s )
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V o IP &  R T P  &  IP s e c =  A d d in g H e a d e r s

P a y lo a d : 2 0  b y te s     
O v e r h e a d : 8 0  b y te s     
T o ta l p a c k e t: 1 0 0  b y te s

If c o d e c =  8  k b p s , a c tu a l lin e u tiliz a tio n is 4 0  k b p s  !

L e n g th (b y te s )

V o ic eR T PR T PU D PIP

2 0  8  1 2  2 0  

E S PE S PIP

2 0  ~ 2 0  

e n c r y p te d
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IP s e c a n d c R T P ?

• c R T P d o e s n o t w o r k b e c a u s e  IP + E S P  !=  IP + U D P + R T P

• T w o b a d e ffe c ts :
S e r ia liz a tio n tim e in c r e a s e d

L in e  u tiliz a tio n in c r e a s e d

• T h e w o r s t e ffe c t s e e n in  r e a lity

• IE T F  w o r k o n  R o b u s t H e a d e r  C o m p r e s s io n  (R FC 3 0 9 5 )

L e n g th (b y te s )

V o ic eR T PR T PU D PIP

2 0  8  1 2  2 0  

E S PE S PIP

2 0  ~ 2 0  
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S u m m a r y

•• IP s e cIP s e c d e p lo y m e n td e p lo y m e n t

-- CC is c ois c o V P N  V P N  P o r tfo lioP o r tfo lio

-- IP s e cIP s e c R e m o te  A c c e s s  R e m o te  A c c e s s  V P N sV P N s
-- IO S  a n d  IO S  a n d  IP s e cIP s e c
-- D e p lo y m e n t to p o lo g ie sD e p lo y m e n t to p o lo g ie s
-- S c a la b le  A u th e n tic a tio n  w ith  IO S  P K I E n h a n c e m e n tsS c a la b le  A u th e n tic a tio n  w ith  IO S  P K I E n h a n c e m e n ts

-- IP s e cIP s e c a n d  a n d  Q o SQ o S , , V o IPV o IP

•• W r a p  u p  a n d  Q & AW r a p  u p  a n d  Q & A
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W r a p  u p  a n d  Q & A
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In fo r m a tio n  R e s o u r c e s

IP s e c T h e  N e w  S e c u rity  S ta n d a rd  fo r In te rn e t, In tra n e ts , a n d  V irtu a l P riv a te  
N e tw o rk s ; H a rk in s  D a n , D o ra s wa m y N a g a n a n d
P re n tic e  H a ll P T R ; 19 9 9

D e m y s tify in g  th e  IP s e c P u z z le ; F ra n k e l S h e ila , A rte c h H o u s e ; A p ril 2 0 0 1

www.ie tf.o rg R F C  2 4 0 1 -…  o r www.v p n c .o rg fo r V P N  d ra ft c o lle c tio n

IE T F  IP s e c m a ilin g  lis t: ip s e c @ lis ts .tis la b s .c o m

A r c h iv e s a t www.v p n c .o rg /ie tf-ip s e c o r  www.ie tf.o rg /in te rn e t-d ra fts

C is c o  V P N  r e s o u r c e  p o in te r s :

C is c o .c o m /g o /e v p n a n d  C is c o .c o m /g o /v 3 p n
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L is t o f A c r o n y m s
A E S - A d v a n c e d  E n c ry p tio n  S ta n d a rd
A H - A u th e n tic a tio n  H e a d e r
C A - C e rtific a te  A u th o rity
C R L - C e rtific a te  R e v o c a tio n  L is t
D E S - D a ta  E n c ry p tio n  S ta n d a rd
3 D E S - T rip le  D a ta  E n c ry p tio n  S ta n d a rd
D S A - D ig ita l S ig n a tu re  A lg o rith m
E S P - E n c a p s u la tin g  S e c u rity  P ro to c o l
H M A C - H a s h -B a s e d  M e s s a g e  A u th e n tic a tio n  C o d e
ID E A - In te rn a tio n a l D a ta  E n c ry p tio n  A lg o rith m
IK E - In te rn e t K e y  E x c h a n g e
IP s e c - IP  S e c u rity  P ro to c o l
M D 5 - M e s s a g e  D ig e s t 5
P K I - P u b lic  K e y  In fra s tru c tu re
R C 2 /4  - R iv e s t C y p h e r 2 /4
R S A - R iv e s t, S h a m ir, A d e lm a n
S A D B - S e c u rity  A s s o c ia tio n  D a ta b a s e
S C E P - S im p le  C e rtific a te  E n ro llm e n t P ro to c o l
S H A - S e c u re  H a s h  A lg o rith m
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IP s e cIP s e c D e p lo y m e n tD e p lo y m e n t
fm a js to r @ c is c o .c o m

T h a n k  y o u !T h a n k  y o u !
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