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IEEE 802.11b history overview

Cisco.com

 802.11b standard: Ratified September 1999
Focused on MAC layer definition
Selected WEP, based on RC4 algorithm, for encryption
Made 40-bit WEP optional

« WECA: 40-bit WEP part of Wi-Fi™ compliance

e 802.11 Task Group | (802.11i) has worked to
expand WLAN security standards to address
weaknesses in 802.11 security

© 2003, Cisco Systems, Inc.




IEEE 802.11 Standard “alphabet”
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e 802.11a - 5GHz- ratified in 1999

e 802.11b - 11Mbps 2.4 GHz- ratified in 1999

« 802.11g - Higher Data rate (>20 Mbps) 2.4 GHz
« 802.11d - Additional regulatory domains

e 802.11e - Quality of Service

e 802.11f - Inter-Access Point Protocol (IAPP)

« 802.11h - Dynamic Frequency Selection and
Transmit Power Control mechanisms

 802.11i - Authentication and security

Agenda
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WLAN Security Issues

Sniffing 802.11 WLAN

raPeek - tool for wireless network analysi

and management

Eile Edt ¥ew Favortes Tools Help

osoft Internet Explorer

-+ QAP EH-IH-H Hunks Eloooge Elpower search &1

cisco directory  @]my yahoo! &7 blogger

Cisco.com

Address [@] http:Jwem wildpackets.comfproductsfairopeek

WildPackets

Home News AboutUs ContactUs
AiroPeek™ - wireless Protocol Analyzer

Products

Download Demo Purchase Now!

Call 1-800-466-2447 to Order Now!

Network Taming Experts

Training | Support

5 - DA Q@B DTt ik Elgwoge Elpowersearch &)

Address @] hitpr

it

comjprodu =5

«

Select another procuct

For Windows

tiroPeek is a comprehensive packet analyzer for [EEE
802.11b wireless LANs, supporting all higher level
network protocols such as TCR/IP, AppleTalk, NetBEUT
and IP%. Affordable and easy-to-use, AiroPesk
contains all of the network troubleshooting features
familiar to users of our award-winning EtherPeek™. In
addition, AiroPeek guickly isolates security problems,
fully decodes 802.11b WLAMN protocols, and expertly
analyzes wireless network performance with accurate
identification of signal strength, channel and data
rates.

Identifying Potential Security Problems Reviews

AiroPeek can be set to scan continuously for failed

authentication attempts, capturing all the traffic
D S .

P Ry U e S

"1 setup the AiroPeek program with no prot
anyone with even _smaH amounts of experie

Sniffer Distributed

Sniffer

TECHNOLOGIES

Home ()eStore ()Search ()Site Map ()Download Upgrades.

SOLUTIONS SERVICES | EDUCATION | PARTNERS | ABOUT US

PRODUCTS

Shiffer Wireless

Sniffer Portable

Sniffer Wireless was designed on the IEEE 80211 b interaperability standards and includes all the standard award-winning
Sniffer Pro features to which you've grown accustomed—network monitoring, capturing, decoding and fitering. In addition,

Sniffer Reporting

Eniffer Wireless provides the most comprehensive 802.11h solution to the unique aspects of wireless networks.

Sniffer Optical

« Spot security risks in real-time

i agsgeed

Sniffer Wireless
Sniffer ireless

o Identify network problems efficienthy
o Reduce future netwark operating costs

Shiffer Voice

T Datasheef

click screen thum

€] http: . wildpackets. com/corporate/cankact

||

www.wildpackets.com
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Features:

Automatic Channel Surfing gives a quick overview of the trafic and hosts seen on any ofthe 1314 channels. This enables
the network manager to quickly idenify all wireless traffic in their enviranments. Channel surfing statistics provide
infarmation abiout all thannels in one view.

Wired Equivalent Policy. Ifthe netwark to he monitared uses Wired Equivalent Policy (WEF) encryntion, you can use the WEF:
Decryption aptians to specifythe keys in use an the network to be monitored. When the VWEP Enabled, Sniffer Wireless can
decrypt and decode WEP-enenited pakets

Dashboards. The himk-based Dashhoard stafistics show counts for all specific 80211 information. ft also gives an
oveniew of how rmary packets are sent inwhich speed - 1Maps, 2Wbps, 5.SMBPS or 11Mbps. This allaws you to veriy the
perfarmance ofthe 802.11h netwark.

Monitor’s Host Table. The 802.11b specific host-table shows all the details about every single station. F or every station

N

[ [ [ mtermet

Cisco.com

www.sniffer.com
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Wireless LAN Security Issues

T T Cisco.com

THE WALL STREET JOURNAL.

D V! Dos fma & Compony, Jor. AL Rigs Res

[MNOL. COXXNVIINO. 23 WETA #e e MONDAY, FEBRUARY 5 001 ‘WSJ.com
.
Hackers Can Penetrate Wireless Network
Ry Janen Saxnisme ple, brought te light by netwerksecurity  nel.” He adds that the JEEE ofl
Staff Repertes of Tiw Wart Svoose Jovesar. speclalists around the globe. Mr. Goldbery  future versiors Liat w "t be i,

A graun of respected security research: — himself found a significant flaw in the H E i L —— T

» cODNNECt 10 iwOrss usiig Siijie Taulo " »
E antensas in their laptop or deskiop PCS. =
The teehzalegy, also called Wi The weakness is another

by many vendoss bul was % an
reminder of the difficulty
in implementing effective

sabe anplananing
10 mkon  network security.

reszarch fire Cahners Ie-Stat ﬂfh“ ‘ -

Corp., for instance, plans to use the txle e =7 e

nobgn 1o allow latte queaffers to moxdle v.;l‘-e ‘_ = i m'i‘(:s:'m_ledze&s!'ﬂ.ms
ol o — —

Hacking into WEP

v

Credit: KNTV San Jose
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Wardriving ...
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... IS possible as it has been proven by “War driving”
exercise in SFO:

MnAPBLASTH

= cruising with a car +
laptop + WLAN card

+ GPS scanning for
(unprotected) 802.11
wireless networks.

Taci J‘:VQQ
p etwurk 3 ";! ,
70

+ Perl script to log the o et BTG

S
B

SSID, AP’s MAC address,
best S/N ratio and
location (GPS).

2500 1

www.personaltelco.net/index.cqgi/WarDriving

© 2003, Cisco Systems, Inc. 12




Media Attention to Rogue APs
Wardriving

T T TP Cisco.com
War Driving (wér dri‘vin) v.
1 Driving around looking for unsecured wireless
networks.
- term coined by Pete Shipley
12,600 hits on google for wardriving
*Most wardrivers use NetStumbler to find, map (using GPS),
and upload locations of discovered APs to online database
*NetStumbler is a free download for Windows and WinCE

Mobile Netstumbler Kit w/PC Card

Manufacturer: ydi Pringles can Antenna
12 Dbi Gain
*45 minutes to construct

*$6.45 total cost

Manufacturer Part#: STUM-ANTVY

Availability: Usually ships in 4 10 5 days

Our Price: $165.00

quantity: 1

If you would like this kitwithout the
ORINOCO PC Card click hera

http://www.wirelesscentral.net/aprod/STUM-ANTW.htm|?ns hitp://www .oreillvnet.com/cs/webloa/view/wla/448
© 2003, Cisco Systems, Inc. 13

Warchalking
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Warchalking

Cisco.com
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Media Attention to Rogue APs
WarChalking
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What is Warchalking?

let's warchalk.. *Warchalking is the process of

KEY SYMBOL

OPEN ssid looking for wireless computer
o )C networks and making chalk marks to
bandwidth indicate their locations so that others
CLOSED ssid can more easily find them.
O http://www.warchalking.org/
*Online community containing
S Ot descriptions and photos of
warchalked sites
bl «12,100 hits on Google for

blackbeltjones.com/warchalking

“warchalking”

© 2003, Cisco Systems, Inc. 16




Service Set Identifier (SSID) in 802.11b

T T T T T T Cisco.com
3E T SEES

mmmmmmmm

« 32 ASCII character string .. :
 Sentin the clear m— e o

ooooooo

« Commonly used feature for WLAN N
identification =

» May be advertised or manually
pre-configured at the station

» Serves to logically segment the users and Access Points
that form part of a Wireless subsystem.

e |Is NOT a security feature!

© 2003, Cisco Systems, Inc. 17

Wire Equivalent Privacy (WEP)

1 TTTTTTTTT T TR Cisco.com

« Uses the RC4 stream cipher of RSA Data
Security for encryption.

« RC4 Keystream = (24 bits IV, WEP Key)

« Key must be shared by both the encrypting and
decrypting endpoints.

 IEEE 802.11b has chosen to use 40-bit keys.
Several vendors Cisco support 128-bit WEP
encryption with their WLAN solutions. Cisco in
HW (3 % degradation only)

« Key distribution or key negotiation is not
mentioned in the standard.

© 2003, Cisco Systems, Inc. 18




802.11b WEP Encryption
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>
Initialization
vector (IV) (24 Seed
bit) > (64 or WEP
‘ ‘ 128bi) | || PRNG

Secret Key q > (RC4) >
(40 or 104 bit) @ >
= TR

o Integrity Algorithm R

7 (CRC-32) i

Integrity Check Value (ICV) |

© 2003, Cisco Systems, Inc.
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Papers on WLAN Security

1 T TTT T T TTT YT TTT T Cisco.com
University Scott Fluhrer,
of California, University Itsik Mantin, and
Berkeley of Maryland Adi Shamir
Feb. 2001 April 2001 July 2001

Focuses on Authentication; Identifies Flaws
in One Vendor’s Proprietary Scheme

Focuses on Static WEP; Discusses
Need for Key Management

Focuses on Inherent Weaknesses in RC4;

Describes Pragmatic Attacks against RC4/WEP

“In practice, most installations use a single key that is
shared between all mobile stations and access points.
More sophisticated key management techniques can be
used to help defend from the attacks we describe...”

University of California, Berkeley Report on WEP Security,
http://lwww.isaac.cs.berkeley.edu/isaac/wep-fag.html

© 2003, Cisco Systems, Inc.
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What is an IV?

U AR CRRRRR Cisco.com

Stream Cipher -
No IV

1234
) ) Without an IV, the plaintext will always
PlalAnText CipherText produce the same ciphertext. An
— > —»  XXYYZZ eavesdropper will be able to 'see' patterns

and predict plaintext

Stream Cipher -

with IV
) ) With the IV, the ciphertext will change as
PlainText CipherText the IV changes, so it will be more difficult
e —_— for an eavesdropper to 'see' patterns and
predict plaintext

* Same plaintext packet should not generate same ciphertext packet

* IVisrandom 24 bits long string (24 bits + 104 bits WEP key = 128 bits)
and changes per packet

© 2003, Cisco Systems, Inc. 21

WEP: AirSnort “Weak 1V’ Attack

1 TTTTTTTTT T TR Cisco.com

» Attack is based on Fluhrer/Mantin/Shamir paper

 Initialization vector (IV) is 24-bit field that changes with
each packet

« RC4 Key Scheduling Algorithm creates IV from base key

* Flaw in WEP implementation of RC4 allows creation of
“weak” IVs that give insight into base key

 More packets = more weak IVs = better chance to
determine base key

* To break key, hacker needs 100,000-1,000,000 packets

dest addr || src addr -_ WEP frame

© 2003, Cisco Systems, Inc. 22




Alrsnort

T T TTT T T T T Cisco.com
 Capture enough
packets

» Crack phase

 For every byte of the
key, there are 256
weak IVs.

« 13 key bytes * 256 =
3315 packets to get all
weak keys

e You do not need
sometimes all of the
weak keys to break
the WEP key

© 2003, Cisco Systems, Inc. 23

WEP: Bit-Flipping and Replay Attack
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» Hacker intercepts WEP-encrypted packet

» Hacker flips bits in packet and recalculates ICV CRC32
* Hacker transmits to AP bit-flipped frame with known IV
 Because CRC32 is correct, AP accepts, forwards frame
» Layer 3 device rejects and sends predictable response
AP encrypts response and sends it to hacker

 Hacker uses response to derive key (stream cipher)

stream cipher predicted plain text

1234 message

|

plain text

cipher text stream cipher
message —» —» XXYYZZ —> —> 1234

© 2003, Cisco Systems, Inc. 24




Limitations of 802.11 Security

T T TTT T TTET T T T T TTT T Cisco.com

Authentication Key management

« Authentication is device- o Keys are static
based, not user-based « Keys are shared among

» Client does not authenticate devices and APs
network « If adapter or device is stolen,

« Existing authentication all devices and APs must be
databases are not leveraged rekeyed

RC4-based WEP keys

* Encryption algorithm is
vulnerable to attack

 Message integrity is not
ensured

Agenda
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* WLAN Technology Introduction SSE=8s
\W

\

« WLAN Security Issues
« WLAN Security Solutions
« WLAN and VPN

. Q&A
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WLAN Securlty Solutions

vkt el L,

© 2003, Cisco Systems, Inc. 27

Addressing the Limitations: 802.11i

i i Cisco.com
Authentication Key management
» Authentication is device- » Keys are static
based, not user-based . Keys are shared among
» Client does not authenticate devices and APs
network « |If adapter or device is stolen,
e Existing authentication all devices and APs must be
databases are not leveraged rekeyed
802.1x
RC4-based WEP keys TKIP
* Encryption algorithm is
vulnerable to attack and AES

* Message integrity is not
ensured

© 2003, Cisco Systems, Inc. ) 28




Security Enhancements for RC4 based WEP

1 TTTTTTTTT T TR Cisco.com

o Security Enhancements to Strengthen RC4-
Based WEP Keys:

- Message Integrity Check (MIC)

» Key Hashing or Temporal Key (TK) of TKIP
* Linear Initialization Vector (IV) Sequencing
* Broadcast Key rotation

29

Message Integrity Check

1 TTTTTTTTT T TR Cisco.com

WEP Frame - No MIC DA |SA | IV DATA ICV

WEP Encrypted

WEP Frame - MIC |pa|sAa| Iv DATA SEQ|MIC|ICV

WEP Encrypted

30




IV Key Hashing/Temporal Key

1 T TTTTT T T T T TT TR Cisco.com
WEP Encryption Today

vV BASE KEY PLAINTEXT DATA

@ CIPHERTEXT DATA

|

STREAM CIPHER

31

IV Key Hashing/Temporal Key

T T T Cisco.com
\Y BASE KEY PLAINTEXT DATA
CIPHERTEXT DATA
h 4
\Y BASE KEY

STREAM CIPHER

32
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WEP enhancements - TKIP/MIC

— M
1
@ AR i e sel = e =

aool

MM AP Radio Advanced
Cisco 350 Series AP 11.23T

Map Help
Requested Status:
Current Status:
Packet Forwarding:
Forwarding State:
Default Multicast Address Filter:
Mazxinmum Multicast Packets/Second:

Radio Cell Role:
Mazxinmm number of Associations:

Use Ai O1S:

Require use of Radio Firmware 4.25g
Ethernet Encapsulation Transform:
Enhanced MIC verification for WEP:
Temporal Key Integrity Protocol:

roadcast WEP Key rotation interval (sec):

/\

Uptime: 3 days, 21:31:46

sify Workgroup Bridges as Network Infrastructure: @ yes

Cisco SYSTEM[

Open Shared Network-EAP

Accept Authentication Tvpe: [ ] ™

Require EAP: ™ =

Default Unicast Address Filter: I Allowed | I Allowed | I Allowed |

Specified Access Point 1: 00:00:00:00:00:00

Specified Access Point 2: 00:00:00:00:00:00 =]
[ 11l |

Documant: Dons (1303 secs) | = =]

© 2003, Cisco Systems, Inc.

Cisco.com

* WEP Security
enhancements:

- TKIP (Temporal
Key Integrity
Protocol) hashing
to address WEP
key vulnerabilities

- MIC (Message
Integrity Check) to
address bit flipping
and replay attacks

33
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Linear IV Sequencing

Cisco.com

* Instead of random collision times, move through
the IV listing in a linear fashion

 Broadcast key must be rotated before utilizing the
entire IV space (~min 2.03h, optimal 10h)

 Added benefit is that if packet is using the
previous 1V, it will be rejected because the
transmitter is expecting the next linear IV

34




Broadcast Key Rotation

1 T T Cisco.com

« Static Broadcast Key is vulnerable to FMS attack
over time

Similar to static WEP Keys

« Using Broadcast Key rotation will prevent static
WEP users from functioning correctly.

 Broadcast Key = Hash (seed, ap_mac_addr, #boots)

35

Static WEP vs. EAP-TLS vs. EAP-Cisco

T TTATTanT Cisco.com
Attack WEP EAP-TLS \Y} MIC Broadcast EAP-
Hashing Key Cisco
Rotation Wireless
(LEAP)
IV Reuse/Collision H (
CRC32 bit-flipping 4 J
CRC32 replay x «
Authentication : «
forging
FMS Attack X I
Rogue AP H «
Dictionary attack -H «

36




|IEEE 802.1x Defined

Port based network access control

1 TTTTTTTTT T TR Cisco.com

« 802.1x is an IEEE Standard in progress for Port
Based Network Access Control, EAP based

e Falls under 802.1 NOT 802.11
 NETWORK standard, not a wireless standard

 Provides Network Authentication, NOT
encryption

 Improved authentication: username/password
 Works on 802.3 LAN switch or 802.11b WLAN AP
 To be used for centralized user administration

* |Is PART of the 802.11i draft

© 2003, Cisco Systems, Inc. 37

IEEE 802.1x Terminology

1 TTTTTTTTT T TR Cisco.com

Semi-Public Network / Enterprise Network
Enterprise Edge

!
i E
: R
| A
: v
! U
i \\)5
o e S
N\ KEP\? \aP\PO\m —.EE Authsentication
< erver
epe O e
0 ove! Authenticator
el (e.g. Switch,

Access Point)

EAP = extensible authentication protocol
Supplicant EAPOL = EAP over LANs

PAE = port access entity

Port = network access port

RADIUS = remote authentication dial in user service

© 2003, Cisco Systems, Inc. 38




What Is EAP?

1 TTTTTTTTT T TR Cisco.com

e EAP - The Extensible Authentication Protocol

» A flexible protocol used to carry arbitrary
authentication information

« Typically rides on top of another protocol such as
802.1x or RADIUS (could be TACACS+, etc.)

« Specified in RFC 2284

o Support multiple “authentication” types:
Plain password hash (MD5) (not mutual)
OTP Tokens (not mutual)
TLS (based on X.509 certificates)
And EAP-Cisco Wireless!!

© 2003, Cisco Systems, Inc. 39

Before EAP Starts

U AR CRRRRR Cisco.com

802.11 Association Complete; Data Blocked by AP

1 - EAP over RADIUS
- EAP over Wireless | S rADIUS
1[G Server
802.1X Traffic RADIUS Traffic
Authentication Traffic AP “Encapsulates” 802.1x Traffic

into RADIUS Traffic, and Visa Versa

—_—— AP Blocks Everything but 802.1x-
Normal Data to-RADIUS Authentication Traffic

© 2003, Cisco Systems, Inc. 40




802.1x/EAP Steps

Cisco.com

1

Server

Start Process

Provide Identity

RADIUS

Ask Client for Identity

Pass Request to RADIUS

Defined by

Client Receives or
Derives Session Key

EAP Wireless )

Perform Sequence

Authentication Method
(e.g. EAP-TLS, Cisco-

H EAP Success H Start Using WEP

© 2003, Cisco Systems, Inc.

H Access Success F Pass Session Key to AP
Deliver Broadcast Key,
EAPOW Key Encrypted with Session Key

41

New WLAN Security Framework

Cisco.com

Backend AAA infrastructure
CS-ACS v3.1, Third party EAP-Radius, ...

802.1X

© 2003, Cisco Systems, Inc.
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802.1x Extensible Authentication Protocols

1 TTTTTTTTT T TR Cisco.com

« EAP-MD5 (Message Digest 5)
Is supported in Win 2K/XP and, soon, other Windows versions
Does not provide mutual authentication nor WEP key derivation

« EAP-Cisco Wireless, or LEAP

Is supported by Cisco Aironet client adapters on Windows, CE, Linux, Mac OS,
and DOS

Has been licensed to other vendors
« EAP-TLS (mutual EAP-TLS)
Is supported in Win 2K/XP and, soon, other Windows versions
Requires client certificates and server certificates
« PEAP
Is supported in XP and, soon, other Windows versions
Uses server-side TLS, which requires only server certificates
 EAP-TTLS

Is supported by Funk Software’s Odyssey
Uses server-side TLS

© 2003, Cisco Systems, Inc. 43

EAP-TLS Authentication

T T TTT T TTET T T T T TTT T T T——
4 AP e =
Q ~ Enterprise < RADIUS
Supplicant -' ~ Network ) Server
TN 7//,,,

% EAPOL Start F’ Start EAP Authentication

4% EAP-Request/Identity F Ask Client for Identity

= EAP -Response/ldentity Access Request
(UserID) _@m— with UserID

- — Server-Side TLS| —

Perform Sequence
Defined by EAP-TLS

) RADIUS Access Success @
@ (_l EAP Success I_ ) (Pass Session Key to AP)
Client Derives
Session Key

«— EAPOL-Key (Multicast) = | Deliver Broadcast Key
N Encrypted with Session Key
&& Session Parameters

© 2003, Cisco Systems, Inc. 44




What is PEAP?

T T TT T T TTTTTTTATT Cisco.com

« PEAP = Protected EAP (Extensible Authentication
Protocol)

» 802.1x - based authentication protocol based on EAP

* Leverages server-side EAP-TLS using digital
certificates

« Supports a variety of different client authentication
methods, including log-on passwords and one-time
passwords (OTPs)

« Based on a RFC Draft jointly submitted by Cisco
Systems, Microsoft and RSA Security to the IETF

 Initial support on Windows XP and Cisco W2K/XP
client

© 2003, Cisco Systems, Inc. 45

PEAP Authentication Process

T T TT T T TTTTTTTATT Cisco.com

e Two Phase Authentication:

— Phase 1: Server side TLS authentication is
performed to create an encrypted tunnel (similar
to SSL)

— Phase 2: Methods such as Generic Token Card
(GTC) are used to authenticate the Client to the
Server

« PEAP requires Server side certificate only
(whereas EAP-TLS requires both Server and
Client side certificates)

© 2003, Cisco Systems, Inc. 46




PEAP Authentication Overview

Cisco.com
—7—/771\\
AP . N =
- 7 ~ Enterprise \‘) RADIUS
E ; -OOOOOO‘—\ Network | Server
Supplicant —

% EAPOL Start F’ Start EAP Authentication

‘4 EAP-Request/Identity F Ask Client for Identity

EAP-Response/ldentity Access Request
(A — M Reduest - —— itn A

. - Server-Side TLS| -

Perform Sequence
) CIJerJrquI Defined by PEAP
I TC/ >

RADIUS Access Success @
— rm—
@ 4—‘ EAP Success \— (Pass Session Key to AP)

Client Derives
Session Key

«— EAPOL-Key (Multicast) == | Deliver Broadcast Key

Encrypted with Session Key
’_m && Session Parameters

© 2003, Cisco Systems, Inc.

47
What is the role of the RADIUS Server
T T TTT T TTET T T T T TTT T Cisco.com

5 Ciscos X t I =10] =
| Bl Edk Yien Favortes Tods Hep ‘
[ - @ [ &) O o G [ BE-Hw
| adiess [ utp/10.34.192.188:3727 ez BN EY S

weesuee  [etwork Configuration & i WEP key iS Ca|CU|ated by
_ the RADIUS server, only
MEC T | after the authentication is

)| (s

5 Access Server | Access Server A“t.:f;:mw s Network Access Servers
; e Liiow |8 - e completed
S TATTTS - Editing NAS Information
L)
A capbeta | 103418527 | (Cisco . % .
= + AAA Servers
- e r— » The key is passed to
“ cosecure ACS for Windows 2000/NT - Microsoft Internet Explorer = a 5‘
| Ble Edt wew Took  Help

Same shared secret as

| ot - @ 3 N @t Garovs @Hm%% that configured for Jﬁ access point for THAT

| Address [@] hitp: 110,34, 192, 186:3%27 index2.htm access point » ‘

g "ok o = single authenticated client;
| el ] N this is a session key

+ Network Access Server TP

pp— e « Client calculates the same

7/ » Network Device Group
| P Addr

ﬂ@@@@

oo « Authenticate Using
e Tlamn o « Single Connect TACACS+ ey
NAS

, s Log Update/Watchdo; - .
[ FADILE [CcoAionz) =] Packets from this Access ° Key IS hever transm”:ted
o Single Conn: gﬁ?&aé?;)cu o8 . Ee EE_T ccess Server o —
: over RF

stop m aeToi

Log Updataf
I i coess Sery FADIUS (Cisco VR

' Y
RADIUS {Asoond Radius (Cisco Aironet)  [Access

- Log Radus Tumneling Packets Fom For EAP supported o
Access Server Access Point _rl

4
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How Often to Change Key

 Every time a client roams to a new AP, it will go
through the same authentication and get new WEP
session key

 RADIUS server will also require a new authentication
/ key at a pre-defined time interval (Attribute 027,
Session -Timeout)

* This provides different and totally uniqgue WEP key to
each client

....... Cisco.com

49

802.1x EAP Authentication Comparison

T TTATTanT Cisco.com
Yes No No
Yes No* Yes
Yes Yes Yes
Yes Yes No
No Yes No
No Yes Yes
No No Yes

Yes Yes Yes

No Yes No

Yes Yes Yes

No Yes Yes

© 2003, Cisco Systems, Inc.
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IEEE 802. 11| Securlty

ey
....................................................................

e grouper.ieee.org/groups/802/11/Reports/tgi update.htm
Fixes to WEP:
TKIP (Temporal Key Integrity Protocol)
Text/hash function/MIC
AES proposals (new HW)

All MIC/IV Hash/IV Sequencing/Rapid Rekey to informative text
Replace next generation of WEP with TKIP

o WWW.Wi-fi.com (Wi-Fi Aliance, ex. WECA - Wireless Ethernet
Compatibilty Alliance):
SSN (Safe Secure Networks)
WPA (Wi-Fi Protected Access)

© 2003, Cisco Systems, Inc. 51

Addressing the Limitations: 802.111

il .!.,!!!!!!.,!!!!!!.,!!!!!!.,!!!!!!.,!!!!!!,.!!!!!!,.!!!!!!,.!!!!!!,.!.. CISCD Com
Authentication Key management
« Authentication is device- » Keys are static
» Client does not authenticate devices and APs
network « |If adapter or device is stolen,
« Existing authentication all devices and APs must be
databases are not leveraged rekeyed

RC4-based WEP keys °®

* Encryption algorithm is

vulnerable to attack and AES
 Message integrity is not
ensured
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WPA - WI-Fi Protected Access

T T TT T T TTTTTTTATT Cisco.com

« What? WPA =802.1x + TKIP
A non-802.1x option exists for home/SOHO products
« Why?
802.1x and TKIP are key elements of 802.11i
Industry is tired of waiting for 802.11i to be ratified

Responding to push from Microsoft, Wi-Fi Alliance agreed to
incorporate WPA into Wi-Fi compliance testing

« When?
Optional testing begins in February 2003

WPA compliance is needed for new Wi-Fi certification
beginning in August 2003

* Result: WPA is new industry baseline for WLAN security
www.wi-fi.com/OpenSection/pdf/Wi-Fi Protected Access Overview.pdf
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WLAN and VPN

Cisco.com
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VPN over WLAN Infrastructure
e Cisco.com
Definitions and Scope:
* VPN = IPsec based VPN
 WLAN =802.11 based access corporatt Hetwork
WLAN DMZ
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When to use VPN over WLAN?

T T Cisco.com

 In mixed client environments

 Where security is more important that
performance or usability

« Home office, remote telecommuters,
medium design, large scale designs...

Generic VPN WLAN Design

Cisco.com

DHCP/RADIUS/OTP
eeeeee

http://Cisco.com/go/SAFE
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Enterprise Day Extender/Telecommuter

T T TTTT T TT T ] Cisco.com
g e
E E\
* Home security cannot be P
controlled ey Internet

« SW Client-based VPNs are the
best way to secure the Enterprise
connection

» Personal Firewall software
needed on Enterprise devices Rroadband Igfernet

* Use RF Filtering on AP

Headquarters

000000000

VPN Client
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Access Point Filtering on RF side

1 T T T TTTT TN Cisco.com
Filter type Protocol Value Action
Ethertype ARP 0x0806 Forward
Ethertype IP 0x0800 Forward
IP protocol UbDP 17 Forward
IP protocol ESP 50 Forward
UDP port BootPC*/ BootPS** 68/67 Forward
UDP port DNS 53 Forward
UDP port IKE 500 Forward

* inbound filter

** outbound filter
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Wireless
Computer
with VPN
) Client
Wireless
Computer
with VPN
Client L T
L L VPN GW
\f/",/ Cluster To
Buildin I — E-Commerce
Moduleg = EEE Edge Module
Distribution
Module
Building
Distribution MMy To
Module 4 Corporate
Internet
Module
Core
Module To VPN/
Remote-
Access
Module
Server
Module
To WAN
RADIUS Module
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Summary

of VPN vs WLAN Security

1 T T T T T T T Cisco.com
Key Length (bits) 128 168, 128-256 128
Encryption Algorithm RC4 3DES, AES RC4
Packet Integrity CRC32/MIC MD5-HMAC/SHA-HMAC CRC32/MIC
Device Authentication None Pre-shared secret or Certificates None
User Authentication Username/Password Username/Password or OTP None
User Differentiation No Yes No
Transparent user experience Yes No Yes
ACL requirements None Substantial N/A
Additional Hardware Authentication Server Authentication Server and VPN No

Gateway
Per user keying Yes Yes No
Protocol Support Any IP Unicast Any
Client Support PCs and high end PDAs. Wide PCs and high end PDAs. Wide All clients
range of OSs supported from range of OSs supported from supported
Cisco Cisco and 3" Party Vendors.
Open Standard No Yes Yes
Time based key rotation Configurable Configurable No
Client hardware Encryption Yes Available, software is most Yes
common method
Additional Software No IPSec client No

Per-flow QoS Policy Management

At access switch

After VPN gateway

At access switch

© 2003, Tisco Systems, Tnc.
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63

Questions?
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Thankzou!
(TR Cisco.com

WLAN Security Solutions

fmajstor@cisco.com




