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IBNS Introduction
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Identity Based Networking Services
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• 802.1x is an IEEE Standard for Port Based Network 
Access Control

• Falls under 802.1 NOT 802.11

• NETWORK standard, not a wireless standard

• Provides Network Authentication, NOT encryption

• Improved authentication: different methods

• Works on 802.3 LAN switch or 802.11b WLAN AP

• To be used for centralized user administration

IEEE 802.1x Defined
Port based network access control
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IEEE 802.1x Terminology

AuthenticatorAuthenticator
(e.g. Switch, (e.g. Switch, 

Access Point)Access Point)

SupplicantSupplicant

Enterprise NetworkEnterprise NetworkSemiSemi--Public Network /Public Network /
Enterprise EdgeEnterprise Edge

AuthenticationAuthentication
ServerServer

R
A
D
I
U
S

EAP Over Wireless (EAPOW)

EAP Over Wireless (EAPOW)

RADIUS
RADIUS

PAEPAE

PAEPAE

EAP Over LAN (EAPOL)

EAP Over LAN (EAPOL)

EAP = extensible authentication protocolEAP = extensible authentication protocol
EAPOL = EAP over LANsEAPOL = EAP over LANs
PAE = port access entityPAE = port access entity
Port = network access portPort = network access port
RADIUS = remote authentication dial in user serviceRADIUS = remote authentication dial in user service
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Before EAP Start

normal data

authentication traffic

802.1x traffic RADIUS traffic

802.11 association complete; data blocked by AP

AP encapsulates 802.1x traffic into 
RADIUS traffic, and visa versa

AP blocks everything but 802.1x-
to-RADIUS authentication traffic

EAP over wirelessEAP over wireless EAP over RADIUSEAP over RADIUS
RADIUS 
server
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How Does 802.1x Work?

Controlled

Un-Controlled

For each 802.1x switch port, the switch creates
TWO virtual access points at each port

Uncontrolled port provides a path for
Extensible Authentication Protocol over 

LAN (EAPOL) traffic ONLY

The controlled port is open only when 
the device connected to the port has 

been authorized by 802.1x

EAPOLEAPOL
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EAP Defined - RFC 2284

• Extensible Authentication Protocol is a 
extension of CHAP/PAP within PPP

Support multiple “ authentication” schemes: 

• plain password hash (MD5)

• token cards

• GSS-API (Kerberos)

• TLS (based on X.509 certificates)
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802.1x Extensible Authentication Protocols

• EAP-MD5 (Message Digest 5) 
Supported in Win 2K/XP and other Windows versions
Does not provide mutual authentication nor WEP key derivation

• EAP-Cisco Wireless, or LEAP
Supported client in WinXP/2K/NT/ME/98/95/CE, Linux, Mac, DOS.
Provides mutual authentication and WEP key derivation

• EAP-TLS (mutual EAP-TLS)
Supported in Win 2K/XP and other Windows versions
Requires client certificates and server certificates

• PEAP
Supported in XP and W2K
Uses server-side TLS, which requires only server certificates

• EAP-MSCHAPv2
Uses username/password MSCHAPv2 authentication

…
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Secure Identity-Based Network Access

Switch Request ID

The switch detects the 802.1x compatible client, forces authentication, then acts as a 
middleman during the authentication, Upon successful authentication the switch sets 

the port to forwarding, and applies the designated policies.

Send ID/Password or Certificate Switch Forward credentials to ACS Server

Authentication SuccessfulClient now has secure access

802.1x RADIUS

CiscoSecure ACS
AAA Radius Server

802.1x Capable Ethernet 

LAN Access Devices

1

2

3 4

567 applies policies 
and enables  

port.

Host device attempts to connects to Switch

Actual authentication conversation is between client and Auth Server using EAP.

6500 Series Access Points

4500/4000 Series
3550/2950 Series
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IBNS IBNS -- Secure Mobility & Workforce Optimization and Enhanced ProductivSecure Mobility & Workforce Optimization and Enhanced Productivityity

Cisco IBNS Features and Benefits

• Enhanced Port Based 
Access Control

• Greater flexibility and 
mobility for a stratified user 
community

• Enhanced User Productivity

• Added support for 
converged VoIP networks

• IBNS Extensions
• Basic IEEE 802.1x Support

• 802.1x with VLANs

• 802.1x with Port Security

• 802.1x with VVID

• 802.1x Guest VLANs

• 802.1x with Arp Inspection

• 802.1x with DHCP

• 802.1x with ACLs

• 802.1x with Security Profile

• 802.1x Accounting Enhancements

New

New

Soon

3550
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Identity Based Networking Services

Cisco Aironet Catalyst 6500Catalyst 4000/4500

S2S2

CatOS v7.5.1 or higher

(Available today)
• 802.1x Support *
• 802.1x with VLANs

• 802.1x plus Cisco 
Extensions 

• 802.1x w/Port Security

• 802.1x w/VVID

• 802.1x Guest VLAN

New CatOS Release

• 802.1X w/ ACLs

• 802.1X w/ QOS

* Cisco IOS v12.1(12c)EW & 
Catalyst OS v6.2 and higher

Identity-Based Network Services (IBNS)
End-to-End Architecture

Catalyst 3550/2950Cisco ACS Server

CatOS v7.5.1 or higher

(Available today)
• 802.1x Support *
• 802.1x with VLANs

• 802.1x plus Cisco 
Extensions 

• 802.1x w/Port Security

• 802.1x w/VVID

• 802.1x Guest VLAN

New CatOS Release

• 802.1X w/ ACLs
• 802.1X w/ QOS

* Cisco IOS v12.1(12c)EW & 
Catalyst OS v6.2 and higher

IOS 12.1(12c)EA1

(Available today)

• 802.1x with Port 
security (2950/3550)

• 802.1x with VVID 
(2950/3550)

• 802.1x with VLANs 
(2950/3550)

• 802.1x w/ACLs

New IOS Release

• 802.1X guest VLAN 
(3550 only)

ACS v3.0 or higher

(Available today)

• 802.1x/EAP Catalyst 
support

• PKI Support

• Password Aging

• RBAC for Admin 
Mgmt

• Cisco PEAP Support 
for Wireless

ACS v3.2

• MSFT PEAP Support

• Machine 
Authentication

• ACS Appliance

(Available today)

•Multiple VLANs for 
employees, guests and 
application specific devices

• Cisco IOS

• Expanded 802.1X 
Authentication Support 
for: Cisco LEAP, EAP-
TLS, EAP-TTLS, PEAP,   
EAP-SIM

• Expanded Encryption 
Support for 802.11i 
Pre-standard TKIP 

• Message Integrity 
Check

• Per-packet Keying

• Broadcast Key 
Rotation

New

New New
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802.1x Client Support

• What endpoints are being covered?

Windows XP - Yes

Windows 2000 - Yes

Linux - Yes

HP-UX - Yes

Solaris - Yes

HP Printers - Yes

Windows ME - Limited

Windows 98 - Limited

Windows NT4 - Limited

Apple - OS X v1.3

Pocket PC - New (Peap & TLS)

3rd Party: Meeting House, Funk 

Windows HP Jet Direct

Solaris 7920 Apple

IP Phones WLAN APs
Pocket PC
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Introduction to NAC
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Threat Levels Evolution

Global
Infrastructure

Impact

Regional
Networks

Multiple
Networks

Individual
Networks

Individual
Computer

Target and 
Scope of 
Damage

First Gen
• Boot 
viruses

Weeks Second Gen
• Macro 
viruses

• Denial of 
Service

Days
Third Gen
• Distributed 
Denial of 
Service

• Blended 
threats

Minutes

Next Gen
• Flash 
threats

• Massive 
worm 
driven 
DDoS

• Damaging 
payload 
worms

Seconds

1980s 1990s Today Future

Rapidly Escalating Threat to Businesses
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The Sapphire Worm or “ Slammer”

26811 0

• Infections doubled every 8.5 seconds

• Infected 75,000 hosts in first 11 minutes

• Caused network outages, cancelled airline 
flights and ATM failures 

At Peak,
Scanned 55 Million Hosts per Second

11 Minutes after Release
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Problem Statement 

• VU#980449 – Automatic Execution of Embedded MIME Types                    
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• VU#952336 – Buffer Overflow in IIS Indexing Service
� � � � � � �� � � � � � � �� #  
 � $ � 
#  
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• VU#484891 – Buffer Overflow in SQL Server Stack Buffer
� � � � � � �� � � � � � � �� � % & � � � 	 	 � �� % & � � � 	 	 � �
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Why is it the problem?
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Even a 1% “ hit rate” and 5 minutes to read new bulletins will 
cost almost 45 days, or about 20% of a perfectly efficient 
administrator.

4129 vulnerabilities reported in 20024129 vulnerabilities reported in 2002
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Traditional Prevention 
Mechanisms
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Traditional Security Concepts

ROUTER
Packet Filter

Access Lists

Content Scanner
Anti-Virus, Malicous Code

Firewall
Access Lists

Connection Control 

Authentication

Encryption

IDS NET
Monitoring, Alerting

Limited Action

Antivirus

Antivirus

Encrypted File/E-Mail
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Networks of the today

Characteristics

•Distributed Internet 
connections 

•Need to open up data 
centers for more 
ubiquitous access

•Dramatic increase in 
employee mobility

•Increased use of new 
campus technologies 
like WLAN & IPT that 
provide more network 
access methods

•Growing damage due 
to viruses & worms
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Evolution
…to fight against today’s attacks?

1993        1995        1997        1999        2001       2002 2003

Attack
Complexity Open Defaults “ Blended” Attacks

Complexity
and Number
of Exposed

Applications

Propagation
and Creation

Speed

Opportunity
to Exploit

100 vulnerabilities
source code, CLI based
+1mio Internet users

+4000 vulnerabilities
GUI, WYSIWYG
+600mio Internet users
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Emerging Speed of Network Attacks

1980s-1990s
Usually had weeks or months

to put defense in place.

2000-2002
Attacks progressed over hours, time

to assess danger and impact.
Time to implement defense.

2003-Future
Attacks progress on the timeline

of seconds.

SQL Slammer Worm:
Doubled every 8.5 seconds
After 3 min : 55M scans/sec

1Gb Link is saturated after one minute

In 1/2 the time it took to read this 
slide, your network

And all of your applications would 
have become unreachable!

SQL Slammer was a warning.
Newer “ Flash” worms are

exponentially faster.
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Threat Levels Escalating

• Magnitude of infrastructure threats increasing

• Rapid worldwide propagation of attacks

• Current point product solutions can’t keep up
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Innovative Approach
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Approach to Security Must Change

A Collaborative Systems Approach

PAST NEEDED NOW

Standalone

Point Product

Reactive  Automated, Proactive

Integrated, 
Multiple Layers

Network / 
End-Point System
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Self-Defending Network Solution

INDUSTRY 
COLLABORATION

INTEGRATED 
SECURITY

SYSTEM LEVEL 
SOLUTION

Secure Connectivity
Threat Defense 

Trust and Identity

Network Admission
Control Program

Dynamically identify, 
prevent, and respond 

to threats

Multi-phased initiative                                     
to dramatically improve                                   

the network’s ability                                               
to identify, prevent, and adapt                             

to threats
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The Network as the Human Body

• IT infrastructure (and network) needs 
to operate same as human body…

• Viruses… ever-present fact of life

We carry them with us

We pick them up from all sorts of contact

• Human body functions at high level 
even though we carry viruses and 
disease 

• Self-Defending Network modeled 
around Autoimmune concept
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Internet Worm Infection

Branch

Internet
Data Center

• Self propagating worms continue to disrupt business, causing 
downtime and continual patching

• Locating and isolating infected systems is time and resource intensive

• Multiple types of users, access methods, and endpoints compound the 
problem

Remote
User

Attack vectors can 
come from anywhere

LAN

Wireless
LAN
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Ideal Solution: An Integrated System

Branch

Policy 
Servers

InternetDeny!

Remote
User

• Multiple components are required for a complete solution
• Endpoint Security solutions knows security condition: 

type/compliance/etc
• Policy Servers know compliance/access rules
• Network access devices (routers, switches) enforce admission policy

• Virus/worm prevention and containment requires industry collaboration 

Compliant 
Endpoint:

Admit!

Non-Compliant 
Endpoint:

Quarantine!
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Internet

Network Access Devices
Ubiquitous, Quarantine services, Transparency

• Ensure hosts comply to corporate 
policy (such as AV policy) before 
they can pass traffic to the network

– Prevent attacks that start as 
soon as the device connects

– Enforce on the network access 
device - no reliance on the host

– Similar to 802.1x/AAA services

– Isolate/quarantine hosts prior to 
access (L3/4 ACLs & L2 VLANS)

• Ensure all ways into and out of the 
network are covered

– Cover wired, wireless, L3 
gateways, dial-in, and IPsec
remote access

– Provide a consistent approach 
for all methods

Data Center

LAN User

Internet

Remote Access

Branch Office

Telecommute

Wireless User

Internet
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Network Admission Control Elements

AV Policy ServerAV Policy ServerNetwork Network 
Access DeviceAccess Device

Policy/ Policy/ 
AAA AAA 

ServerServer

Security Policy 
Enforcement

Security Policy 
Creation

AV Policy 
Evaluation

Anti-
Virus 
client

Cisco 
Security 
Agent

Cisco Trust 
Agent

Based on endpoint security posture, appropriate 
admission policy will be enforced in the network

Permit
Deny
Quarantine
Remediate

Endpoint Endpoint 
Security Security 
SoftwareSoftware

+ ++

Security Credential Checking
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Network, Hosts, and Policy are Symbiotic
Antivirus is just the beginning…

• Initial focus on AV and OS/patches
– Extensible model for host to network validation

– Ensuring host OS patch and AV policy compliance

– Built with Antivirus co-sponsors NAI, Symantec, 
TrendMicro

– Support Microsoft Windows NT, XP, 2000 

– Use Cisco Trust Agent for comms, brokerage, and 
security

– To be distributed by Cisco and partners, potentially 
bundled with AV solutions

• Expand to include other apps & policies
– Security software: Personal firewall, HIPS

– Application software: MS Office

– Policies: no Kazaa

• Support wider range of platforms
– Linux, Solaris, and other OSes will follow

Broker & Security

AV Client CSA Any App

Comms: L2/3 Service

EAP/TLV API

EAP/UDP EAP/802.1X

Cisco Trust 
Agent
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Network Admission Control Solution

NAC Solution: Leverage the network to 
intelligently enforce access privileges 
based on endpoint security posture

Validates Validates allall hostshosts

Ubiquitous solution for Ubiquitous solution for allall
connection methodsconnection methods

Quarantine & remediation Quarantine & remediation 
servicesservices

Leverages investments in Leverages investments in 
network and AV solutionsnetwork and AV solutions

Scalability DeploymentScalability Deployment

NAC Characteristics:

Policy 
(AAA) 
Sever

AV 
Server

Hosts 
Attempting 

Network 
Access

Network 
Access 
Devices

Policy Server 
Decision 
Points

Credentials Credentials

EAP/UDP,

EAP/802.1x

RADIUS

Credentials

HTTPS

Access 
Rights

Notification

Cisco Trust 
Agent

1 2

4

5

6

2a

Comply?

Enforcement

3
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Initial Component DetailsInitial Component Details

• NAC-Enabled Applications
Cisco Security Agent

NAI McAfee Antivirus

Symantec Antivirus

Trend Micro Antivirus

• Cisco Trust Agent
No cost component

Support for Windows 2000, XP and NT

To be distributed by Cisco and partners, potentially 
bundled with AV solutions

• AAA Server - Cisco ACS v3.3

• Monitoring & Reporting - CiscoWorks SIMS
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ESS
Subsys

Announced: Unified User Provisioning
IBM & Cisco

TIM
Agent

Provisioning 
Policy

User
Role

IBM Tivoli Identity 
Manager

Cisco Secure Access 
Control Server

Integrating Network Users into the User Provisioning 
System to improve security and lower costs

Cisco VPN Concentrator
Cisco IOS® Router

Cisco Catalyst® Switch
Cisco PIX® Firewall

IBM 
ThinkPad®

Cisco VPN Client
Cisco Security Agent

Wireless
Cisco IOS Routers
VPNs
Firewalls
Dial up & DSL
Cable Access
Storage
Content
VoIP
802.1x

VPN
Client

383838© 2004 Cisco Systems, Inc. All rights reserved.fmajstor@cisco.com

Announced: Tivoli & Cisco NAC
Extending Admission Control to Applications & Software

Hosts 
Attempting 

Network Access

Security Credential Checking

Cisco Network 
Access Device

Security Policy 
Enforcement

Cisco Policy 
Server

Security Policy 
Creation

Endpoint Policy 
Evaluation

Anti-
Virus 
client

Cisco 
Security 
Agent

Cisco 
Trust 
Agent

• Extends Cisco NAC beyond endpoint security posture to include 
application and software status

• Leverages existing customer investment in Tivoli and Cisco products
• Provides foundation for endpoint remediation

Tivoli 
Software 

Agent

Tivoli Policy 
Server Solutions
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Network Admission Control Benefits

One Integrated System:

• Endpoint Security Solutions know security condition

• Policy Servers know compliance / access rules

• Network Access Devices enforce admission policy
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Summary
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Security EvolutionSecurity Evolution

FutureFuture

TodayToday

YesterdayYesterday

StartingStarting
PointPoint

SelfSelf--Defending NetworksDefending Networks

Integrated SecurityIntegrated Security
(Security integrated throughout the Network)

Point Security TechnologiesPoint Security Technologies
(FW, VPN, IDS, Authentication)

Open InternetOpen Internet

424242© 2004 Cisco Systems, Inc. All rights reserved.fmajstor@cisco.com

Q & A
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