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4129 vulnerabilities reported in 2002

® To read the vulnerability description:

Content Scanner

4129 x 20 min. to read = 172 days in reading! :
iti i IDS NET { Antivirus

= Suppose 10% pertain to your environment: Traditi OI:]aI Prevention vantorng e of (1Y :

413 vuls x 1 hour to install = 51 days to install patches Mechanisms s 5

(per machineY) ROUTER j 3 -

Packet Filter

= Just to read security news and patch a single system: freemtee i Antivirus

172+ 51 = 223 days (52X 5 =26011) e s

Aaeicnion
Even a 1% “hit rate” and 5 minutes to read new bulletins will Encryption
cost almost 45 days, or about 20% of a perfectly efficient

administrator.
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Networks of the today ,

Characteristics

«Distributed Internet
connections

+Need to open up data
centers for more
ubiquitous access

«Dramatic increase in
employee mobility

Increased use of new
campus technologies
like WLAN & IPT that

provide more network
access methods

+Growing damage due
to viruses & worms

Evolution

..to fight against today’s attacks?

Propagation @
and Creation

Speed

Attack
Complexity & Open Defaults

Opportunity 100 vulnerabilities
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b@mi “Blended” Attacks

— +4000 vulnerabilities

to Exploit source code, CLI based GUI, WYSIWYG
+1mio Internet users +600mio Internet users
Complexity - EE &
and Number E @ napste:
of Exposed e
Applications
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Emerging Speed of Network Attacks
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1980s-1990s 2000-2002 2003-Future
Usually had weeks or months Attacks progressed over hours, time " .
to put defense in place. to assess danger and impact. Attacks p“;?’:;cso‘r":s‘f“e timeline

Time to implement defense.

SQL Slammer Worm:
Doubled every 85 seconds
After 3 min : 55M scans/sec

1Gb Link is saturated after one minute

In 1/2 the time it took to read this
slide, your network

And all of your applications would

have become unreachable!

Threat Levels Escalating

* Magnitude of infrastructure threats increasing
» Rapid worldwide propagation of attacks

« Current point product solutions can’t keep up
“Seconds

. St Minutes
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1980s 1990s Today Future

Innovative Approach
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Problem Solving

“We can't solve problems by using the
same kind of thinking we used when
we created them.”

Albert Einstein

Approach to Security Must Change

 Ciscocom |

NEEDED NOW

Automated, Proac
Integrated,
Multiple Layers

Network /
End-Point System

A Collaborative Systems Approach
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Security Solution

_~ Multi-phased initiative
to dramatically improve
the network’s ability

W

to identify, prevent, and adapt

INTEGRATED
SECURITY
Secure Connectivity

Threat Defense
Trust and Identity

to threats

STEM LEVEL
SOLUTION
Dynamically identify,
prevent, and respond
to threats
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The Network as the Human Bodx

« IT infrastructure (and network) needs
to operate same as human body... Q

« Viruses... ever-present fact of life
We carry them with us
We pick them up from all sorts of contact
« Human body functions at high level
even though we carry viruses and
disease

« Self-Defending Network modeled
around Autoimmune concept




Internet Worm Infection
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Q %% Remote
User
Attack vectors can
come from anywhere

Internet

- Self propagating worms continue to disrupt business, causing
downtime and continual patching

 Locating and isolating infected systems is time and resource intensive

 Multiple types of users, access methods, and endpoints compound the
problel
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Network Admission Control

1. Non-compliant endpoint 2. Connection allowed 3. Infection spreads;
endpoints exposed

attempts connection

Corporate Net )
AN

=

Ideal Solution: An Integrated sttem

Compliant Polic _
Endpoint: Servgrs % Sggote

Non-Compliant Internet

Endpoint: I
Quarantine! I

« Multiple components are required for a complete solution

« Endpoint S_ecurit)/ solutions knows security condition:
type/compliance/et:

« Policy Servers know compliance/access rules
« Network access devices (routers, switches) enforce admission policy

« Virus/worm prevention and containment requires industry collaboration

Cisco Secure 2004 Warsaw 2004 Cisco Systams, nc. Al righis reserve 21

Network Access Devices
Ubiquitous, Quarantine services, Transparency

+ Ensure hosts comply to corporate
policy (such as AV policy) before
they can pass traffic to the network

Prevent attacks that start as

LAN User B e — @
=
soon as the device connects
— Enforce on the network access

— as
Data Center ‘ -,l;'
device - no reliance on the host
Wireless User g i —  Similar to 802.1x/AAA services
— Isolate/quarantine hosts prior to
access (L3/4 ACLs & L2 VLANS)
Branch Office g < >
« Ensure all ways into and out of the
network are covered
Remote Access @ EE - Cover wired, wireless, L3
— gateways, dial-in, and IPsec

remote access

— Provide a consistent approach
for all methods

Network Admission Control Elements

Endpoint ) .
Security + Network + Policy/ 4 AV Policy Server
Software Access Device AAA

Server

Anti-
Virus
client

Security Credential Checking___

.
2y B
A0t Permit I

Deny
Quarantine
Remediate
Security Policy Security Policy AV Policy
Enforcement Creation Evaluation

Based on endpoint security posture, appropriate
admission policy will be enforced in the network

Network Admission Control at work

1. Non-compliant endpoint 2. Quarantine 3. Infection containment;
attempts connection remediation endpoints secured

/® Corporate Net )

Remediation

CAMPUS

'\Quarantine VLAN
N——

Policy Validation Layers
Flexible credentials, Multi-vendor, Trust model, Scalability

. Endpoint device credentials evaluated by

Endpoint policy infrastructure
Devices

*  Network provides transport and

LAN i
i:zﬂeoslse Access  Wireless enforcement service

. Extensible model, seamless to network
devices

. Ensure security through authentication of
Network credential requestor and encrypting the
Devices information

tunnel for
credential
exchange

«  Allow policy servers to evaluate their
client application credentials for
compliance (e.g. AV policy server
evaluates AV credentials

. Provide scalable environment
Policy —  Centralize the AAA function

Infrastructure —  Provide ‘exception’ handling for non-

responsive hosts (printers, old machines)

Network, Hosts, and Policy are Symbiotic
Antivirus is just the beginning...
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Initial focus on AV and OS/patches
— Extensible model for host to network validation
\.)[\lsmg'rsks ’symamecn — Ensuring host OS patch and AV policy compliance
— Built with Antivirus co-sponsors NAI, Symantec,
TrendMicro
e . )
— Support Microsoft Windows NT, XP, 2000

— Use Cisco Trust Agent for comms, brokerage, and
security

- — To be distributed by Cisco and partners, potentially
aVAClent) CSA  [NATVIZDR) bundled with AV solutions

Comms: L2/3 Service « Expand to include other apps & policies
EAP/UDP EAP/802.1X, — Security software: Personal firewall, HIPS
— Application software: MS Office
Cisco Trust — Policies: no Kazaa
Agent

« Support wider range of platforms
— Linux, Solaris, and other OSes will follow

Network Admission Control Solution

Cisco.com

NAC Solution: Leverage the network to
intelligently enforce access privileges
based on endpoint security posture

NAC Characteristics:

Ubiguitous solution; for all
connection methods

Hosts Network Policy Server Validates all hosts
Attempting Access Decision
Network Devices Points L i i
Access =7 everages investmentsin
o) 5y Policy network and AV solutions
uarantine & remediation
EAPIUDP, services
EAPIBO02.1x Scalability Deployment
)
Cisco Trust

Agent




Initial Component Details

* NAC-Enabled Applications
Cisco Security Agent
NAI McAfee Antivirus
Symantec Antivirus
Trend Micro Antivirus

e Cisco Trust Agent
No cost component
Support for Windows 2000, XP and NT

To be distributed by Cisco and partners, potentially
bundled with AV solutions

* AAA Server - Cisco ACSv3.3
* Monitoring & Reporting — CiscoWorks SIMS

Announced: Unified User Provisioning
IBM & Cisco

IBM Tivoli Identity

Integrating Network Users into the User Provisioning Manager

System to improve security and lower costs

3 -»% = [ = (P

r
Use Role

IBM

ThinkPad® CiscoSystims
I — ] Wireless
- Cisco 10S Routers

VPNs

Firewalls

~Cisco VPN Concentrator
Cisco I0S® Router

Cisco Catalyst® Switch
Cisco PIX® Firewall

Cisco VPN Client

Cisco Security Agent Cisco Secure Access

Control Server

Announced: Tivoli & Cisco NAC

Extending Admission Control to Applications & Software

Hosts .
Attempting Cisco Network Cisco Policy Tivoli Policy
Network Access Access Device Server Server Solutions
Anti- —4
Virus il
client Be
75
Cisco Cisco =
Security Trust = -
E Agent Agent @ = =
Tivoli = = = = = =
Software Security Policy Security Policy Endpoint Policy
Agent Enforcement Creation Evaluation

* Extends Cisco NAC beyond endpoint security posture to include
application and software status

* Leverages existing customer investment in Tivoli and Cisco products

¢ Provides foundation for endpoint remediation

Network Admission Control Benefits

One Integrated System:

» Endpoint Security Solutions know security condition
< Policy Servers know compliance / access rules

« Network Access Devices enforce admission policy
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Security Evolution

i Self-Defending Networks

=) Integrated Security

(Security integrated throughout the Network)

|$ Point Security Tech_nologies '.}
(FW, VPN, IDS, Authentication) E

2003 Cisco Syt
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Virus Control and Patch Management:
Balancing Protection and Resources

Franjo Majstor
EMEA Consulting Engineer
Cisco Systems, Inc.
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