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Fr a n jo  M a js t o r

E M E A  C o n s u ltin g  E n g in e e r

C is c o  S y s te m s , In c .

fm a js to r @ c is c o .c o m

IP s e c V P N  M a d e  E a s y
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A g e n d a

• V P N  D e p lo y m e n t &  M a n a g e m e n t Ch a lle n g e s

• T e c h n o lo g y  b a c k g r o u n d

• Cis c o  E a s y  V P N  S o lu tio n

• Q & A
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A  S ta r  T o p o lo g y  IP s e c V P N

1 9 2 .1 6 8 .1 0 0 .0

1 7 2 .2 1 .1 1 4 .0

1 7 2 .2 1 .1 1 5 .0

.1 .2

.2

Ch a r lie

IP S e cIP S e c

1 7 2 .2 1 .1 1 6 .0

.1

.1

.2IP S e cIP S e c

F a m o u s

IP S e cIP S e c

D e te c tiv e

1 9 2 .1 6 8 .1 5 0 .0

H Q
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S ta r  T o p o lo g y Ce n tr a l S ite  R o u te r  

! Let’s be courageous and let’s define
! One crypto map entry per remote peer
! ...
crypto map HQ 10 ipsec-isakmp  
set peer 172.21.115.2
set transform-set encrypt-des 
match address 101

crypto map HQ 20 ipsec-isakmp  
set peer 172.21.116.2
set transform-set encrypt-des 
match address 102
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L a r g e  N e tw o r k s : n (n -1 )/2  is s u e

Is  th is  M a n a g e a b le ?
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• H e te r o g e n e o u s  CP E  d e v ic e s  a n d  
c lie n ts

• R e m o te  s ite s  w ith o u t o n -s ite  s u p p o r t

• V P N  t u n n e ls  o v e r  s ta tic  a n d  d y n a m ic  
W A N  c o n n e c tio n s

• S ta tic  &  d y n a m ic  IP  a d d r e s s e s  

• P u s h in g  c o n fig u r a tio n  c h a n g e s  o n c e  
d e p lo y e d

• Co o r d in a tin g  c u s to m  c o n fig u r a tio n , IP  
a d d r e s s  a n d  m ix e d  W A N  e n v ir o n m e n t 
(Ca b le /D S L , P P P o E /h o s tn a m e )

V P N  D e p lo y m e n t &  M a n a g e m e n t Ch a lle n g e s

Co n fig u r a tio n  

? Co n fig u r a tio n  

?

Co n f ig u r a tio n  

?

Co n f ig u r a t io n  

?

IP  
A d d r e s s  

? ?

Ce n tr a l S ite

T e le w o r k e r s

V P N  R e p o s ito ry

V P N  T u n n e ls

M o b ile  
W o rk e r s

S m a ll B ra n c h  O ffic e

In te rn e t
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V P N  T e c h n o lo g y  R e q u ir e m e n ts

E n c a p s u la te  o r ig in a l (g r e e n ) p a c k e t in  a  n e w  p a c k e t (r e d ), tr a v e r s e  
s h a r e d  b a c k b o n e  a n d  r e q u ir e :

• P e r  p a c k e t e n c r y p tio n  a n d  a u th e n tic a tio n

• P r iv a te  a d d r e s s  a s s ig n m e n t

• P r iv a te  s e r v ic e s  a s s ig n m e n t (D N S , W IN S , d o m a in ,..)

• E n d  p o in t a u th e n tic a tio n  (u s e r , d e v ic e )

• N e tw o r k  A d d r e s s  T r a n s la tio n

In te r n e t
E n c r y p te d  IP  T u n n e lE n c r y p te d  IP  T u n n e l

Co r p o r a te
N e tw o r k

IP @  1 9 8 .1 3 3 .2 1 9 .2 5

IP @  1 0 .0 .0 .1 7 IP @  1 0 .0 .0 .X /2 4

IP @  1 4 4 .2 5 4 .2 0 0 .1
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T e c h n o lo g y  b a c k g r o u n d  - IK E  X a u th /M o d e -c fg

Attribute                 Value      Type

=====================     =======    ===================== 
XAUTH-TYPE                16520      Basic
XAUTH-USER-NAME           16521      Variable ASCII string

XAUTH-USER-PASSWORD       16522      Variable ASCII string
XAUTH-PASSCODE            16523      Variable ASCII string
XAUTH-MESSAGE             16524      Variable ASCII string

XAUTH-CHALLENGE           16525      Variable ASCII string
XAUTH-DOMAIN              16526      Variable ASCII string

XAUTH-STATUS              16527      Basic
XAUTH-NEXT-PIN            16528      Variable
XAUTH-ANSWER              16529      Variable ASCII string

...                               ...

IK E  p h a s e  1

IK E  p h a s e  2  - IP s e c S A ’s

x a u th : p r o m p t= “ Ch a lle n g e  1 2 3 D E 4 ”

x a u th : n a m e = “ jo e ”  p s w = “ 1 3 Z D 3 ”

d r a ft-b e a u lie u -ik e -x a u th -0 3 .tx t

M o d e  c o n fig : IP  a d d , D N S , W IN S ,…

d r a ft-d u k e s -ik e -m o d e -c fg -0 3 .tx t

Attribute                 Value   Type       Length

========================= ======= ========== ==============

INTERNAL_IP4_ADDRESS        1     Variable   0 or 4 octets

INTERNAL_IP4_NETMASK        2     Variable   0 or 4 octets

INTERNAL_IP4_DNS            3     Variable   0 or 4 octets

INTERNAL_IP4_NBNS           4     Variable   0 or 4 octets

INTERNAL_ADDRESS_EXPIRY     5     Variable   0 or 4 octets

INTERNAL_IP4_DHCP           6     Variable   0 or 4 octets

APPLICATION_VERSION         7     Variable   0 or more

INTERNAL_IP4_SUBNET        13     Variable   0 or 8 octets

...                                ...

Reserved for future use  16-16383    
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Cis c o  V P N  Clie n ts  

T 1

Ca b le , D S L

S m a ll B r a n c h  O ffic e

Cis c o  8 0 0  / 
u B R 9 0 0

Cis c o  1 7 0 0

CV P N  3 0 0 2

H o m e  O ffic e Cis c o  E a s y  V P N  S e r v e r
A c c e p ts  V P N  c o n n e c tio n  fr o m  
Cis c o  V P N  c lie n ts  a n d  Cis c o  
E a s y  V P N  R e m o te  d e v ic e s  

Cis c o  E a s y  V P N  R e m o te
E lim in a te s  c o m p le x  r e m o te -s id e  
c o n fig u r a tio n  s im p lify in g  V P N  
d e p lo y m e n ts

D ia l-U p

Cis c o  E a s y  V P N  S o lu tio n s  L e v e r a g e s  
Cis c o  U n ifie d  V P N  Clie n t F r a m e w o r k

Cis c o  P IX  5 0 1

H o m e  O f fic e

Ca b le , D S L

In te r n e t
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R e m o te  A c c e s s  U s in g  Cis c o  E a s y  V P N
R e m o te  P C w ith  V P N  Clie n t 3 .x

Cis c o  8 0 0  R o u te r  - E a s y  V P N  R e m o te

Cis c o  9 0 0  R o u te r – E a s y  V P N  R e m o te

Cis c o  1 7 0 0  R o u te r  – E a s y  V P N  R e m o te

Cis c o  V P N  3 0 0 2  H a rd w a r e  Clie n t

Cis c o  P IX  5 0 1  F ir e w a ll - E a s y  V P N  R e m o te

IO S  r o u te r  1 2 .2 (8 )T
E a s y  V P N  S e r v e r

R o u te r s :
1 7 0 0  S e r ie s
2 6 0 0  S e r ie s
3 6 0 0  S e r ie s
7 1 0 0 /7 2 0 0  S e r ie s

S e c u r ity  A p p lia n c e s :
P IX  F ir e w a ll S e r ie s  v 6 .x
CV P N  3 0 0 0  S e r ie s  v 3 .x

CIS CO  E a s y  V P N  S e r v e r s
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E a s y  V P N  F e a tu r e  S u p p o r t

• M o d e  c o n fig u r a tio n  v e r s io n  6  s u p p o r t

• X a u th v e r s io n  6  s u p p o r t

• IK E  D e a d  P e e r  D e te c tio n  (D P D )

• S p lit tu n n e lin g  c o n tr o l

• D y n a m ic  N A T /P A T  c o n fig u r a tio n

• P r o x y  D N S

• G r o u p -b a s e d  p o lic y  c o n tr o l
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S e c u r ity  P o lic y  
r e p o s ito r y

(e .g . Cis c o  V P N  3 /5 0 0 0 )

H Q  

Cis c o  
1 7 0 0

S B O
IK E  m o d e  c o n fig a llo w s  V P N  p a r a m e te r s  

to  b e  p u s h e d  to  a  c lie n t
H QB r a n c h  

O ffic e

V P N  S e r v e rV P N  R e m o te

• In te r n a l IP  A d d r e s s

• In te r n a l N e tw o r k  M a s k

• In te r n a l D N S  S e r v e r

• In te r n a l W IN S  S e r v e r

• S p lit tu n n e lin g

• IP s e c T r a n s fo r m s

In te r n e t

Ce n tr a liz e d  c o n tr o l:

- C o n fig u ra tio n  a n d  
s e c u rity  p o lic y  p u s h e d  
a t th e  tim e  o f th e  V P N  
tu n n e l e s ta b lis h m e n t

D y n a m ic a lly  u p d a te d :

- C e n tra l s e rv ic e s  a n d  
s e c u rity  p o lic y

- O fflo a d  V P N  fu n c tio n  
fro m  lo c a l d e v ic e s

- C lie n t a n d  N e tw o rk  
E x te n s io n m o d e

P u s h  V P N  P o lic y  w ith  Cis c o  E a s y  V P N   
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E a s y  V P N  s e r v e r  - R e v e r s e  R o u te  In je c tio n

In s id e

O u ts id e

P S

• R e m o te c o n n e c ts  to  H S R P  
V IP , a tta c h e s  to P r im a r y  P .

• A fte r  Q M  s u c c e s s , r o u te  to
1 .1 .1 .0 /2 4 c r e a te d  b y  R R I a n d  
a d v e r tis e d  to  in s id e  r o u te r .

• R e tu r n in g  tr a ffic  (fr o m  
in s id e ) d e s tin e d  fo r  1 .1 .1 .0  
is  s e n t v ia  th e  c o r r e c t 
r o u te r . 1 .1 .1 .0 /2 5 5 .2 5 5 .2 5 5 .0

ip r o u te  1 .1 .1 .0  2 5 5 .2 5 5 .2 5 5 .0  P
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IK E  K e e p a liv e s - D e a d  P e e r  D e te c tio n  (D P D )

InternetA p p lic a tio n
S e r v e r

Client

VPN GW

DPD message (R-U-There)

DPD message (R-U-There ACK)

“Worry
Timer”
expires

Receive Data

www.ie tf.o rg /in te rn e t-d ra fts /d ra ft-ie tf-ip s e c -d p d -0 1 .tx t
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Cis c o  E a s y  V P N  R e m o te  In itia tio n  o n  Cis c o  
R o u te r s  &  S e c u r ity  A p p lia n c e s

O p tio n a l u s e r  
in itia tio n  o f Cis c o  

E a s y  V P N  
Co n n e c tio n

1 . Co n fig u r e  B a s ic  Co n n e c tio n
• L A N  In te r fa c e

• W A N  In te r fa c e

• D N S  A d d r e s s

• D H CP  A d d r e s s

• N A T  / P A T  Co n fig u r a tio n  (o p tio n a l)

2 . Co n fig u r e  Cis c o  E a s y  V P N  S p e c ific s
• M o d e  (c lie n t o r  n e tw o r k  e x t.)

• P e e r  a d d r e s s

• V P N  tu n n e l in te r fa c e

• G r o u p  n a m e  a n d  p a s s w o r d

• U s e r  n a m e  a n d  p a s s w o r d

In itia te  D y n a m ic  V P N
1 0 0 %  p r e -c o n fig u r e d  a n d  a u to m a te d  
in itia tio n

O p tio n a l: a d m in  fin a l s e t u p
w ith  W e b , CL I, T e ln e t o r  c o n s o le  

O p tio n a l: u s e r  fin a l s e t u p
(Cis c o  8 0 0  &  u B R 9 0 0 , CV P N  3 0 0 2  
a n d  Cis c o  P IX  5 0 1  F W  o n ly )

• G r o u p  N a m e , G r o u p  
P a s s w o r d , P e e r  IP  A d d r e s s , 
H o s t N a m e

•O p tio n a l: d y n a m ic /o n g o in g  d e v ic e  
a u th e n tic a tio n

A d m in  Co n fig u r e s  
Cis c o  E a s y  V P N  

S e r v e r

Cry p to
IP s e c
1 p  A

In te r n e t
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S im p le  w ith  G U I - E x a m p le  Cis c o  8 0 0  S e r ie s

S e ttin g  u p  Cis c o  E a s y  
V P N  R e m o te

• N o n -te c h n ic a l u s e r s  
c a n  e n a b le  E a s y  V P N  
w ith  s im p le  lo g in  
in fo r m a tio n  p r o v id e d  
b y  IT

• N o  p r e -c o n fig u r a tio n  
r e q u ir e d , s ta n d a r d  
r o u te r  c o n fig u r a tio n  
c a n  b e  u s e d

Cis c o  E a s y  V P N  R e m o te  G U I s u p p o r t o n  Cis c o  8 0 0 , 9 0 0 , Cis c o  
P IX  F ir e w a lls , a n d  CV P N  3 0 0 2

181818©  2 0 0 2 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .IP s e c V P N  M a d e  E a s y , 

S c a la b le  V P N  D e p lo y m e n t &  M a n a g e m e n t

H Q  / IS P

Co n fig u r a tio n

A Co n fig u r a tio n  

A Co n fig u r a tio n  

A

Co n fig u r a tio n  

A

Ce n tr a l S ite

T e le w o r k e rs
V P N  T u n n e ls

S m a ll B r a n c h  O ffic e

M o b ile  
W o r k e rs

In te r n e t

P o lic y  U p d a te s

Cis c o  E a s y  V P N  R e m o te  a n d  S e r v e r

• D y n a m ic  p o lic y  u p d a te s , p u s h e d  
to  e a c h  CP E  a n d  c lie n ts

• D y n a m ic  V P N  t u n n e ls  o v e r  s ta tic  
a n d  d y n a m ic  W A N  c o n n e c tio n s

• D y n a m ic  &  s ta tic  IP  a d d r e s s e s

Cis c o  E a s y  V P N  s e r v e r  o n  
V P N  g a te w a y  w ith  s e c u r ity  
p o lic y  r e p o s ito r y  (Cis c o  
CV P N  3 0 0 0 , Cis c o  IO S  
R o u te r , P IX  F ir e w a ll)
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S u m m a r y  - Cis c o  E a s y  V P N  B e n e fits

• S tr e a m lin e s  V P N  d e p lo y m e n ts  fo r  r e m o te  
o ffic e s  a n d  te le w o r k e r s

• S im p lifie s  o n -g o in g  V P N  m a n a g e m e n t

• E n s u r e s  a n d  a p p lie s  u p -to -d a te  p o lic ie s  b e fo r e  
c o n n e c tio n s  a r e  e s ta b lis h e d

• R e m o v e s  c o m p le x  r e m o te -s id e  a d m in is tr a tio n  
b u r d e n  

• P r o v id e s  a  c o n s is te n t  p o lic y , k e y  m a n a g e m e n t 
a n d  s y s te m  m a n a g e m e n t a p p r o a c h  fo r  a ll Cis c o  
V P N  CP E  d e v ic e s  - r o u te r s , s e c u r ity  a p p lia n c e s  
a n d  s o ftw a r e  c lie n ts
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Q u e s tio n s ?
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IP s e cIP s e c V P N  M a d e  E a s yV P N  M a d e  E a s y
fm a js to r @ c is c o .c o m

T h a n k  y o u !T h a n k  y o u !
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