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- All implementations required to support authentication
and encryption headers (AH and ESP of IPsec)

Authentication separate from encryption for use
in situations where encryption is prohibited or
prohibitively expensive

- Key distribution protocols are under development
(independent of IP v4/v6)

+ Support for manual key configuration required

Authentication Header (AH)
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Next Header | Hdr Ext Len | Reserved
Security Parameters Index (SPI)
Sequence Number

- Authentication Data =

- Destination Address + SPI identifies security
association state (key, lifetime, algorithm, etc.)

- Provides origin authentication, data integrity and anti-
replay protection for all fields of IPv6 packet that do not
change en-route

- Default algorithms are MD5/SHA-1

Encapsulating Security Payload (ESP)

Cisco.com

Security Parameters Index (SPI)
Sequence Number

Payload

il [Padding Length] Next Header

- Authentication Data =

- Provides origin authentication, data integrity, anti-
replay protection and confidentiality of the IPv6 packet
payload

+ Default algorithms are DES/3DES, MD-5,SHA-1
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What else does IPv6 for Security?
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- Security
— Nothing IP4 doesn’t do - IPsec runs in both
and IPv6 mandates IPsec implementation.

— Does a lot dynamically on L3 (via ICMP),
hence remove part of L2 problems, right?

— Supports “privacy” addressing scheme
— Migration via dual stacks!

IPv6 Security Exposures...
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+ Autoconfiguration

— stateless configuration and discovery, contradicting
requirements with security

+ ICMPv6 protected by IPsec

— security bootstrap problem

- DAD

— duplicate address detection mechanism

Stateless autoconfiguration
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E ICMP w/o IPsec
A - @ AH& gives exactly
— 1Rs 5 RA‘ same level of
— <=8 ] security as ARP for
1. RS: 5 RA IPv4 (none)
- T Bootstrap security
ICMP Type = 133 ICMP Type =134 problem!
Sre =z Src = Router Link  Potential solution:
Dst = All-Routers multicast Dst = All-nod 802.1x on L2.
Address st = All-nodes uravust wuwwrvos

Data= options, prefix, lifetime,

=pl RA
query= please send autoconfig flag

Router solicitation are sent by booting nodes to request
RAs for configuring the interfaces.

Neighbor Discovery - Neighbor Solicitation
4 I
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Ll

Security
mechanisms built
into discovery
protocol <> None.

ICMP type =135 Bootstrap security
Src=A problem!

Dst = Solicited-node multicast of B
Data = link-layer address of A
Query = what is your link address?

Potential solution:
802.1x on L2.

ICMP type = 136

Src=B

Dst=A

Data = link-layer address of B

A and B can now exchan
packets on this link

DAD (Duplicate Address Detection)
| I
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From RFC 2462:

« If a duplicate @

is discovered ...

the address cannot

ICMP type = 135 be assigned to the

Src=0 (:x) interface...»

Dst = Solicited-node multicast of n

Data = link-layer address of A @ @ UHERIE TED

Query = what is your link address? Hacabihalince
- : you want to DoS

and fabricate its

@ IPv6 @
 Duplicate Address Detection (DAD) uses
neighbor solicitation to verify the existence of an
address to be configured.

Neighbor Discovery - Redirect
4 I
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g In IPv4: « no ip icmp redirect »
@ ’g In IPV6: « no ipv6 redirect »
— °

1

I Src=A

R1 Dst IP = 3FFE:B00:C18:2::1
? Dst Ethernet = R2 (default router)
a® Redirect:
( Src = R2
Dst=A

3FFE:B00:C18:2::/64 Data = good router = R1

+ Redirect is used by a router to signal the reroute
of a packet to a better router.




IPv4: Source Routing Security Problem

IPv4 Spoofing Using Source Routing

Add. | Add. left routing in IPv4

~

« Cannot be turned

A->B A B 2 off (like o ip

Packet source-route’ in

i - IPv4) cause it is
hﬂow'I:‘gh B¢ A ¢ 1 REQUIRED for
! ;thjv%or:( © mobile IPv6 !»
C¢->D A D 0 Solution: Use

extended ACL (if
mobile IPv6 not
required)

C‘ISCD com C‘ISCD com
Bis a friend In IPv4: - router
B allow access configurable command
«no ip source-route»
solves the problem.
Cc Re Cc
1A>B via Ra, Re,C "~
Back traffic uses the same source route
IPv6 Routing Header IPv6 Routing Header
[ Cisco.com [ Cisco.com
N (== 3ffe:0b00:0:0::1 3ffe:0b00:0:1::1 3ffe:0b00:0:2::1
lext header = 43 IPv6 basic head S
Routing header isntiasnneli —— S
- “Reuting header
7 Routing header TTee o 3ffe:0b00:0:3::1
3ffe:0b00:0:5::1 3ffe:0b00:0:6::1
* Routing header is:
An extension header.
Processed by the listed intermediate routers. * Routing type 0: Routers list = 3ffe:0b00:0:1::1, 3ffe:0b00:0:3::1
IPv6 Routing Header (cont.) Mobile IP - security still work in progress
1 Cisco.com [— ~ Cisco.com
Home Agent S— o
IPv6 header fields  Routing @ Destination Node
- Routing header ~ —
Src. | Dest. | Seg F IPv6 © Source \ Mobility and

. security elements
NotPoss  t mobile IPv6
still work in
progress...
(MIPv6 draft 18/19
authentication).

2001:2:a010::5

2001:2:a010::5

+ Mobility means:
Mobile devices are fully supported while moving
Built-in on IPv6
Any node can use it
Efficient routing means performance for end-users
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IPv4 Normal Fragmentation/Reassembly

IPv4 Reassembly Attack

This section covers:

& Introduction to IPYG

Windows XP features

© Important
* The Ious ceh his release contains prerelease code and is

mercial use Jhis software is made available for

production nviror crosoft is not responsible for v
code or for the results vour use of the code, and Mic
provide any level of technical support for IPV6 in this rele
support is avaisble from the

microsoft. public platformssdk.networking. pvé newsgroup found at
msnews.microseft.com.

ST o L Cisco.com
Received from the network: Received from the network:
TL=500, FO=0 TL=1020, FO=0
TL=360, FO=960 ... 64 IP fragments with data length 1000 ...
TL=500, FO=480 TL=1020, FO=65000
BUG: buffer exceeded
R bly buffer, 65.535 bytes R bly buffer, 65.535 bytes
Kernel memory at destination host Kernel memory at destination host
Fragment Header - IPv6 ICMPv6
e e L o L L At Cisco.com
Next header = 58 .
Next header = 44 IPV6 basic head ICMPV6 packet IPv6ba5|cheader
Fragment header V6 basic header - - TCNPVE packet
er 3 S— .- SO
//’ R - ICMPv6 packet Te-a
- Fragment header -~
+ ICMPV6 is similar to IPv4:
+ In IPv6 fragmentation is done ONLY by the end Provides diagnostic and error messages
system Is used for path MTU discovery
- Reassembly done by end system like in IPv4 Runns on top of IPv6!
IPv6 protocol for MS WinXP (DiscLAIMER!) IPv6 & MS 2K/XP
ST T o L Cisco.com
@) el il Jippon Senter a3 C:\>ipv6 -2
Qsm - O « <% pdd to Favarites éﬂ Change Yiew o Brink... " usage: ipvé [-v] if [ifindex]
— ipvé [-p] ifer v6év4 vdsrc v4dst [nd] [pmld]
My ipvé [-p] ifcr 6overd vasrc
IPv6 overview I

ipv6é nc [ifindex [address]]
ipv6 ncf [ifindex [address]]
ipv6é rc [ifindex address]
ipv6é rcf [ifindex [address]]
ipvé bc

ipv6 [-p] rtu prefix ifindex[/address] [life valid[/pref]]
[preference P] [publish] [age] [spl SitePrefixLength]

ipvé install

ipv6 uninstall




IPv6 protocol for Win

XP/2K features
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6to4 tunneling (rFc 3056)
ISATAP

- ic Tunnel A ing Protocol

— (draft-ietf-ngtrans-isatap-00.txt)

6over4 tunneling (RFc 2529)

Anonymous addresses (64-bit rnd) [privacy]

Site prefixes in router advertisements

DNS support (rFc 1886)

IPsec support (AH-MD5, Null-ESP, ESP-MD5 auth*only*) [integrity, auth]
Static router support (ipvé rtu)

Application support (iExpiorer, teinet, ftp, pings, tracert6, RPC)

Sysioms, . Al g rosarvc 25
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IPv6-enabled
Application Application
Frame
<= =
0x86dd Protocol ID

Data Link (Ethernet) Data Link (Ethernet)

+ Dual stack node means:
Both IPv4 and IPv6 stacks enabled
Applications can talk to both
Choice of the IPv4 or IPv6 is based on name lookup and app. preference

frrajstor@cisco.com, IPYS Secusily @ 2002, Cisco Systams, . All g reservec, 2

Cisco.com

If the VPN policy
allows no split
tuneling, does
192.168.x.y the dual stack
approach
supports it?

3ffe:b00::1 o
192.168.x.z )

s

+ In a dual stack case & VPN tunnel with non-split
tunnelling policy:

IPv6 vs. IPv4 Security Summary
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IPvé6 Solution

Service IPv4 Solution
Routeriorrend'inode can Onlyendnodes can

fragment fragment

Eragmentation

Routing|Hdrreguired

Could be disabled for Mobile IPv6

Sourcerouting

ICMP Redirection nojiplicmp redirect: noipv6 redirect

Duplicate addressing No protection| No protection|

Privacy Layer:3 Layer:2-3)
- All IPv4 traffic is non-split tunnelled through VPN tunnel
- All IPv6 traffic is going out (and in) in the clear as a policy Integ/Auth/Confid: Poas Iposs dandaisd
violation(?)
Questions? Thank you!
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