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A r e  th e  s e c u r ity  is s u e s  o f IP v 4  
r e s o lv e d  w ith  IP v 6 ?

Fr a n jo  M a js t o r

E M E A  C o n s u ltin g  E n g in e e r

C is c o  S y s te m s , In c .

fm a js to r @ c is c o .c o m
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A g e n d a

• IP v 6  P r o to c o l S e c u r ity

• IP v 4  v s  IP v 6  S e c u r ity

• M S  W in d o w s  2 K /X P  a n d IP v 6

• S u m m a r y
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IP v 6  &  S e c u r ity

• A ll im p le m e n ta tio n s  r e q u ir e d  to  s u p p o r t a u th e n tic a tio n  
a n d  e n c r y p tio n  h e a d e r s  (A H  a n d  E S P  o f IP s e c )

• A u th e n tic a tio n  s e p a r a te  fr o m  e n c r y p tio n  fo r  u s e
in  s itu a tio n s  w h e r e  e n c r y p tio n  is  p r o h ib ite d  o r  
p r o h ib itiv e ly  e x p e n s iv e

• K e y  d is tr ib u tio n  p r o to c o ls  a r e  u n d e r  d e v e lo p m e n t 
(in d e p e n d e n t o f IP  v 4 /v 6 )

• S u p p o r t fo r  m a n u a l k e y  c o n fig u r a tio n  r e q u ir e d
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A u th e n tic a tio n  H e a d e r (A H )

• D e s tin a tio n  A d d r e s s  +  S P I id e n tifie s  s e c u r ity  
a s s o c ia tio n  s ta te  (k e y , life tim e , a lg o r ith m , e tc .)

• P r o v id e s  o r ig in  o r ig in  a u th e n tic a tio na u th e n tic a tio n , d a ta  in te g r ityd a ta  in te g r ity a n d  a n tia n ti--
r e p la y  p r o te c tio nr e p la y  p r o te c tio n fo r  a ll fie ld s  o f IP v 6  p a c k e t th a t d o  n o t 
c h a n g e  e n -r o u te

• D e fa u lt a lg o r ith m s  a r e M D 5 /S H A -1

N e x t H e a d e r H d r E x t L e n

S e c u r ity  P a r a m e te r s  In d e x  (S P I)

R e s e r v e d

S e q u e n c e  N u m b e r

A u th e n tic a tio n  D a ta
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E n c a p s u la tin g  S e c u r ity  P a y lo a d  (E S P )

P a y lo a d

N e x t H e a d e r

S e c u r ity  P a r a m e te r s  In d e x  (S P I)
S e q u e n c e  N u m b e r

A u th e n tic a tio n  D a ta

P a d d in g  L e n g th
P a d d in g

• P r o v id e s  o r ig in  o r ig in  a u th e n tic a tio na u th e n tic a tio n , d a ta  in te g r ityd a ta  in te g r ity , a n tia n ti--
r e p la y  p r o te c tio nr e p la y  p r o te c tio n a n d  c o n fid e n tia lityc o n fid e n tia lity o f th e  IP v 6  p a c k e t 
p a y lo a d

• D e fa u lt a lg o r ith m s a r e D E S /3 D E S , M D -5 ,S H A -1
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W h a t e ls e  d o e s  IP v 6  fo r  S e c u r ity ?

• S e c u r ity
– N o th in g  IP 4  d o e s n ’t d o  - IP s e c r u n s  in  b o th

a n d IP v 6  m a n d a te sm a n d a te s IP s e c im p le m e n ta tio n .

– D o e s  a  lo t d y n a m ic a lly  o n  L 3  (v ia  IC M P ), 
h e n c e  r e m o v e  p a r t o f L 2  p r o b le m s , r ig h t?

– S u p p o r ts  “ p r iv a c y ”  a d d r e s s in g  s c h e m e

– M ig r a tio n  v ia  d u a l s ta c k s !
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IP v 6  S e c u r ity  E x p o s u r e s …

• A u to c o n fig u r a tio n
– sta te le ss c o n fig u ra tio n  a n d  d isc o v e ry , c o n tra d ic tin g  
re q u ire m e n ts w ith  se c u rity

• IC M P v 6  p r o te c te d  b y  IP s e c
– se c u rity  b o o tstra p  p ro b le m

• D A D  
– d u p lic a te  a d d re ss d e te c tio n m e c h a n ism
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S ta te le s s  a u to c o n fig u r a tio n

R o u te r  R o u te r  s o lic ita tio ns o lic ita tio n a r e  s e n t b y  a r e  s e n t b y  b o o tin gb o o tin g n o d e sn o d e s to  to  r e q u e s tr e q u e s t
R A sR A s fo r  fo r  c o n fig u r in gc o n fig u r in g th eth e in te r fa c e s .in te r fa c e s .

1. R S :

IC M P  T y p e  =  13 3

S r c =  ::

D s t =  A ll-R o u te r s m u ltic a s t
A d d r e s s

q u e r y =  p le a s e s e n d R A

2 . R A2 . R A1. R S

2 . R A :

IC M P  T y p e  =  13 4

S r c =  R o u te r  L in k -lo c a l A d d r e s s

D s t =  A ll-n o d e s m u ltic a s t a d d r e s s

D a ta =  o p tio n s , p r e fix , life tim e , 
a u to c o n fig fla g

IC M P  w /o  IP s e c
A H

�
g iv e s e x a c tly

s a m e le v e l o f
s e c u r ity a s  A R P  fo r  
IP v 4  (n o n e )

B o o ts tr a p s e c u r ity
p r o b le m !

P o te n tia l s o lu tio n :  
8 0 2 .1x  o n  L 2 .
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N e ig h b o r  D is c o v e r y  - N e ig h b o r  S o lic ita tio n

IC M P  ty p e  =  13 5                              
S r c =  A                                             
D s t =  S o lic ite d -n o d e m u ltic a s t o f B  
D a ta  =  lin k -la y e r a d d r e s s o f A                                 
Q u e r y =  w h a t is y o u r lin k a d d r e s s ?  

A B

IC M P  ty p e  =  13 6                              
S r c =  B                                             
D s t =  A                                            
D a ta  =  lin k -la y e r a d d r e s s o f B

A  a n d B  c a n n o w e x c h a n g e
p a c k e ts o n  th is lin k

S e c u r ity
m e c h a n is m s b u ilt
in to d is c o v e r y
p r o to c o l

�
N o n e .

B o o ts tr a p s e c u r ity
p r o b le m !

P o te n tia l s o lu tio n :  
8 0 2 .1x  o n  L 2 . 
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D A D  (D u p lic a te  A d d r e s s  D e te c tio n )

IC M P  ty p e  =  13 5                              
S r c =  0   (:: )                                           
D s t =  S o lic ite d -n o d e m u ltic a s t o f A
D a ta  =  lin k -la y e r a d d r e s s o f A                                 
Q u e r y =  w h a t is y o u r lin k a d d r e s s ?  

A B

• D u p lic a te  A d d r e s s  D e te c tio n  (D A D ) u s e s  
n e ig h b o r  s o lic ita tio n  to  v e r ify  th e  e x is te n c e  o f a n  
a d d r e s s  to  b e  c o n fig u r e d .

F r o m R F C  2 4 6 2 :

« If a  d u p lic a te  @  
is d is c o v e r e d …  
th e a d d r e s s c a n n o t
b e a s s ig n e d to  th e
in te r fa c e … »

�
W h a t if:  U s e  

M A C @  o f th e n o d e
y o u w a n t to  D o S
a n d fa b r ic a te its
IP v 6  @
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N e ig h b o r D is c o v e r y - R e d ir e c t

• R e d ir e c t is u s e d b y  a  r o u te r  to  s ig n a l th e r e r o u te
o f a  p a c k e t to  a  b e tte r r o u te r .

R e d ir e c t:
S r c =  R 2
D s t =  A
D a ta  =  g o o d r o u te r  =  R 13 F F E :B 0 0 : C 18 :2 ::/6 4

R 1

R 2A B

S r c =  A                                            
D s t IP  =  3 F F E : B 0 0 :C 18 :2 ::1                  
D s t E th e r n e t  =  R 2  (d e fa u lt r o u te r )

In  IP v 4 : « n o ip ic m p re d ire c t »

In  IP v 6 : « n o ip v 6  re d ire c t »
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IP v 4 : S o u r c e  R o u tin g  S e c u r ity P r o b le m

R a

R b

R c

A

B

C
A  ->  B  v ia  R a , R b

B  u n k n o w n
C  v ia  R c

R o u tin g  b a s e d  o n  IP v 4  d a ta g r a m  o p tio n

A  ->
 B  v ia  R

a , R
b

A  ->  B v ia  R a , R b
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IP v 4  S p o o fin g  U s in g  S o u r c e  R o u tin g

R a

R b

R c

A

B

C

B -> A  v ia  C , R c ,R a

B a c k  tr a ffic  u s e s  th e  s a m e  s o u r c e  r o u te

B -> A  v ia  C ,R c R a

B -> A v ia  C ,R c ,R a

A -> B  v ia  R a , R c ,C

A -> B  v ia  R a , R c ,C

A -> B  v ia  R a , R c ,C

B  is  a  fr ie n d
a llo w  a c c e s s

In  IP v 4 : - r o u te r  
c o n fig u r a b le  c o m m a n d              
« n o ip s o u rc e -ro u te »  
s o lv e s th e p r o b le m . 
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IP v 6  R o u tin g H e a d e r

• R o u tin g h e a d e r  is :

A n  e x te n s io n  h e a d e r .

P r o c e s s e d b y  th e lis te d in te r m e d ia te r o u te r s .

N e x t H e a d e r E x t H d r L e n g th

R o u tin g H d r D a ta

R o u tin g T y p e S e g m e n ts  L e ft

IP v 6  b a s ic  h e a d e r

R o u tin g h e a d e r

N e x t h e a d e r  =  4 3  
R o u tin g h e a d e r  

R o u tin g h e a d e r
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IP v 6  R o u tin g H e a d e r

• R o u tin g ty p e  0 : R o u te r s lis t =  3 ffe :0 b 0 0 :0 :1::1, 3 ffe :0 b 0 0 :0 :3 ::1 

3 ffe :0 b 0 0 :0 :0 ::1 3 ffe :0 b 0 0 :0 :1::1 3 ffe :0 b 0 0 :0 :2 ::1

3 ffe :0 b 0 0 :0 :3 ::13 ffe :0 b 0 0 :0 :4 ::1

3 ffe :0 b 0 0 :0 :5 ::1 3 ffe :0 b 0 0 :0 :6 ::1

A

B
C

D

3 ffe :0 b 0 0 :0 :6 ::1
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IP v 6  R o u tin g H e a d e r  (c o n t.)

CB0DAC -> D

DB1CAB -> C

DC2BAA -> B

R H 2  
a d d .

R H 1 
a d d .

S e g
le ft

D e s t. 
A d d .

S r c . 
A d d .

P a c k e t
flo w in g

th r o u g h th e
n e tw o r k

IP v 6  h e a d e r  fie ld s R o u tin g h e a d e r  fie ld s

R o u tin g h e a d e r  
IP v 6  

�
S o u r c e  

r o u tin g in  IP v 4

« C a n n o t b e tu r n e d
o ff (lik e ’n o ip
s o u rc e -ro u te ’ in  
IP v 4 ) c a u s e  it is
R E Q U IR E D  fo r  
m o b ile  IP v 6 !»

S o lu tio n :  U s e  
e x te n d e d A C L  (if 
m o b ile  IP v 6  n o t
r e q u ir e d )
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M o b ile  IP   - s e c u r ity  s till w o r k  in  p r o g r e s s

• M o b ility  m e a n s :

M o b ile  d e v ic e s  a r e  fu lly  s u p p o r te d  w h ile  m o v in g

B u ilt-in  o n  IP v 6

A n y  n o d e  c a n  u s e  it

E ffic ie n t r o u tin g  m e a n s  p e r fo r m a n c e  fo r  e n d -u s e r s

N o t P o s s ib le  in  IP v 4

2 0 0 1:2 :a 0 10 ::5

H o m e  A g e n t

M o b ile  N o d e

D e s tin a tio n  N o d e

M o b ility a n d
s e c u r ity e le m e n ts
o f m o b ile  IP v 6  
s till w o r k in  
p r o g r e s s …  
(M IP v 6  d r a ft 18 /19  
a u th e n tic a tio n ).

2 0 0 1:2 :a 0 10 ::5
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IP v 4  N o r m a l F r a g m e n ta tio n /R e a s s e m b ly

T L = 5 0 0 , F O = 0 d a ta  le n g th  4 8 0

T L = 5 0 0 , F O = 4 8 0 d a ta  le n g th  4 8 0

T L = 3 6 0 , F O = 9 6 0 d a ta  le n g th  3 4 0

R e c e iv e d  fr o m  th e  n e tw o r k :

K e r n e l m e m o r y  a t d e s tin a tio n  h o s t

R e a s s e m b ly  b u ffe r , 6 5 .5 3 5  b y t e s
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IP v 4  R e a s s e m b ly  A tta c k

T L = 10 2 0 , F O = 0 d a ta  le n g th  10 0 0

T L = 10 2 0 , F O = 6 5 0 0 0 d a ta  le n g th  10 0 0

R e c e iv e d  fr o m  th e  n e tw o r k :

R e a s s e m b ly  b u ffe r , 6 5 .5 3 5  b y t e s

6 4  IP  fr a g m e n ts

… 6 4  IP  fr a g m e n ts  w ith  d a ta  le n g th  10 0 0  ...

K e r n e l m e m o r y  a t d e s tin a tio n  h o s t

B U G : b u ffe r  e x c e e d e dB U G : b u ffe r  e x c e e d e dB U G : b u ffe r  e x c e e d e d
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F r a g m e n t H e a d e r  - IP v 6

• In  IP v 6  fr a g m e n ta tio n  is d o n e O N L Y b y  th e e n d
s y s te m

• R e a s s e m b ly d o n e b y  e n d s y s te m lik e in  IP v 4

N e x t H e a d e r R e s e r v e d

F r a g m e n t d a ta

IP v 6  b a s ic  h e a d e r

F r a g m e n t h e a d e r

N e x t h e a d e r  =  4 4  
F r a g m e n t h e a d e r  

F r a g m e n t h e a d e r

Id e n tific a tio n

F r a g m e n t O ffs e t
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IC M P v 6

• IC M P v 6  is s im ila r to  IP v 4 :
P r o v id e s d ia g n o s tic  a n d e r r o r m e s s a g e s

Is u s e d fo r  p a th M T U  d is c o v e r y

R u n n s o n  to p o f IP v 6 !

IC M P v 6  T y p e IC M P v 6  C o d e

IC M P v 6  D a ta

C h e c k s u m

IP v 6  b a s ic  h e a d e r

IC M P v 6  p a c k e t

N e x t h e a d e r  =  5 8  
IC M P v 6  p a c k e t

IC M P v 6  p a c k e t
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IP v 6  p r o to c o l fo r  M S  W in X P (D IS C L A IM E R !)
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IP v 6  &  M S  2 K /X P
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IP v 6  p r o to c o l fo r  W in X P /2 K  fe a tu r e s

• 6 to 4  tu n n e lin g  (R FC  3 0 5 6 )

• IS A T A P
– In tr a s ite A u to m a tic  T u n n e l A d d r e s s in g  P r o to c o l 

– (d r a ft-ie tf-n g tr a n s -is a ta p -0 0 .tx t)

• 6 o v e r 4  tu n n e lin g  (R FC  2 5 2 9 )

• A n o n y m o u s  a d d r e s s e s  (6 4 -b it r n d ) [ p r iv a c yp r iv a c y ]

• S ite  p r e fix e s  in  r o u te r  a d v e r tis e m e n ts  

• D N S  s u p p o r t (R FC  1 8 8 6 )

• IP s e c s u p p o r t (A H -M D 5 , N u ll-E S P , E S P -M D 5  a u th * o n ly * ) [ in te g r ityin te g r ity , , a u tha u th ]

• S ta tic  r o u te r  s u p p o r t (ip v 6  r tu )

• A p p lic a tio n  s u p p o r t (IE x p lo r e r , te ln e t, ftp , p in g 6 , tr a c e r t6 , R P C )
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IP v 6 /IP v 4  D u a l S ta c k A p p r o a c h

• D u a l s ta c k  n o d e  m e a n s :

B o th  IP v 4  a n d  IP v 6  s ta c k s  e n a b le d

A p p lic a tio n s  c a n  ta lk  to  b o th

C h o ic e  o f th e  IP v 4  o r  IP v 6 is  b a s e d  o n  n a m e  lo o k u p  a n d  a p p . p r e fe r e n c e

T C P U D P

IP v 4 IP v 6

A p p lic a tio n

D a ta  L in k (E th e r n e t)

0 x 0 8 0 0 0 x 8 6 d d

T C P U D P

IP v 4 IP v 6

IP v 6 -e n a b le d  
A p p lic a tio n

D a ta  L in k (E th e r n e t)

0 x 0 8 0 0 0 x 8 6 d d
F r a m e
P r o to c o l ID
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D u a l S ta c k  A p p r o a c h  &  V P N

• In  a  d u a l s ta c k  c a s e & V P N  tu n n e l w ith  n o n -s p lit 
tu n n e llin g  p o lic y :

- A ll IP v 4  tr a ffic  is  n o n -s p lit tu n n e lle d  th r o u g h  V P N  tu n n e l

- A ll IP v 6  tr a ffic  is  g o in g  o u t (a n d  in ) in  th e  c le a r  a s  a  p o lic y
v io la tio n (? )

IP v 4

IP v 6

3 ffe :b 0 0 ::1

3 ffe :b 0 0 ::1
19 2 .16 8 .x .z

19 2 .16 8 .x .y

If th e V P N  p o lic y
a llo w s n o s p lit
tu n e lin g , d o e s
th e d u a l s ta c k
a p p r o a c h
s u p p o r ts  it?
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S e r v ic eS e r v ic e IP v 4  S o lu tio nIP v 4  S o lu tio n IP v 6  S o lu tio nIP v 6  S o lu tio n

N o  p r o te c tio nN o  p r o te c tio n

C o u ld  b e  d is a b le dC o u ld  b e  d is a b le d

N o  p r o te c tio nN o  p r o te c tio n

IP s e cIP s e cIn te g /A u th /C o n fid .In te g /A u th /C o n fid . IP s e c M a n d a te dIP s e c M a n d a te d

D u p lic a te  a d d r e s s in gD u p lic a te  a d d r e s s in g

S o u r c e  r o u tin gS o u r c e  r o u tin g R o u tin g  H d r r e q u ir e d  
fo r  M o b ile  IP v 6

R o u tin g  H d r r e q u ir e d  
fo r  M o b ile  IP v 6

IP v 6  v s . IP v 4  S e c u r ity  S u m m a r y

R o u te r  o r  e n d  n o d e  c a n  
fr a g m e n t

R o u te r  o r  e n d  n o d e  c a n  
fr a g m e n t

O n ly  e n d  n o d e s  c a n  
fr a g m e n t

O n ly  e n d  n o d e s  c a n  
fr a g m e n tF r a g m e n ta tio nF r a g m e n ta tio n

P r iv a c yP r iv a c y L a y e r  2 -3L a y e r  2 -3L a y e r  3L a y e r  3

IC M P  R e d ir e c tio nIC M P  R e d ir e c tio n n o  ip v 6  r e d ir e c tn o  ip v 6  r e d ir e c tn o  ip ic m p r e d ir e c tn o  ip ic m p r e d ir e c t
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Q u e s tio n s ?
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A r e  th e  s e c u r ity  is s u e s  o f IP v 4  A r e  th e  s e c u r ity  is s u e s  o f IP v 4  
r e s o lv e d  w ith  IP v 6 ?r e s o lv e d  w ith  IP v 6 ?

fm a js to r @ c is c o .c o m

T h a n k  y o u !T h a n k  y o u !
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