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Abstract :

Security of the IP protocol, although already defined through the IPsec framework within IETF
(Internet Engineering Task Force) RFC (Request For Comments) standards 2401 till 2412, is still
an undergoing research subject. There are multiple communication protocols, which rely on further
results of the IPsec protocol development, as well as several areas where the IPsec framework itself
requires further research and development. The IKE (Internet Key Exchange) protocol, used by IPsec
for peer authentication, secure session key distribution and security policy negotiations, though vital
for its flexible deployment, is going through further development to reduce its complexity, while at
the same time expected to give additional flexibility for its extensions. This thesis gives an overview
of the current state of the IPsec protocol as well as directions in its future development. It focuses on
the development of extensions that are needed for a large-scale remote access VPN (Virtual Private
Network) and has a practical part in design review and demonstration of specific IKE extension
implementations in I0S (Internetworking Operating System) based low-end router platforms from
Cisco Systems.
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