CHAPTER 4

Command Reference

Configure PIX Firewall using the commands that follow. You can enter commands from your
console computer or terminal, or through Telnet or the HTML management interface.

Help Information

Help information is @ailable by entering a question mark by itself for a listing of all commands, or
with a command for command syntax. For example:

pixfirewall> int ?
usage: interface ethernet inside|outside 10baseT|100baseTX|auto

Comments

You can add comments to your configuration by entering a colon (:) as the first command in a line.
Use comments to impve configuration file readability or to makonfiguration file commands not
executable.

Abbreviating Commands

You can abbreviate most commands down to the fewest unique characters for a command; for
example, you can enterrite t to view the configuration instead of entering the full commarite
terminal, or you can entezn (enable) to start privileged mode agahf t (configure terminal) to
start configuration mode.
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“Type ‘?’ for a list of commands” Message

“Type ‘?’ for a list of commands” Message

To simplify the PIX Firewall interface, the “Type *?’ for a list of commands” message displays for
a variety of reasons:

1 Incorrect access mode — Ensure you are in configuration mode before entering configuration
mode commands. From unyiteged mode, enter theablecommand to start prileged mode.
From privileged mode, enteonfig terminal to start configuration mode.

2 Incorrect number of parameters — Enterliegp command. If the command yowant to use is
not listed, you are in the wrong access mode. If so, refer to Step 1 for how to change modes. If
you are in the correct mode, enter the first part of the commandéallby a question mark, for
example:

pixfirewall(config)# hostname ?
usage: hostname <newname>

3 Incorrect abbreviations — Try the command again with more characters or the full command.
View help information as described in Step 2 to view command parameters.
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age

age

Sets Private Link key duration. (Configuration mode.)

ageminutes

Syntax Description

minutes Duration in minutes that a Private Link key is used to encrypt information on the
connection. If you enter 0, the duration is set to 10 minutes. The maximum duration
is 1215752191 minutes (2345 years).

Usage Guidelines

Theagecommand specifies the length of time in minutes that a key is active over Private Link.
Private Link supports up to seven keys that it selects sequentially to ensure additional security.

Note Use the samkink statements on either side of thevBi@ Link to ensure that theys are the
same and in the same order on both sides of the link.

Private Link packet information tells the remote side what key number to use to decrypt the data.
The aging duration can be different, as well as the system clocks themselves on either side of the
link, but as long as you use the sdink statements on both sides, all information decrypts correctly

See alsolink, show age

Example
pixfirewall(config)# age 0
pixfirewall(config)# show age

Private Link Key Aging: 10 minutes
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apply
Apply outbound access list to an IP address. (Configuration mode.)

apply numberoutgoing_src|outgoing_dest

Syntax Description

number An outbound access list identification number previously created with the
outbound command.

outgoing_src Examines the source address on p&skaersing the PIX Firneall for access list
enforcement. Limits access for an inside network address. For example, specify
outgoing_srcif you want to deny an inside user access to an external web site.

outgoing_dest Examines the destination address on packets traversing the PIX Firewall for
access list enforcement. Limits access to a particular IP address and service on the
Internet. For example, specifytgoing_destto prevent inside users from
accessing a particular external web site.

Usage Guidelines

Theapply command applies the outbound list parameters to permit or deny access from an IP
address in your inside netwk to an IP address in the outside ratw Use outbound lists to permit
or deny access to system ports.

See alsoclear apply, no apply, outbound, show apply show outbound

Example
pixfirewall(config)# apply 1 192.168.42.42 10.10.10.42
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arp

Add entry to PIX Firewall ARP table. (Configuration mode.)

arp inside|outsideip_address mac_addrefdias]

Syntax Description

inside Network interface that protects the inside network.
outside Network interface for the unprotected outside network connection to the PIX
Firewall.

ip_address IP address for the ARP table entry.
mac_address Hardware MAC address for the ARP table entry.

alias Make this entry permanent. Alias entries do not time out and are automatically
stored in the configuration when you usewlige command to store the
configuration.

Usage Guidelines

Thearp command adds an entry to the PIX Ria#l ARP table. ARP is aVe-level TCP/IP protocol
that resolves a node’s ydical address from its IP address through an ARP request asking the node
with a particular IP address to send back its physical address.

See alsoclear arp, no arp, show arp.

Example
pixfirewall(config)# arp 192.168.0.42 0000.0101.0202
pixfirewall(config)# arp 192.168.0.43 0000.0101.0203 alias
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arp timeout
Change PIX Firewall ARP table entry duration. (Configuration mode.)

arp timeout seconds

Syntax Description

seconds  Duration that an ARP entry can exist in the ARP table before being cleared.

Usage Guidelines

Thearp timeout command sets the duration that an ARP entry can stay in the PIX Firewall ARP
table before expiring. The timer is known as the ARP persistence timer. The default value is
14400 seconds (4 hours).

See alsoshow arp timeout

Example
pixfirewall(config)# arp timeout 42
pixfirewall(config)# show arp timeout

arp timeout 42 seconds
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auth

Enable PIX Firewall user authentication. (Configuration mode.)

auth inside|outside

Syntax Description

inside Specifies that you require authentication for connections originating on your local
network (inside the PIX Firewall).

outside Specifies that you require authentication for connections originating on the outside
of the PIX Firewall.

Usage Guidelines

Theauth command enables PIX Firewall authentication. mbeuth command disables
authentication. \ith theinside or outsideargument, you can enable or disable authentication on one
side of the PIX Firewall or the other. Without arguments, you can enable or disable authentication
on both sides.

For outside connections, a challenge prompt appears during FEmet Jessions as defined by the
type of authentication server.

Authorization notes:

1 PIX Firewall only accepts 7-bit characters during authentication. After authentication, the client
and server can negotiate for 8-bits if required. During authentication, PIX Firewall only
negotiates Go-Ahead, Echo, and NVT (network virtual terminal).

2 PIX Firewall permits only one authentication type per network. For example, if one network
connects through the PIX Firewall using TACACS+ for authentication, another network
connecting through the PIX Firewall can authenticate with RADIUS, but one network cannot
authenticate with both TACACS+ and RADIUS.

3 PIX Firewall permits a user up to five chances to log in and then if the user name or password
still fails, PIX Firewall drops the connection.

PIX Firewall supports up to 127 characters in the user name and up to 63 in the password.
The key you specify iauth-server must be the same on both the client and server.
For TACACSH, if you do not specify a key, no encryption occurs.

PIX Firewall does not support FTP over HTTP if you enable authentication.

o N o 0 @ »

Network browsers such as Netscape do not present a challenge value during authentication;
therefore, only password authentication can be used from a network browser.

9 Some FTP graphical user inteces (GUIs) do not display challengdues. Cisco recommends
the Cisco TCP/IP Suite 100 for Windows FTP Client which presents the challenge value
correctly.

10 On outbound connectionauth-user authenticates the IP address, not an individual user. On
inbound connectionguth-user authenticates only a user, not anyone at a specific IP address.

11 When you use FTP and enter a password for authentication, some FTP clients do not echo the
password as asterisks.

12 PIX Firewall does not support at signs (@) in an authentication user name or password.
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13 If the user name or password on the authentication database differs from the user name or
password on the remote host to which you are using FTP to access, enter the user name and
password in these formats:

authentication_username @emote_system_username
authentication_password @emote_system_password

14 If you daisy-chain PIX Firewall units, Telnet authentication works in the same way as a single
unit, but FTP and HTTP authentication have additional complexity for users because they have
to enter each password and user name as shown in Step 12 with an additional at (@)sign and
password or user name for each daisy-chained system. Users could exceed the 63-character
password limit depending on how many units are daisy-chained and password length.

15 The authentication server must be on the inside PIX Firewall network interface.

Example
pixfirewall(config)# auth inside
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auth-server

Specify IP address of authentication server. (Configuration mode.)

auth-servertype server_ip[-server_ip] skey

Syntax Description

type Authentication typeradius or tacacs+
server_ip The IP address of the authentication server.

skey An alphanumeric keyword of up to 127 characters defined by what the
authentication server accepts. This is a public key between the client and server for
encrypting data between them. ®i@yvalue must be the same on both the client
and server systems.

Usage Guidelines

Theauth-server command lets you identify the IP address of the authentication server. The
authentication server must be on the inside PIX Firewall network interface.

Defines a server for the specified authentication sgrperPIX Firewall tries each server in order
until it receives an answer for the type of authentication you specify. Refer to the peauious
command description for more information on authentication.

Note For TACACSH+, if you do not specifskey no encryption occurs.

RADIUS must haveskeydefined.

Example
pixfirewall(config)# auth-server radius 192.168.42.20-192.168.42.42
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auth-user

Specify IP address of authentication user. (Configuration mode.)

auth-usertype ip_address netmask

Syntax Description

type Authentication typeradius or tacacs

ip_address IP address from which or to which access is authenticated. If goptievery system
in your network to authenticate to this type of server, use 0.0.0.0 for the IP address.
You can specify a network IP address by entering zero in each octet of the host
portion of the IP address; foxample, for a class C address, code 0 in the last octet,
such as 192.168.42.0.

netmask Network mask ofp_addressAlways specify a specific mask value. If you want to
limit authentication to a single IP address use 255 in each octet; for example,
255.255.255.255.

Usage Guidelines

Theauth-user command lets you provide authentication services for an IP address. For outbound
connections, use @futh-userindicates that anyone on the IP address you specify must use
authentication when usinglhet, FTPor HTTPR For inbound connectionapth-userindicates that
anyone attempting to access the specified IP address with FTP, Telnet, or HTTP must use
authentication.

Note If you do not supply aauth-user statement for an inside network/IP address, it is not
authenticated and acts like a plain conduit, static, or outbound connection.

Refer to the previouauth command description for more information on authentication.

See Alsoauth, no auth-user, show auth-user

Example
pixfirewall(config)# auth-user radius 192.168.42.1 255.255.255.0
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clear apply

Clear previous apply of outbound access lists to an IP address. (Configuration mode.)

clear apply numberoutgoing_src|outgoing_dest]

Syntax Description

number An outbound access list identification number previously created with the
outbound command.

outgoing_src  Examines the source address on p&kaersing the PIX Fineall for access list
enforcement. Limits access for an inside network address. For example, specify
outgoing_srcif you want to deny an inside user access to an external web site.

outgoing_dest Examines the destination address on packets traversing the PIX Firewall for
access list enforcement. Limits access to a particular IP address and service on the
Internet. For example, specifyitgoing_destto prevent inside users from
accessing a particular external web site.

Usage Guidelines
Theclear apply command clears an outbound access list created by a previousappdyof

See alsoapply, no apply, show apply

Example
pixfirewall(config)# clear apply
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clear arp
Clear PIX Firewall ARP table entry. (Privileged mode.)

clear arp inside|outsid€gfip_address mac_addresdias]

Syntax Description

inside PIX Firewall inside network interface ARP table.
outside PIX Firewall outside network interface ARP table.
ip_address IP address.

mac_address Hardware MAC address for the ARP table entry.

alias An ARP entry for one host that points to another. These entries are not cleared
from the PIX Firewall ARP table during reboots.

Usage Guidelines

Theclear arp command clears the PIX Fivall ARP table. ® remae alias entries, specify taéas
keyword. You may clear entries by IP or MAC address.

This command is the samerasarp.

See alsoarp, no arp, show arp.

Example
pixfirewall# clear arp inside

4-48 Cisco PIX Firewall User Guide



clear auth-user

clear auth-user

Remove authentication support for IP address. (Configuration mode.)

clear auth-usertype ip_address netmask

Syntax Description

type Authentication typeradius or tacacs-.

ip_address IP address from which or to which access is directed depending on whether the
connection is inbound or outbound.

netmask Network mask ofp_addressAlways specify a specific mask value. If you want to
limit access to a single IP address use 255 in each octet; for example,
255.255.255.255.

Usage Guidelines

Theclear auth-usercommand remees authentication access for an IP address cén remee all
access by not specifying options, or you can remove access by authentication type, such as
TACACSH, or by type and IP address.

Example
pixfirewall(config)# clear auth-user tacacs+
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clear auth-server

Stop authentication access to a server. (Configuration mode.)

clear auth-servertype server_ip skey

Syntax Description

type Authentication typeradius ortacacs+
server_ip The IP address of the authentication server.

skey An alphanumeric keyword of up to 127 characters defined by what the
authentication server accepts. This is a public key between the client and server for
encrypting data between them. ®i@yvalue must be the same on both the client
and server systems.

Usage Guidelines

Theclear auth-servercommand specifies that an authentication server is no longer servicing
authentication requests. Use this command when you take an authentication server offline or have
changed your network topology.

You can remove access to all authentication servers by not specifying options, or you can remove
access by authentication type, such as TACACS+, or by type and server IP address.

Note For TACACSH+, if you do not specifskey no encryption occurs.

RADIUS must haveskeydefined.

Example
pixfirewall(config)# clear auth-server
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clear http

Remove HTTP access to the PIX Firewall HTML management interface from the specified IP
address or all IP addresses. (Configuration mode.)

clear http ip_address [netmask]

Syntax Description

ip_address IP address of systems on the inside of the PIX Firewall that are able to access the
HTML management interface. You can give access to a maximum of 16 IP
addresses.

netmask Network mask ofp_address

Usage Guidelines

Theclear http command removes HTTP access to an IP address. This is the samecastthe
command.

See alsohttp, show http.

Example
pixfirewall(config)# clear http
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clear outbound

Clear outbound access list. (Configuration mode.)

clear outbound num[permit/deny ip_address netmask pbrt

Syntax Description

num A tag number for the access list.
permit Allow the access list to access the specified IP address and port.
deny Deny the access list access to the specified IP address and port.

ip_address  The IP address for this access list entry.

netmask The network mask for comparing with the IP address; 255.255.255.0 causes the
access list to apply to an entire class C address. 0.0.0.0 disables all access.

port A port or range of ports that the access list is permitted or denied access to; for
example, 1-1024.

Usage Guidelines
Theclear outbound command clears an outbound access list or specific details within it.

See alsoapply, no outbound, outbound, show outbound

Example
pixfirewall(config)# clear outbound 1
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clear route

clear route

Clear the inside or outside interface’s routing table. (Configuration mode.)

clear route inside|outsid€ static]

Syntax Description

inside|outside Sets the network default route and path for either the inside or outside interface.

static Clears the static routes. Static routes are those entered manually withtéhe
command. They are stored in the in the configuration when it is saved.

Usage Guidelines

Theclear route command clears the routing table for the specified interface. You can clear both
routing tables by enterirglear route without theinside or outsidekeywords. D clear static routes,
use thestatic keyword. To remove an individual route without clearing the entire table, use the
route command.

See alsono route, route, show route

Example
pixfirewall(config)# clear route inside static

Command Reference 4-53



clear snmp-server

clear snmp-server
Clear SNMP contact or location, or stop sending SNMP event information. (Configuration mode.)

clear snmp-server contact|location|hostalue

Syntax Description

contact Clear the contact information.
location Clear the PIX Firewall location.
host Stop sending SNMP event information.

Usage Guidelines

Theclear snmp-server contactommand deletes the contact information from that which is sent to
the SNMP server. Thelear snmp-server locationcommand has the same effect for the location.

Use these commands when you want to change the text in the contact or location fields; that is, by
clearing it and then replacing the information with $henp-servercommand.

Theclear snmp-server hostcommand stops sending SNMP traps, or you can specify one or more
IP addresses to which SNMP traps are not sent.

Using SNMP, you can monitor system events on the PIX Firewall.

See alsono snmp-server snmp-server show snmp-server

Example
pixfirewall(config)# clear snmp-server location
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clear syslog
Stop logging SYSLOG messages. (Configuration mode.)

clear syslog console
clear syslog hostp_address

clear syslog outputfacility.level

Syntax Description
ip_address SYSLOG host IP address.

facility Eight facilities LOCALO(16) through LOCAL7(23); the drflt is LOCAL4(20). Hosts
file the messages based onfiglity number in the message.

level Message type; sets the level above which PIX Firewall suppresses messages to the
SYSLOG hosts. Setting the level to 3, for example, allows messages with levels 0, 1, 2,
and 3 to display. The default is 3. The levels are:
¢ 0 — System unusable
« 1 — Take immediate action
e 2 — Critical condition
» 3 — Error message
e 4 — Warning message
* 5 — Normal but significant condition
¢ 6 — Informational
e 7 — Debug message

Usage Guidelines

Theclear syslog consoleommand disables SYSLOG messages on the consolelegesyslog
hostcommand disables sending SYSLOG messages to the specified haseartsyslog output
command stops sending all SYSLOG messages. This command is the semsgsieg

See alsosyslog show syslog

Example
pixfirewall(config)# clear syslog
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clear telnet

Remove PIX Firewall Telnet access from user. (Configuration mode.)

clear telnetip_address netmask

Syntax Description

ip_address  The IP address or network of a host that is authorized to access the PIX Firewall
Telnet management interface.

netmask The netmask for the network specified in this Telnet command. This allows
multiple machines on a particular IP subnet access to the PIX Firewall
management interface.

Usage Guidelines

Theclear telnetcommand removes Telnet access to an IP address. Up to 16 hosts or networks are
allowed access to the PIX Firewall, 4 simultaneowsgipw telnetdisplays the current list of IP
addresses authorized to access the PIX Firewall. You can usadttommand to see which IP
addresses are currently accessing the firewall with Telnet.

See alsoshow telnet who

Example
pixfirewall(config)#clear telnet 192.168.42.42
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conduit

Add conduit through firewall for incoming connections. (Configuration mode.)

conduit global_ip port[-port] protocol ip_address [netmask]

Syntax Description

global_ip  The IP address from the global pool to associate this conduit with.

port Destination port number into which connections are permitted on the inside machine
(if using TCP25 for SMTP,80 for HTTP, and so onl) means match any port. The
port values are defined in RFC 1700.

protocol tcp orudp.

ip_address IP address (host or network) from which to permit incoming connections (0.0.0.0 is
any host).

netmask  Network mask ofp_address.

Usage Guidelines

Theconduit command creates an exception to the PIX Firewall Adaptive Security mechanism by
letting you permit connections from outside the PIX Firewall to hosts on the inside network.
Conduits gist on the static translation slots and can be added wittotithiit command or through

the last parameter of tistatic command. Theonduit command is the recommended method. The
no conduit command removes the conduit you specify.

Note static statements must be entered in the configuration beémduit statements. If you

attempt to enter eonduit before entering satatic statement, the message “Cannot locate the xlate”
appears. The logic is that you create a conduit on a static, but you cannot create a static without a
global to create it from. Therefore, first ugebal, thenstatic, thenconduit.

If a conduit is specified as, for examptenduit 192.1.1.1 tcp:192.1.2.2/32-€he host 192.1.2.2
can access the inside host that is mapped to the global address 192.1.%.T@R part. The same
syntax applies for UDP.

See alsono conduit, show conduit

Example

The following pair of commands enables only SMTP communication between the UNIX gateway
host (10.10.25.10) and an SMTP server on the inside network (192.168.1.49):

pixfirewall(config)# static 10.10.26.147 192.168.1.49
pixfirewall(config)# conduit 10.10.26.147 tcp:10.10.25.10/32-25

To remove the last conduit, issue the following:

pixfirewall(config)# no conduit 10.10.26.147 tcp:10.10.25.10/32-25
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configure floppy

Merge current configuration with that on floppy disk. (Privileged mode.)

configure floppy

Usage Guidelines

Theconfigure floppy command merges the current running configuration with the configuration
stored on floppy disk. This command assumes that the floppy disk was previously created by the
write floppy command.

Each statement on floppy disk is read into the current configuration and evaluated in the same way
as commands entered from a keyboard with these rules:

® |f the command on floppdisk is identical to anxésting command in the current configuration,
it is ignored.

® |f the command on floppy disk is an additional instance of an existing command, such as if you
already have onelnet command for IP address 1.2.3.4 and the fiatipk configuration has a
telnet command for 6.7.8.9, then both commands appear in the current configuration.

® |f the command redefines an existing command, the command on floppy disk overwrites the
command in the current configuration in RAM. For example, if you hagthame ramin the
current configuration andostname floppyon floppy disk, the command in the configuration
become$ostname floppyand the command line prompt changes to match the new host name
when that command is read from floppy disk.

Example
pixfirewall# configure floppy
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configure memory

Merge configuration with that from flash memory. (Privileged mode.)

configure memory

Usage Guidelines

Theconfigure memorycommand merges the configuration in flash memory into the current
configuration in RAM. Each statement in flash memory is read into the current configuration and
evaluated in the same way as commands entered from a keyboard with these rules:

® |fthe command in flash memory is identical to gisting command in the current configuration,
it is ignored.

® |fthe command in flash memory is an additional instance ofiatirey command, such as if you
already have onelnet command for IP address 1.2.3.4 and the flash memory configuration has
atelnet command for 6.7.8.9, then both commands appear in the current configuration.

® |f the command redefines an existing command, the command in flash memory overwrites the
command in the current configuration in RAM. For example, if you hagthame ramin the
current configuration andostname flashin flash memory, the command in the configuration
becomehostname flashand the command line prompt changes to match the new host name
when that command is read from flash memory.

Example
pixfirewall# configure memory
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configure terminal

Start configuration mode. (Privileged mode.)

configure terminal

Usage Guidelines

Theconfigure terminal command starts configuration mode. Exit configuration mode by pressing
~z. After exiting configuration mode, use&ite memory to store your changes in flash memory or
write floppy to store the configuration on flopdisk. Use thevrite terminal command to display

the current configuration.

Example
pixfirewall# configure terminal
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disable

Exit privileged mode and return to unprivileged mode. (Privileged mode.)

disable

Usage Guidelines
Thedisable command exits privilged mode and returns you to ungeged mode. Use the enable
command to return to privileged mode.

Example

pixfirewall# disable
pixfirewall>
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enable
Start privileged mode. (Unprivileged mode.)

enable

Usage Guidelines

Theenablecommand starts privileged mode. PIX Firewall prompts you for your privileged mode
passwerd. The dedult passwrd iscisca Usedisableto exit privileged mode. Usenable password

to change the password.

Example
pixfirewall> enable
Password: ###HH#
pixfirewall# disable
pixfirewall>
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enable password

Set the privileged mode password. (Privileged mode.)

enable passwordassword

Syntax Description

password A passverd of up to 16 alphanumeric characters, which is not case genBitK
Firewall converts the password to all lowercase.

Usage Guidelines

Theenable passworccommand changes the privileged mode password, for which you are
prompted after you enter tlemablecommand. When the PIX Firewall starts and you enter
privileged mode, the password prompt appears. The default passwmchis

Note If you create a new password, write it down on paper. You can only view the password by
using thewrite term command to display the current configurationwideer you can only use this
command if you first access privileged mode, which requires the password you sstalith
password Use the space provided here to keep this password available to you:

Privileged mode password:

Example
pixfirewall(config)# enable password fnord42

Command Reference 4-63



failover

failover

Enable access to the optional failover feature. (Configuration mode.)

failover [active]

Syntax Description

active Make a PIX Firewall the primary unit. This argument cannot be used in a
configuration file. Only use this command when you need to force control of the
connection back to the unit you are accessing, such as when you want to switch
control back from a unit after youvefixed a problem andant to restore service
to the primary unit. Either entap failover activeon the secondary unit to switch
service to the primary dailover active on the primary unit.

Usage Guidelines

Thefailover command without an argument indicates that you have connected the optional failover
cable from your primary PIX Firewall to a secondary PIX Firewall. Failover works by passing
control to the secondary unit should the primary unit fail. The switch between units occurs within
60 seconds of the failure event. The markings on the cable let you choose which unit is primary and
which is secondary. Refer tostalling the Failover Connector Assembly and CgBlecument

Number 78-3749-01) supplied with thelbver cable option for more information about upgrading

an existing PIX Firewall unit to accept the failover cable.

Note The primary PIX Firewall does not maintain a copy of the connection state in the secondary
unit. If the primary fails, network traffic must re-establish previous connections.

Failover only works with the Ciscodilover cable. PIX Firevall failover does not wrk with alternate
vendor DB15-to-DB15 cables.

Enable the failover feature by adding fhdover command (without thactive parameter) to the
configuration files for both the primary and secondary PIX Firewalls.

When you use Telnet to access the PIX Firewall, only the active unit serves the connection. Use the
hostnamecommand on both units to identify a unique name for each unit. Using the host name, you
can tell if you are communicating with the primary or secondary unit. If you are using Telnet when
a failure occurs, you need to disconnect the Telnet session and restart it to the IP address.

If a failure occurs, the host name in the Telnet command prompt gives you positive acknowledgment
that the secondary unit is active. In addition, SYSLOG messages indicate whether the primary or
secondary unit failed. Use tisbow failovercommand to verify which unit is active.

Aside from the different host names, the configuration files for both units need to be identical.

If you want to force a PIX Firewall to be active or go to standby you catihefslover active or
no failover activecommand. Use this feature to force a PIX Firewall offline for maintenance or to
return a failed unit to service.

Use theshow failover command to verify the status of the connection and to determine which unit
is active.
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Failover SYSLOG Messages

In the messages that folloR|S can be either Primary or Secondary depending on which PIX
Firewall is sending the message. Failover messages always have a SYSLOG priority level of 2,
which indicates critical condition. Refer to thgslog outputcommand description for more
information on SYSLOG messages.

The SYSLOG messages sent to record failover events are:

® System okay messages:

“P|S Cable OK.”
“P|S Disabling failover.” Theno failover command was entered.

“P|S Enabling Failovet.Either a PIX Firgvall is booting that has tHailover command in
its configuration file or th&ilover command was just entered in the current configuration.

“P|S Mate ifcnumberOK? The interface (ifc) is na working correctly after being brought
back online after a failure. Thumberis eitherO for the inside network interface oifor
the outside interface.

® Cabling problem messages:

— “P|S Bad cable.” The cable is connected on both units, but is not a Cisco failover cable or

has developed a wiring problem.
“P|S Cable not connected my siti€he cable on the current PIX Fivall is not connected.

“P|S Cable not connected other side.” The cable on the current unit is connected, but the
connector on the other unit is disconnected.

“P|S Error reading cable stati3he cable state cannot be determined. Ensure that you are
using a Cisco failover cable and all connectors are securely attached.

® Failure in process messages:

— “P|S No response from mate.” The other PIX Firewall has not responded in the last 30

seconds.
“P|S Power failure other side.” The other unit has lost power.

“P|S Mate ifcnumberfailed.” The interface (ifc) for the other unit failed. Timgmberis
eitherO for the inside network interface difor the outside interface.

® Status messages:
— “P|S Switching to ACTIVE.” The other unit has brought the network back online and is

receving connections. This message also occurs if you force a unitte ath thefailover
active command, or forced the other unit inactive withrbeailover active command.

— “P|S Switching to SANDBY.” The unit is inactre as a result of enterimg failover active

on the unit or by enterinfgilover active on the other unit.

See alsono failover, show failover.

Example
pixfirewall(config)# failover active
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global

Define IP address in the global pool. (Configuration mode.)

global global_id ip_address

Syntax Description

global_id An identification number from 1 to 10 that groups global addresses for use by
networks on the inside of the PIX Firewall. If there is a single network on the
inside of the PIX Firewall, thglobal_idhas no meaning and you use

ip_address  One or more IP addresses that the PIX Firewall shares among its connections.
Each IP address must be registered with the Network Information Center (NIC).
You can specify a range of IP addresses by separating the starting and ending
addresses with a dash (-).

Usage Guidelines

Theglobal command defines the addresses in the global pool. Global pool addresses must be
registered with the NIC; they provide an IP address for each incoming and outgoing connection.
Always use th@at command with thglobal command to assign thggobal_idvalues to each
network.

Configuring the P1X Fingall requires you to specify at leasitglobal IP addresses with thebal
command. PIX Firewall uses the global addresses to assign a virtual IP address to a connection.
When the translate times out (defined bytthmeout command), the global address returns to the
available pool. If the outside network connects with the Internet, each IP address you specify as a
global must be registered with the NIC. The phrageisal networkandvirtual networkare

synonymous in this document.

When you assign global addresses from the pool featerLink, select addresses from the start of
global pool range. The PIX Firewall allocates IP addresses from the global pool by starting at the
end of the range you specify and working backward.

The minimum number of IP addresses you must add to the global pool is 2; for example,
10.10.26.10-10.10.26.11. The maximum is 1 class B network worth of IP addresses. It is not valid
to add 1 address; for exampigobal 10.10.26.20.

Note that the IP addresses assigned to the global pool differ by class type. If you specify a class A
address, such as 1.2.3gpbal assigns address 1.0.0.1 through 1.0.255.254 to the global pool;
whereas, if you specify a class C address, such as 192.168l4Bd assigns only the

254 addresses from .1 to .254.

If you are using the same subnet and want to share it between the outside network and the PIX
Firewall virtual network, the PIX Firewall causes a proxy-arp for the global pool on the outside
network. If you are using global networks that are disjoint from the outside network address, be
certain that the networking equipment and computers have a routing table entry for the global
network with a next hop of the outside interface of the PIX Firewall.
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When you enter thglobal command and specify a network address, such as 192.168.42.0, the

“Some globals not created” message appears if the addresses you requested could not be assigned to
the global pool. The fireall cannot assign either the .0 address or the .255 address to the global pool.
Use theshow globalcommand to view which IP addresses were created.

Example
pixfirewall(config)# global 1 10.10.10.0
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help

Display help information. (Unprivileged mode.)

help
?

Usage Guidelines

Thehelp or ? command displays help information about all commands. You can view help on an
individual command by entering the command name followed by a question mark.

Example

pixfirewall(config)#
age <minutes>

Help information is @ailable on the core commands (notwhino, or clear commands) by entering

age ?

? at the command prompt:

pixfirewall(config)#

age
apply

arp

auth
auth-server
auth-user
conduit
configure
disable
enable
failover
global
hostname
http
interface
ip

kill

link
linkpath
Inko
Inkopath
nat
outbound
passwd
ping
reload

rip

route
static
snmp-server
syslog
telnet
timeout
who

write
?
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?

Age PIX Private Link keys

Apply outbound lists

ARP table manipulation

User Authorization Enable/Disable

Maintain Authorization Server lists

Maintain IP to Authorization lists

Add/remove conduits to static translations
Configure from terminal, floppy, or memory
Turn off privileged commands

Modify enable password

Administer Failover

Enter global network addresses

Change host name

Add authorized IP addresses for http access to PIX
Interface configuration

Set network number

Terminate a telnet session

Establish an encrypted PIX Private Link

Set the network paths for Private Links
Establish an encrypted PIX Private Link (OLD)
Set the network paths for Private Links (OLD)
Administer Address Translations

Create outbound lists

Modify telnet login password

Source a PING request message

Halt and reload system

RIP table

Set the network default router

Reserve a local to global address translation table entry

Administer SNMP daemon
Log messages to syslog server

Add authorized IP addresses for telnet access to PIX
Set the maximum idle time for translation and connection slots

Show active administration sessions on PIX
Write configuration memory, type ‘write ?' for list
?Help list



hostname

hostname

Change the host name in the PIX Firewall command line prompt. (Configuration mode.)

hostnamenewname

Syntax Description

newname New host name for the PIX Firewall prompt. This hame can be up to
16 alphanumeric characters and is not case sensitive. PIX Firewall converts the
host name to all lowercase.

Usage Guidelines

Thehostnamecommand changes the host name label on prompts. The default host name is
“pixfirewall.” If you have the optionaldilover feature, assign host names to both PIXfeunits.

Then if a failure occurs and you Telnet to the IP address, the host name in the prompt verifies that
the secondary unit is functioning.

Example
pixfirewall(config)# hostname spinner
spinner(config)# hostname pixfirewall

pixfirewall(config)#
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http

Permit inside IP address access to the PIX Firewall HTML management interface. (Configuration
mode.)

http ip_address netmask

Syntax Description

ip_address IP address of systems on the inside of the PIX Firewall that are able to access the
PIX Firewall HTML management interface.

netmask Network mask ofp_addressIf you want to limit access to a single IP address use
255 in each octet; for example, 255.255.255.255.

Usage Guidelines

Thehttp command lets an IP address access the PI&lirel TML management inteate. Us@o
http orclear http to disable management intece access. Ushow http to list the information you
entered.

Note You must use thbttp command for your workstation before you can use the PIX Firewall
HTML network browser configuration capability.

You cannot access the PIX kel HTML management inteste unless you ke used theasswd
command to create an access password.

Example
pixfirewall(config)# http 192.168.42.42 255.255.255.255
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interface ethernet

Identify Ethernet board speed and duplex. (Configuration mode.)

interface ethernet inside|outside 10baseT|100baseTX|auto

Syntax Description

inside Network interface for inside PIX Firewall network.
outside Network interface for network outside the PIX Firewall.
10baseT Sets 10Mbit Ethernet and half duplex communications.

100baseTX  Sets 100Mbit Ethernet and half duplex communications.

auto Automatically determines networking speed and sets full duplex communications.

Usage Guidelines

Theinterface ethernetcommand identifies the speed and duplex settings of the network interface
boards. The speed setting affectsshew blockscommand. Refer tmstalling Circuit Boards in

the Cisco PIX Firewal(Document Number 78-3748-01) for information on installing an Ethernet
board. Useno interface ethernetto disable access to the network interface. $&av interface
ethernetto view information about the interface.

Example
pixfirewall(config)# interface ethernet inside auto
pixfirewall(config)# interface ethernet outside auto
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interface token
Identify Token-Ring board speed. (Configuration mode.)

interface token inside|outside [4mbps|16mbps]

Syntax Description

inside Network interface for inside PIX Firewall network.
outside Network interface for network outside the PIX Firewall.
4mbps 4 megabytes per second data transfer speed.

16mbps (default) 16 megabytes per second data transfer speed.

Usage Guidelines

Theinterface token command identifies the speed of the Token-Ring network interface. Refer to
Installing Circuit Boards in the Cisco PIX Firewg[Document Number 78-3748-01) for more
information on installing a Token-Ring board. Useinterface tokento disable access to the
network interface. Usghow interface tokento view information about the interface.

Example
pixfirewall(config)# interface token inside 16mbps
pixfirewall(config)# interface token outside 16mbps
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ip address

Identify IP address for PIX Firewall. (Configuration mode.)

ip address inside|outsidép _address [netmask]

Syntax Description

inside|outside The inside or outside network interface.
ip_address IP address.

[netmask] Network mask ofp_address

Usage Guidelines

Theip addresscommand assigns an IP address to the PIX Firewall. Ushtiveip address
command to view which addresses are assigned to the inside and outside network interfaces.

Example
pixfirewall(config)# ip address inside 130.10.2.1 255.255.255.0
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kill
Terminate a Telnet session. (Privileged mode.)
kill telnet_id

Syntax Description

telnet_id Telnet session ID.

Usage Guidelines

Thekill command terminates @Ihet session. Use théo command to vie the Telnet session ID
value. When you kill a Telnet session, PIX Firewall lets any active commands terminate and then
drops the connection without warning to the user.

See alsoshow whq telnet

Example
pixfirewall# show who
2: From 10.10.54.0
pixfirewall# kill 2
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link

Specify Private Link connection to PIX Firewall. (Configuration mode.)

link remote_ip_address key-id key

Syntax Description

remote_ip_address IP address of a PIX Firewall running Private Link.

key-id The key number. Version 3 PIX Firewall supports up to seven Private
Link encryption keys. Thkey_idvalue can be from 1 to 7.

key The 56-bit key (up to 14 hexadecimal digits) used to seed the encryption
chip. This key must be the same on each host end of an encrypted link.
The key consists of hexadecimal numbers; for exarnfgdepac Select
a unique key that is difficult to guess.

Usage Guidelines

Thelink command creates an encrypted path betwersion 3 Prate Link equipped PIX Fireall

units. You can specify up to gen encryption &ys for data access between your unit and the remote
unit. The ley-ID and ley values must be the same on each side of thatBiiink. Once you specify

the same keys on both sides of the connection, the systems alert each other when a new key takes
effect. You can use tregecommand to specify the number of minutes that a key is in effect.

Specify thdink command once for each key you want to specify; for example, if you want seven
keys, enter thénk command in the configuration seven times.

The PIX Firavall Private Link consists of an encryption card and safeithat permits PIX Fiveall
units to provide encrypted communications across an unsecure network such as the Internet. This
optional feature is available to domestic customer sites.

PIX Firewall allows up to 64 Private Links. At least two PIX Fia#winits are required along with
the hardware/software option to use this feature.

Private Link works by checking paeis that arvie at the PIX Fireall inside interéce. If a route link
previously created by tHakpath command exists that matches the destination network address,

the packt is encrypted and encapsulated in an AH/ESP frame. The frame has a destination address
of the remote PIX Fireall and a source address of the local PIXWé&le When the packet arrives

at the remote PIX Firesll unit, the data in the paekis decrypted and then sent through the inside
interface to the original IP address specified. No translati@stplace on packets that traverse the

PIX Firewall Private Link. The addressing and data remains completely unchanged.

PIX Firewall allows up to 512 link paths.
You can manage remote PIX Firewall units through the Private Link interface.

See alsotinkpath, show link
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Example
To configure a Private Link, refer to the example setup in Figure 4-1.

Figure 4-1 Example Private Link Network Diagram
192.168.35.1 192.168.37.2
PIX Firewall (Outside) PIX Firewall C
Global &% / — & cloval P
IP Address: maf Router A Router C f; Address:

192.168.35.0 =,' / 'f; 192.168.37.0
192.168.37.1 \10_3_1_1

10111 / 192.168.35.2
(Inside) . (Outside) o
10.1.0.0 ¥\ 192.168.36.2 10300

Network A / 192.168.36.1 Network C
P (Outside)
Global IP -,f,

Address: -ﬂ,j PIX Firewall B

192.168.36.0
\ 10.2.1.1
(Inside)

NM3231

10.2.0.0
Network B

Before configuring Private Link, you would initially configure the systems using the standard
commands. To configure PIX Firewall A, use these commands:

pixfirewall(config)# interface ethernet inside auto up
pixfirewall(config)# interface ethernet outside auto up
pixfirewall(config)# ip address inside 10.1.1.1 255.255.255.0
pixfirewall(config)# ip address outside 192.168.35.1 255.255.255.0
pixfirewall(config)# nat 1 0.0.0.0

pixfirewall(config)# global 1 192.168.35.0

pixfirewall(config)# route inside 10.1.1.2

pixfirewall(config)# route outside 192.168.35.2

For this example, assume that PIX Firewall B, the version 2 PIX Firewall, is already configured to
hawe the IP addresses and global IP addressesishdhe illustration, and that it has its\Rtie Link
configured to talk to PIX Firewall A and C. Refer to the versihiate Internet Exchange
Reference GuidéDocument Number 78-3362-02) for more information on configuring Private
Link.

To initially configure PIX Firewall C, use these commands:

pixfirewall(config)# interface ethernet inside auto up
pixfirewall(config)# interface ethernet outside auto up
pixfirewall(config)# ip address inside 10.3.1.1 255.255.255.0
pixfirewall(config)# ip address outside 192.168.37.1 255.255.255.0
pixfirewall(config)# nat10.0.0.0

pixfirewall(config)# global 1 192.168.37.0

pixfirewall(config)# route inside 10.3.1.2

pixfirewall(config)# route outside 192.168.37.2
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When you configure a Private Link, follow these steps:

Step 1

Step 2

Step 3
Step 4

In this kample, with a @rsion 2 PIX Firevall to which a connection is being made, you
need to select an address from the global pool. In version 3, this dependency has been
eliminated. For this example, IP address 192.168.36.2 was selected from the global
address pool. When you assign global addresses from the poeidmmnv2 Prate Link,

select addresses from the start of global pool range.

Agree on up to seven hexadecimal encryption keys for use between the PIX Firewall
Private Link local and remote units; for example, one key could be like the hexadecimal
valuefadebac Be sure to select uniqueys that are dffcult to guess. Thedy can be up

to 56 bits in length

(14 hexadecimal digits).

Use thdink command to create an encrypted link for each key you want to specify.

Uselinkpath to tell the firevall to send pacdts for the destination netnk across the link
rather than translating and forwarding them.

On PIX Firavall A, in the preious illustration, enter these commands to configure thateriink:

pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#

pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#
pixfirewall(config)#

: Configure for firewall C:

link 192.168.37.1 1 fadebac

link 192.168.37.1 2 bacfade

link 192.168.37.1 3 baabaaa

link 192.168.37.1 4 beebeee

linkpath 10.3.1.1 255.255.255.0 192.168.37.1

: Configure for firewall B:

Inko 192.168.36.2 fadebac
Inkopath 10.2.1.1 255.255.255.0 192.168.36.2

On PIX Firewall C, enter these commands:

: Configure for firewall A:

link 192.168.35.1 1 fadebac

link 192.168.35.1 2 bacfade

link 192.168.35.1 3 baabaaa

link 192.168.35.1 4 beebeee

linkpath 10.1.1.1 255.255.255.0 192.168.35.1

: Configure for firewall B:

Inko 192.168.36.2 fadebac
Inkopath 10.2.1.1 255.255.255.0 192.168.36.2
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linkpath
Define a Private Link destination IP address. (Configuration mode.)

linkpath dest_net netmask remote_ip

Syntax Description

dest_net The IP address of the destination network on the inside interface of the remote
PIX Firewall of a Private Link.

netmask Specifies a subnet mask to applygést_net

remote_ip IP address of the remote PIX Firewall’s outside network interface.

Usage Guidelines

Thelinkpath command specifies IP address information for the remote Private Link PIX Firewall.
Useshow linkpath to view the IP addresses you speclfiseno linkpath to stop access to a Fate

Link remote firewall. Refer to tHenk command description for more information about using
linkpath .

See alsono linkpath, show linkpath, Inkopath

Example
pixfirewall(config)# linkpath

4-78 Cisco PIX Firewall User Guide



Inko

Inko

Define access to an older version 2 Private Link PIX Firewall. (Configuration mode.)

Inko remote_global key

Syntax Description

remote_global IP address from the global address pool.

key The encryption key. Version 2 PIX Firewall supports one Private Link
encryption key. The encryption key can be up to 56 bits in length (14
hexadecimal digits); for exampliadebac

Usage Guidelines

Thelnko command defines access to a version 2 Private Link PIX Firewall and specifies an
encryption key. The PIX Firewall Private Link consists of an encryption card and software that
permits PIX Firewall units to provide encrypted communications across an unsecure network such
as the Internet. This optional feature is available to domestic customer sites.

Note This command will be obsoleted in a future release.

Refer to thdink command description for more information about usikg.

See alsotnkopath, show Inko

Example
pixfirewall(config)# Inko 192.168.42.1 Oxfaded
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Inkopath

Specify a version 2 Private Link path to the remote PIX Firewall. (Configuration mode.)

Inkopath dest_net netmask remote_global

Syntax Description

dest_net The IP address of the destination network on the inside interface of the remote
PIX Firewall of a Private Link.

netmask Specifies a subnet mask to applyl&st_net

remote_global [P address in the global pool of the remote PIX Firewall in a Private Link
environment.

Usage Guidelines
Thelnkopath command sets the natvk paths for PIX Firevall version 2 Prate Link connections.

Note This command will be obsoleted in a future release.

See alsoshow Inkopath, Inko

Example
pixfirewall(config)# Inkopath 1.2.3.4 255.255.255.0 192.168.42.1
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nat

Associate a network with a pool of IP addresses. (Configuration mode.)

nat global_id ip_address [netmask]

Syntax Description

global_id A number in the range of 1 to 10 previously specified withgtbbal
command. Specify O to indicate that no address translation be used with
ip_address

ip_address IP address of the network to which the global pool pertains.

netmask Network mask foip_addressYou can use 0.0.0.0 to allow everyone
access.

Usage Guidelines

Thenat command lets you specify lists of inside hosts that can use the firewall for address

translation. You can specify up to 10 global pools of IP addressesat)8¢o enable the identity
feature so that address translation is not performed. Use this feature where/bli®aegistered
IP addresses on your inside network that you want to be visible on the outside network.

See alsoglobal, no nat, show nat

Example
pixfirewall(config)# nat 1 192.168.42.0 255.255.255.255
pixfirewall(config)# show nat

nat 1 192.168.42.0 255.255.255.255
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no apply

Cancel a previous use of thpply command. (Configuration mode.)

no apply numoutgoing_srcloutgoing_dest

Syntax Description

num An access list number previously created wititbound.

outgoing_src  Use if previously specified with tregpply commandoutgoing_src
causes the firewall tocamine the source address on askraversing
the PIX Firewall for access list enforcement.

outgoing_dest Use if previously specified with tregply commandoutgoing_dest
causes the firewall to examine the destination address on packets
traversing the PIX Firewall for access list enforcement.

Usage Guidelines
Theno apply command cancels a previoagply statement. All arguments must be specified.

See alsoapply, show apply

Example
pixfirewall(config)# outbound 1 deny 192.168.42.2 255.255.255.255 80
pixfirewall(config)# apply 1 outgoing_src
pixfirewall(config)# show apply
apply 1 outgoing_src
pixfirewall(config)# no apply 1 outgoing_src
pixfirewall(config)# show apply

pixfirewall(config)#
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no arp

Erases the contents of the PIX Firewall ARP table. (Privileged mode.)

no arp [inside|outsideip_address mac_addrealiasg]

Syntax Description

inside PIX Firewall inside network interface ARP table.
outside PIX Firewall outside network interface ARP table.
ip_address IP address.

mac_address Ethernet MAC address for the ARP table entry.

alias Delete aliased ARP entries (those pointing to another host).

Usage Guidelines

Theno arp command clears the PIX Fivall ARP table. This command does not clear aliased ARPs
unless you specifglias. You may remove individual entries by specifying either the IP or MAC
address.

This command is the samedsar arp.

See alsoarp, clear arp, show arp

Example
pixfirewall(config)# no arp
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no auth

Suspend user authentication services. (Configuration mode.)

no auth [inside|outside]

Syntax Description

inside Specifies that you require authentication for connections originating on your local
network (inside the PIX Firewall).

outside Specifies that you require authentication for connections originating on the outside
of the PIX Firewall.

Usage Guidelines

Theno auth command suspends user authentication for both inside and outside, or you can
selectively disable it by interface. Uskow authto view the state of authentication. Uaéh to
restart authentication. Refer to thgth command description for more information on user
authentication.

See alsoauth, show auth

Example
pixfirewall(config)# auth
pixfirewall(config)# show auth
auth outside
auth inside
pixfirewall(config)# no auth
pixfirewall(config)# show auth

no auth outside
no auth inside
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no auth-server

Remove access to authentication server. (Configuration mode.)

no auth-server[type server_ip[-server_ip] skey

Syntax Description

type Authentication typeradius ortacacs+
server_ip The IP address of the authentication server.

skey An alphanumeric keyword of up to 127 characters defined by what the
authentication server accepts. This is a public key between the client and server for
encrypting data between them. ®i@yvalue must be the same on both the client
and server systems.

Usage Guidelines

Theno auth-servercommand remees knavledge of all authentication sems, or you can reme
servers by type, or type and server IP address. Usealtbvserver to view which servers are
specified in the configuration.

Note For TACACSH+, if you do not specifskey no encryption occurs.

RADIUS must haveskeydefined.

See alsoauth-server, show auth-server

Example
pixfirewall(config)# show auth-server
auth-server 1.2.3.4 thismOdernwOrld
pixfirewall(config)# no auth-server
pixfirewall(config)# show auth-server

pixfirewall(config)#
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no auth-user

Disable user authentication for IP address. (Configuration mode.)

no auth-user[type ip_address netmgsk

Syntax Description

type Authentication typeradius or tacacst.

ip_address IP address from which or to which access is directed depending on whether the
connection is inbound or outbound.

netmask Network mask ofp_address

Usage Guidelines

Theno auth-usercommand disables user authentication access to the PIX Firewadihbise
auth-user to view which IP addresses have access to user authentication.

See alsoauth-user, show auth-user

Example
pixfirewall(config)# show auth-user
auth-user radius 192.168.30.2 255.255.255.0
pixfirewall(config)# no auth-user
pixfirewall(config)# show auth-user

pixfirewall(config)#
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no conduit

Remove a conduit. (Configuration mode.)

no conduit global_ip port protocol ip_address [netmask]

Syntax Description

global_ip  The IP address from the global pool to associate this conduit with.

port Destination port number into which connections are permitted on the inside machine
(if using TCP25 for SMTP,80 for http, and so on) means match any port.

protocol tcp orudp.

ip_address IP address (host or network) from which to permit incoming connections (0.0.0.0 is
any host).

netmask Network mask.

Usage Guidelines

Theno conduitcommand rem@s conduits to static translations.rfémae groups of conduits, you
must specify the global IP address, the port, and the protamotan also delete indidlual conduits
by specifying the IP address and network mask. Usshitv conduitcommand to view which
conduits remain.

The conduit command lets you permit connections from outside the PIX Firewall to hosts on the
inside network. Conduits exist on the static translation slots and can be added wathdiie
command. Theonduit command is the recommended method.

Example
pixfirewall(config)# no conduit 192.168.42.0 25 tcp
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no failover

Turn failover off or force PIX Firewall into standby mode. (Configuration mode.)

no failover [active]

Syntax Description

active Force the current PIX Firewall into standby mode.

Usage Guidelines

Theno failover command without an argument turns the optional failover feature off. With the
active argumentno failover forces a PIX Firewall into standby mode. The failover feature works
by passing control to a secondary PIX Firewall should the primary unit fail.

Useshow failoverto view the status of the connection and to determine if the failover cable is
connected to both units.

Refer to the description of tHailover command for more information on this feature.

See alsofailover, show failover

Example
pixfirewall(config)# no failover
pixfirewall(config)# show failover
Failover Off

This host: Primary - Active

pixfirewall(config)# no failover active

pixfirewall(config)# show failover
Failover Off

This host: Primary - Standby

pixfirewall(config)#
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no global

Remove IP address from the global pool. (Configuration mode.)

no globalglobal_id [ip_address]

Syntax Description

global_id An identification number from 1 to 10 that groups global addresses for use by
networks on the inside of the PIX Firewall.

ip_address  An IP address or a range of IP addresses previously entered wgiblihé
command.

Usage Guidelines
Theno globalcommand removes IP addresses from the global pool.

Example
pixfirewall(config)# global 1 192.168.42.0
Some globals not created
pixfirewall(config)# show global
global 1 192.168.42.1-192.168.42.254
pixfirewall(config)# no global 1
pixfirewall(config)# show global

pixfirewall(config)#
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no http

no http

Remoe IP address access to the PIX wak HTML management inteate. (Configuration mode.)

no http ip_address netmask

Syntax Description

ip_address IP address of systems on the inside of the PIX Firewall that are able to access the
PIX Firewall HTML management interface.

netmask Network mask ofp_addresslf you want to limit access to a single IP address use
255 in each octet; for example, 255.255.255.255.

Usage Guidelines
Theno http command lets you deny an IP address access to the PIX Firewall HTML management
interface. This command is the samelagr http.

After you entemno http, current HTML sessions can view the pages in the network browser’s
memory, but if the user tries to reload the configuration interface, the network browser returns an
error message and the screen goes blank.

If you immediately re-enter thetp command, the network browser restores access to the HTML
management interface. Use the reload command in the browser to display the pages.

See alsohttp, show http, passwd

Example
pixfirewall(config)# no http

4-90 Cisco PIX Firewall User Guide



no link

no link

Disable Private Link connection. (Configuration mode.)

no link remote_ip_address key-id key

Syntax Description

remote_ip_address IP address of a PIX Firewall running Private Link.

key-id The key number. Version 3 PIX Firewall supports up to seven Private
Link encryption keys.

key The 56-bit key (up to 14 hexadecimal digits) used to seed the encryption
chip. This key must be the same on each host end of an encrypted link.
The key consists of hexadecimal numbers; for exarnfgdepac Select
a unique key that is difficult to guess.

Usage Guidelines

Theno link command disables a Raie Link connection. Usghow link to view link information.
Refer to the description of thiek command for more information on Private Link.

Remuwing the last ky removes the link. ¥u can only remee the link if alllinkpath statements ha
already been removed.

See alsotink , show link

Example
pixfirewall(config)# nolink 1.2.3.4 1
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no linkpath

no linkpath

Disable Private Link destination IP address. (Configuration mode.)

no linkpath dest_net netmask remote_ip

Syntax Description

dest_net The IP address of the destination network on the inside interface of the remote
PIX Firewall of a Private Link.

netmask Specifies a subnet mask to applygést_net

remote_ip IP address of the remote PIX Firewall’s outside network interface.

Usage Guidelines

Theno linkpath command disables a Paite Link connection to a remote PIX Firl. Useshow
linkpath to view connection status. Refer to the description ofitkecommand for more
information on Private Link.

Improper use of this command can yield the error message “Path does not exist.” This results from
theno linkpath command being used for a link not previously created.

See alsolink, linkpath

Example
pixfirewall(config)# no linkpath
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no Inko

no Inko

Disable access to an older version 2 Private Link PIX Firewall. (Configuration mode.)

no Inko remote_global key

Syntax Description

remote_global IP address from the global address pool.

key The encryption key. Version 2 PIX Firewall supports one Private Link
encryption key. The encryption key can be up to 56 bits in length (14
hexadecimal digits); for exampliadebac

Usage Guidelines

Theno Inko command disables access to a version 2 Private Link PIX FirewalsHdselnkoto
view Private Link status. Refer to the description oflittle command for more information on
Private Link.

Note This command will be obsoleted in a future release.

See alsoatink, Inko, Inkopath

Example
pixfirewall(config)# no Inko 16.17.18.19 1a2b3c4d
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no Inkopath

no Inkopath

Disable a version 2 Private Link path to the remote PIX Firewall. (Configuration mode.)

no Inkopath dest_net netmask remote_global

Syntax Description

dest_net The IP address of the destination network on the inside interface of the remote
PIX Firewall of a Private Link.

netmask Specifies a subnet mask to applyl&st_net

remote_global [P address in the global pool of the remote PIX Firewall in a Private Link
environment.

Usage Guidelines

Theno Inkopath command disables the network paths for PIX Firewall version 2 Private Link
connections.

Note This command will be obsoleted in a future release.

See alsoshow Inkopath, Inko

Example
pixfirewall(config)# no Inkopath 1.2.3.0 255.255.255.255.0 5.6.7.8
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no nat

no nat
Disassociate a network with a pool of IP addresses. (Configuration mode.)

no natglobal_id ip_address [netmask]

Syntax Description

global_id A number in the range of 1 to 10 previously specified withgtbbal
command. Specify O to indicate that no address translation be used with
ip_address

ip_address IP address of the network to which the global pool pertains.

netmask Network mask foip_addressYou can use 0.0.0.0 to allow access to
everyone.

Usage Guidelines
Theno nat command disables a previous occurrence oh#gteommand.

See alsonat, show nat

Example
pixfirewall(config)# no nat
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no outbound

no outbound

Removes an access list previously created athound. (Configuration mode.)

no outbound numpermit|deny ip_addresgnetmasKport[-port]]]

Syntax Description

num A tag number for the access list.

permit Use if supplied in theutbound command. Th@ermit keyword allows the
access list to access the specified IP address and port.

deny Use if supplied in theutbound command. Theeny keyword denies the access
list access to the specified IP address and port.

ip_address  The IP address for this access list entry.

netmask The network mask for comparing with the IP address; 255.255.255.0 causes the
access list to apply to an entire class C address. 0.0.0.0 disables all access.

port A port or range of ports that the access list is permitted or denied access to.

Usage Guidelines
Theno outbound command removes an access list. slsawv outboundto view status.

See alsooutbound, show outbound

Example
pixfirewall(config)# no outbound
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no rip

no rip

Disables RIP updates. (Configuration mode.)

no rip insideloutside defauljpassive

Syntax Description

inside Modifies RIP behavior on the inside interface.
outside Modifies RIP behavior on the outside interface.
default Disables the default route broadcast on the specified interface.

passive Disables passive RIP on either the inside or outside interface.

Usage Guidelines

Therip command enables IP routing table updates from received RIP (Routing Information
Protocol) broadcasts. Uskow rip to display the current RIP settings. Ugerip to disable PIX
Firewall IP routing table updates. The default is to disable all RIP functionality.

Example
pixfirewall(config)# no rip outside default
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no route

no route

Remove an entry from the routing table. (Configuration mode.)

no route inside|outsidedest_net_igstatic]

Syntax Description

inside|outside Specifies either the inside or outside
dest_net_ip The destination network IP address.

static Remove a static route entry.

Usage Guidelines

Theno route command lets you remove an entry from the routing table. To remove a static entry,
use thestatic keyword. Static routes are routes previously entered witfotitte command.

Example
pixfirewall(config)# no route inside 192.168.42.0
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no snmp-server

NO snMmp-server

Stops the PIX Firewall from sending SNMP event information. (Configuration mode.)
no snmp-server contact|locatioriext

no snmp-server hosip_address

Syntax Description

contact Indicates that you are supplying your name or that of the PIX Firewall system
administrator.

location Indicates that you are specifying your PIX Firewall location.
host Indicates that you are specifying the IP address of the SNMP server.
text When used witltontact, your name or that of the PIX Firewall system

administrator. When used witbcation, your PIX Firewall location. If the
location name contains spaces, surround the string in single quotes; for
example, 'building 42'.

ip_address When used witlnost, the IP address of the SNMP server.

Usage Guidelines

Theno snmp-servercommand clears a previously specifsgnnp-serverstatement. Use this
command to either erase the information from what SNMP receives or to change an existing
statement by clearing it and re-entering it withghep-servercommand.

Using SNMP, you can monitor system events on the PIX Firewall.

Example
pixfirewall(config)# no snmp-server
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no static

no static

Disable local IP address to a global IP address. (Configuration mode.)

no staticglobal_ip [local_ip]

Syntax Description

global_ip The registered IP address to be used from the global pool.

local_ip The local IP address from the inside network.

Usage Guidelines

Theno staticcommand disables a permanent mapping (static translation slot) between a local IP
address and a global IP address in the virtual pool. A static address is a permanent mapping from
one of the global, gistered IP addresses to a local IP address inside tiagepnietwork. Usshow

static to view static statements in the configuration.

See alsoconduit, show static

Example
pixfirewall(config)# no static

4-100 Cisco PIX Firewall User Guide



no syslog

no syslog
Stop logging SYSLOG messages. (Configuration mode.)

no syslog console
no syslog hostp_address

no syslog outpuffacility.level

Syntax Description
ip_address SYSLOG host IP address.

facility Eight facilities LOCALO(16) through LOCAL7(23); the drflt is LOCAL4(20). Hosts
file the messages based onfiglity number in the message. Refer todiislog
output command for more information on the facilities.

level Message type; sets the level above which PIX Firewall suppresses messages to the
SYSLOG hosts. Setting the level to 3, for example, allows messages with levels 0, 1, 2,
and 3 to display. The default is 3. The levels are:
¢ 0 — System unusable
« 1 — Take immediate action
e 2 — Critical condition
» 3 — Error message
e 4 — Warning message
* 5 — Normal but significant condition
¢ 6 — Informational
e 7 — Debug message

Usage Guidelines

Theno syslog consoleommand disables SYSLOG messages on the consolao¥yeslog host
command disables sending SYSLOG messages to the specified howb. Siiséog output
command stops sending all SYSLOG messagesndtsyslogcommand is the same @gar
syslog

See alsosyslog show syslog

Example
pixfirewall(config)# no syslog console
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no telnet

no telnet

Disable IP address Telnet access to the PIX Firewall. (Privileged mode.)

no telnetip_address netmask

Syntax Description

ip_address  The IP address or network of a host that is authorized to access the PIX Firewall
Telnet management interface.

netmask The netmask for the network specified in this Telnet command. Use a network IP
address to enable access to all in the subnet; for example if yoetreeisko
255.255.255.0, all systems in the subnet can access thallfioger Elnet. If you
setnetmasko 255.255.255.255, only the IP address you specify can access the
firewall.

Usage Guidelines

Theno telnetcommand lets you disable Telnet access to the PIX FirewalsHdwve telnet
command displays the current list of IP addresses authorized to access thevrdX [Elee thevho
command to view which IP addresses are currently accessing the firewalb Téieet command
is the same as tldear telnetcommand.

See alsotelnet, who

Example
pixfirewall(config)# no telnet 192.168.42.2 255.255.255.255
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outbound

outbound

Creates an access list for controlling Internet use. (Configuration mode.)

outbound numpermit|deny ip_addresgnetmasKport[-port]]]

Syntax Description

num A tag number for the access list.
permit Allow the access list to access the specified IP address and port.
deny Deny the access list access to the specified IP address and port.

ip_address  The IP address for this access list entry.

netmask The network mask for comparing with the IP address; 255.255.255.0 causes the
access list to apply to an entire class C address. 0.0.0.0 indicates all access.

port A port or range of ports that the access list is permitted or denied access to.

Usage Guidelines

Theoutbound command creates an access list that determines how inside IP addresses can access
outside activities. Use with theoply command to specify whether an access list applies to the
outside network, or to downloading information from a remote source to the inside network.

See alsoapply, show outbound

Example

The following commands premt host 192.168.1.49 from accessing tleltMVide Web (port 80).
pixfirewall(config)# outbound 11 deny 192.168.1.49 255.255.255.255 80
pixfirewall(config)# apply 11 outgoing_src

If your employees are spending too much time examining GIF images on a particular site with two
web servers, you can use the following lines to restrict this access:

pixfirewall(config)# outbound 12 deny 192.168.146.201 255.255.255.255 80
pixfirewall(config)# outbound 12 deny 192.168.146.202 255.255.255.255 80
pixfirewall(config)# apply 12 outgoing_dest
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passwd

passwd

Set password for Telnet and HTML access.

passwdpassword

Syntax Description

password A passverd of up to 16 alphanumeric characters, which is not case genBitK
Firewall converts the password to all lowercase.

Usage Guidelines

Thepasswdcommand sets a passwd for Telnet and HTML access. Ushow passwdo view this
password.

See alsoenable passwordshow passwd

Example
pixfirewall# passwd athensgeOrgla
pixfirewall# show passwd

passwd athensgeOrgla
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ping

ping

Determine if other IP addresses are visible from the PIX Firewall. (Configuration mode.)

ping inside|outsideip_address

Syntax Description

ip_address  The IP address of a host on the inside or outside networks.

Usage Guidelines

Theping command determines if the PIX Firewall has connectivity or if a host is available on the
network. The command output shis if the response &g receied; that is, that the hostists on the
network. If the host is not respondimng displays “no response received.” Use show interface to
ensure that the PIX Firewall is connected to the network and has connectivity.

Example
The command displays three attempts to reach the specified address:
pixfirewall(config)# ping inside 192.168.42.54
192.168.42.54 response received - nnMs
192.168.42.54 response received - nnMs
192.168.42.54 response received - nnMs
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reload

reload

Reboots and reloads the configuration from flash memory. (Privileged mode.)

reload

Usage Guidelines
The reload command reboots the PIX Firewall and reloads the configuration from flash memory.

Note You are prompted for confirmation before starting with “Proceed with reload?te&ponse
other tham causes the reboot to occur.

Example
pixfirewall# reload
Proceed with reload?  [confirm] n
Rebooting...
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rip

rp

Changes RIP settings. (Configuration mode.)

rip inside|outside defaulfpassive

Syntax Description

inside Modifies RIP behavior on the inside interface.

outside Modifies RIP behavior on the outside interface.

default Causes the PIX Firewall to broadcast a default route to the inside network.

passive Enables passivRIP on either the inside or outside irted. The PIX Fingall listens for
RIP routing broadcasts and uses that information to populate its routing tables.

Usage Guidelines

Therip passivecommand enables IP routing table updates fromved&IP (Routing Information
Protocol) broadcasts. Uskow rip to display the current RIP settings. Ugerip to disable PIX
Firewall IP routing table updates. The default is to enable IP routing table updates.

RIP default broadcast is possible on either the inside interface.

Therip default passivecommand causes the PIX Firewall to broadcast default route messages on

the specified interface.

Examples

pixfirewall(config)# show rip
rip outside passive

no rip outside default

rip inside passive

no rip inside default
pixfirewall(config)# rip inside default
pixfirewall(config)# show rip
rip outside passive

no rip outside default

rip inside passive

rip inside default
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route

route

Enter a static route for the specified interface. (Configuration mode.)

route inside|outsidedest_net_ip netmask gateway_ip metric

Syntax Description

inside|outside Specifies the interface.
dest_net_ip The destination network IP address. Use 0.0.0.0 to specify a default route.

netmask Specifies a network mask to applydest_net_ipUse 0.0.0.0 to specify a default
route.

gateway_ip Specifies the IP address of tteteyay router (the ndg hop address for this route).

metric Specifies the number of hopsdest_net_iplf you are not sure, entér Your
network administrator can supply this information or you can tisecaroute
command to obtain the number of hops (such as the traceroute commadegro
with Cisco TCP/IP Suite 100 for Windows).

Usage Guidelines

Use theroute command to enter static routes for an interface. To enter a default route, set
dest_net_imndnetmasko 0.0.0.0. All routes entered using tbete command are stored in the
configuration when it is saved. Refer to théte command for more information.

Example
pixfirewall(config)# route inside 192.168.42.0 255.255.255.255.0 192.168.88.1 1
pixfirewall(config)# route outside 0.0.0.0 0.0.0.0 10.10.1.1 1
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show

show

View command information. (Differs by mode.)

show
show ?

Usage Guidelines

Theshowcommand without guments or thehow ? command lets you wethe names of thehow
commands and a description.

Example

pixfirewall> show

actkey Display activation key

age Age PIX Private Link keys

apply Apply outbound lists

arp ARP table manipulation

auth User Authorization Enable/Disable

auth-user Maintain IP to Authorization lists

auth-server Maintain Authorization Server lists

blocks System buffer utilization

conduit Add/remove conduits to static translations

configure Configure from terminal, floppy, or memory

failover Administer Failover

global Enter global network addresses

http Add authorized IP addresses for http access to PIX

hw Hardware identification

interface Interface configuration

ip Set network number

link Establish an encrypted PIX Private Link

linkpath Set the network paths for Private Links

Inko Establish an encrypted PIX Private Link (OLD)

Inkopath Set the network paths for Private Links (OLD)

memory System memory utilization

nat Create outbound lists

outbound Administer Address Translations

passwd Modify telnet login password

processes Display processes

rip RIP table

route Set the network default router

snmp-server Administer SNMP daemon

static Reserve a local to global address translation table entry

syslog Log messages to syslog server

telnet Add authorized IP addresses for telnet access to PIX

timeout Set the maximum idle time for translation and connection
slots

version Display PIX system software version

who Show active administration sessions on PIX

xlate Display current translation and connection slot
information
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show actkey

show actkey

Show activation key and number of user licenses. (Unprivileged mode.)

show actkey

Usage Guidelines

Theshow actkeycommand displays the activation key and number of licensed users for your PIX
Firewall. When you install new software, PIX Firewall prompts you for an activation key. Use this
command to view the activation key after you have completed the installation. Write this number
down in the space that follows so that it is available the next time you upgrade your unit;

Activation Key:

Number of User Licenses:

Example

pixfirewall> show actkey
Activation Key: Oxfadebacc 0x42424242 0xalb2c3d4 Oxe5f6alb2

Connections: 16384
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show age

show age

Show duration of Private Link key aging. (Unprivileged mode.)

show age

Usage Guidelines

Theshow agecommand shows the current length of time that a Private Link key encrypts
communications between the local and remote PIX Firewall units. Referltokh@mmand for
more information on Private Link.

Example

pixfirewall> show age
Private Link Key Aging: 10 minutes
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show apply

show apply

View outbound access list to an IP address. (Unprivileged mode.)

show apply[numberoutgoing_src|outgoing_degt

Syntax Description

number View access lists by an identification number previously created with the
outbound command.

outgoing_src View access lists by the source address on packets traversing the PIX Firewall.

outgoing_dest  View access lists by the destination address on packets traversing the PIX
Firewall.

Usage Guidelines

Theshow apply command lets you weoutbound access lists collely or you can search for lists
by number or with theutgoing_srcor outgoing_des keywords.

See alsoapply

Example

pixfirewall> show apply
apply 1 outgoing_src
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show arp

show arp

Display ARP table. (Unprivileged mode.)

show arp[inside|outsideip_address maaliag]

Syntax Description

inside PIX Firewall inside network interface ARP table.
outside PIX Firewall outside network interface ARP table.
ip_address IP address.

mac_address Hardware MAC address for the ARP table entry.

alias Permanent ARP entry.

Usage Guidelines

Theshow arpcommand without gluments displays all inside and outside meknnterfaces’ ARP
tables, aliased or nathow arp insidedisplays all inside arps, aliased or reftow arp insideip
displays the IP address if it exissbiow arp inside 0 aliagdisplays all aliased ARP entries for the
inside network interface ARP table (0 is used as a place holder for wild sfawd) arp inside 0
macfinds and displays the ARP entry that matches the MAC address.

Example

pixfirewall> show arp
inside 192.168.89.113 0020.af29.51b0
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show arp timeout

show arp timeout

Display number of seconds that an ARP entry can remain in the ARP table. (Unprivileged mode.)

show arp timeout

Usage Guidelines

Theshow arp timeoutcommand lets you view the number of seconds that an ARP entry remains
in the ARP table before expiring. Set the duration withatipecommand. The default is
14400 seconds (4 hours).

Example

pixfirewall> show arp timeout
arp timeout 14400 seconds
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show auth

show auth

Show status of PIX Firewall user authentication. (Unprivileged mode.)

show auth

Usage Guidelines
Theshow authcommand lists the status of PIX Firewall user authentication on each interface:

inside Specifies that you require authentication for connections originating on your local
network (inside the PIX Firewall).

outside Specifies that you require authentication for connections originating on the outside
of the PIX Firewall.

See alsoauth

Example

pixfirewall# show auth
auth outside
auth inside
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show auth-server

show auth-server

Show IP address of authentication server. (Unprivileged mode.)

show auth-server

Usage Guidelines
Theshow auth-servercommand output lists the following information:

type Authentication typeradius or tacacst.
server_ip The IP address of the authentication server.

skey An alphanumeric keyword of up to 127 characters defined by what the
authentication server accepts. This is a public key between the client and server for
encrypting data between them. ®i@yvalue must be the same on both the client
and server systems.

Example

pixfirewall> show auth-server
auth-server radius 192.168.89.106 ski
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show auth-user

show auth-user

Show IP address information for user authentication. (Unprivileged mode.)

show auth-user

Usage Guidelines
Theshow auth-usercommand output lists the following information:

type Authentication typeradius or tacacst.

ip_address IP address from which or to which access is authenticated. If goptievery system
in your network to authenticate to this type of server, use 0.0.0.0 for the IP address.
You can specify a network IP address by entering zero in each octet of the host
portion of the IP address; foxample, for a class C address, code 0 in the last octet,
such as 192.168.42.0.

netmask Network mask ofp_addressAlways specify a specific mask value. If you want to
limit authentication to a single IP address use 255 in each octet; for example,
255.255.255.255.

Note If you do not supply aauth-user statement for an inside IP address or network IP address,
authentication does not occur.

See alsoauth, auth-user

Example

pixfirewall> show auth-user
auth-user radius 192.168.89.0 255.255.255.0
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show blocks

show blocks

Show system buffer utilization. (Unprivileged mode.)

show blocks

Usage Guidelines
Theshow blockscommand lists system buffer utilization.

Example

pixfirewall> show blocks
SIZE MAX LOW CNT
4 1600 1598 1600
80 100 94 97
256 80 79 80
1550 800 791 800
64000 16 16 16
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show conduit

show conduit
Show conduit through firewall for incoming connections. (Unprivileged mode.)

show conduit

Usage Guidelines
Theshow conduitcommand output contains the following information:

global_ip  The IP address from the global pool associated with this conduit.

port Destination port number into which connections are permitted on the inside
machine. Port values are defined by RFC 1700.

protocol tcp orudp.

ip_address IP address (host or network) from which to permit incoming connections (0.0.0.0 is
any host).

netmask  Network mask ofp_address.

Example

pixfirewall> show conduit
conduit 192.168.42.1 80 tcp 10.10.10.1 255.255.255.255
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show config

show config

View configuration in flash memory. (Privileged mode.)

show config

Usage Guidelines

Theshow configcommand displays the configuration in flash memdsgwrite term to view the
current configuration in RAM.

See alsowrite term

Example
pixfirewall# show config
Saved
... config commands ...
End
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show failover

show failover

Show status of optional failover feature. (Unprivileged mode.)

show failover

Usage Guidelines
The show failover command lists the following information:

Failover status. If on, then the failover command has enabled the feature.

Active or standby modes. One PIX Rl needs to be in acevmode and the other in standby

Cable status. If the cable is not connected or not a Gidowdr cable, this message piaes its

status.

Rx cnt. The number of received packets for the current 15 second interval.

Uptime. How long the interface has been active.

See alsofailover

Example

pixfirewall> show failover
Failover On
This host: Secondary - Active
Other host: Secondary - Standby
Cable status: 0x2 - My side not connected
Outside Interface

this host: Rxcnt0

other host: Rx cnt 0
Inside Interface

this host: Rxcnt0

other host: Rx cnt 0

Uptime 12975
Uptime O

Uptime 12975
Uptime O
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show global

show global
View global commands in the configuration. (Unprivileged mode.)

show global

Usage Guidelines
Theshow globalcommand lists the contents of tilebal command statements in the configuration.

See alsoglobal

Example

pixfirewall> show global
global 1 192.168.88.1-192.168.88.7
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show http

show http

View which IP addresses can access the PDXgiteHTML management inteate. (Unprivileged

mode.)

show http

Usage Guidelines

Theshow http command lists the IP addresses that can access the PRélIFiH& ML management

interface.

See alsohttp

Example

pixfirewall> show http
192.168.89.111 255.255.255.255
192.168.89.113 255.255.255.255
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show hw

show hw

Display hardware identification values. (Unprivileged mode.)

show hw

Usage Guidelines
Theshow hwcommand lets you view hardware identification information.

Example

pixfirewall> show hw
Hardware 1D: 0x52¢ 0x1bf 19126
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show interface

show interface

View network interface information. (Unprivileged mode.)

show interface

Usage Guidelines

The show interface command lets you view network interface information for both Ethernet and
Token-Ring depending on which is installed in your PIXWwak. This is the first command that you
should use whenever you are attempting to get connectivity with the rest of your network.

The information in the display is as follows:

® ‘“ethernet” (or token-ring) indicates that you have usedntesface command to configure the
interface. The statement indicates either outside or inside and whether the interface is available
(“up”) or not available (“down”).

® “line protocol up” means a working cable is plugged into the network interface. If the message
is “line protocol down,” either the cable is incorrect or not plugged into the interface connector.

® Network interface type and its M@ address. Intel cards start witti 4nd 3Com cards with “3kt.

® MTU (Maximum Transmission Unit): the size in bytes that data can best be sent over the
network.

® “nnpackets input” indicates that packets are being received in the firewall.
® “nnpackets output” indicates that packets are being sent from the firewall.

® Line duplex status: half duplex indicates that the network interface switches back and forth
between sending and receiving information; full duplex indicates that the network interface can
send or receive information simultaneously.

® Line speed: 10baseT is listed as 10000 Kbit; 100baseTX is listed as 100000 Kbit.
® |Interface problems:

— no buffer the PIX Firevall is out of memory or steed davn due to heay trafic and cannot
keep up with the received data. If these errors appear, reboot your PIX Firewall.

— runts are packets with less information than expected.

— giants are packets with more information than expected.

— CRC (cyclic redundancy check) are packets containing corrupted data (checksum error).
— frame errors are framing errors.

— ignored and abort errors are provided for future use, but are not currently checked; the PIX
Firewall does not ignore or abort frames.

— underruns occur when the PIX Firewall is overwhelmed and cannot get data fast enough to
the network interface card. This problem is only noticeable on the Intel network interface
cards because data can be sent before a full frame is sent. The 3Com cards only transmit after
receiving a full frame.

— overruns occur when the natvk interface card is overwhelmed and cannot buffer received
information before more needs to be sent.
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show interface

Example

pixfirewall> show interface
ethernet outside is up, line protocol is up
Hardware is i82557 ethernet, address is 00a0.c90a.eb4d
MTU 1500 bytes, BW 10000 Kbit half duplex
798 packets input, 35112 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
798 packets output, 35112 bytes, 0 underruns
ethernet inside is up, line protocol is up
Hardware is i82557 ethernet, address is 00a0.c90a.eb43
MTU 1500 bytes, BW 10000 Kbit half duplex
1071 packets input, 71410 bytes, 0 no buffer
Received 232 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1071 packets output, 71410 bytes, O underruns
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show ip address

show ip address
Display the IP address of the PIX Firewall. (Unprivileged mode.)

show ip address

Usage Guidelines

Theshow ip addresscommand displays the IP address of the PIX Firewall.iigide or outside
keywords in the display indicate the interface to which the IP address is assigned.

Example

pixfirewall> show ip address
inside ip address 1.2.3.4 mask 255.255.255.0
outside ip address 5.6.7.8 mask 255.255.255.0
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show link

View Private Link remote IP address and interface status. (Unprivileged mode.)

show link

Usage Guidelines

Theshow link command lets you view the remote Private Link’s IP address, each encryption key,
and the number of packets sent and transmitteadtit,nnin”).

Example
pixfirewall> show link
Foreign IP KeylD Key
192.168.42.2 1 0x00000000002222

2 0x00000000001111

3 0x00000000003333

4 0x00000000004444
20 out, 20 in
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show linkpath

View Private Link connection information. (Unprivileged mode.)

show linkpath

Usage Guidelines

Theshow linkpath command lets you wethe IP address of the outside inéed on the remote PIX
Firewall (“Foreign IP"), the IP address of the netlwsened by the remote fiveall, and the netark
mask of the foreign network.

Example
pixfirewall> show linkpath
Foreign IP Foreign Network Mask

192.168.31.33
11.0.0.0 255.0.0.0
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show Inko
View version 2 Private Link information. (Unprivileged mode.)

show Inko

Usage Guidelines

Theshow Inko command lets you view the IP of the outside interface on the remote PIX Firewall
(“Foreign IP"), the local IP address, and the encryption key.

Note This command will be obsoleted in a future release.

See alsotnko, Inkopath

Example
pixfirewall> show Inko
Foreign IP Local IP Key
1234 5.6.7.8 fadebac
pixfirewall>
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show Inkopath

View version 2 Private Link information. (Unprivileged mode.)

show Inkopath

Usage Guidelines
Theshow Inkopathcommand lets you wethe remote IP address, the remote oétvaddress, and
the network mask.

See alsotnko, linkopath

Example
pixfirewall> show Inkopath
Foreign IP  Foreign Network Mask
1.2.34 5.6.7.8 255.255.255.0
pixfirewall>
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show nat

show nat
View nat statement information from the configuration. (Unprivileged mode.)

show nat

Usage Guidelines
Theshow natcommand lets you view the contents of la¢ statements in the configuration.

See alsonat

Example

pixfirewall> show nat
nat 1 0.0.0.0 0.0.0.0
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show memory

show memory

Show system memory utilization. (Unprivileged mode.)

show memory

Usage Guidelines

Theshow memorycommand displays a summary of the maximum physical memory and current
free memory available to the PIX Firewall operating system. Everything in PIX Firewall is
preallocated and the number of free memory should never change.

Example
pixfirewall> show memory
nnnnnnnn bytes total, nnnnnnn bytes free
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show outbound

View outbound statement information in configuration. (Unprivileged mode.)

show outbound

Usage Guidelines
Theshow outboundcommand lets you view the contents of the previously enteridund
statements in your configuration.

See alsooutbound

Example

pixfirewall> show outbound
outbound 1 permit 192.168.42.1 255.255.255.255 80-80
outbound 2 deny 192.168.42.1 255.255.255.255 80-80
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show passwd

show passwd

View the password you entered with theesswdcommand. (Privileged mode.)

show passwd

Usage Guidelines

Theshow passwdcommand lets you view the password you entered withahswdcommand.
This password permits access to the PIX Firewall with the Telnet command and to the HTTP
configuration facility, which you access with a network browser such as Netscape Navigator.

Note This command does not display the password you set wittntitde passwordccommand.
To view that password, use theite term command.

See alsopasswd enable passwordtelnet, http, write term

Example
pixfirewall# passwd moo
pixfirewall# show passwd

Password moo
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show processes
Display processes. (Unprivileged mgde

show processes

Usage Guidelines

Theshow processesommand displays a summary listing of running processes. Processes are
lightweight threads requiring only few instructions to switch. In the listing, PC is the program
counter, SP is the stack pointer, STATE is the address of a thread queue, Runtime is the number of
milliseconds that the thread has been runnindySBis the stack base address, Stack is the current
number of bytes used and the total size of the stack, and Process lists the thread’s function.

Example
pixfirewall> show processes
PC SP STATE  Runtime SBASE Stack Process
8000139e 8024ad00 80005354 940 80249d1c 36/4096 arp_timer
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show rip

show rip

View the RIP listening status on your PIX Firewall. (Unprivileged mode.)

show rip

Usage Guidelines

Theshow rip command lets you view the status of RIP listening on the PIX Firewall. The display
contains the following information:

inside Shows RIP configuration on the inside interface.
outside Shows RIP configuration on the outside interface.
default Causes the PIX Firewall to broadcast a default route to the outside network.

passive Enables passive RIP on the inside interface. The PIX Firewall listens for RIP routing
broadcasts and uses that information to populate its routing tables.

See alsorip

Example

pixfirewall> show rip
rip outside passive

no rip outside default

rip inside passive

no rip inside default

Command Reference 4-137



show route

show route
View PIX Firewall routing table. (Unprivileged mode.)

show route

Usage Guidelines
Theshow routecommand lets you view threute information.

The output display contains the following information:

inside|outside The inside or outside interface.

dest_net_ip The destination network IP address. 0.0.0.0 specifies a default route.
netmask Specifies a network mask to applydest_net_ip0.0.0.0 specifies a default route.

gateway_ip Specifies the IP address of the gateway router (the next hop IP address).

metric Specifies the number of hopsdest_net_ip
Example
pixfirewall> show route

outside 0.0.0.0 0.0.0.0 192.168.42.42 1 OTHER static
inside 0.0.0.0 0.0.0.0 10.10.41.10 1 OTHER static
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show snmp-server

show snmp-server

View PIX Firevall SNMP location, contact, and host information from configuration. (Migyed
mode.)

show snmp-server

Usage Guidelines
Theshow snmp-servercommand lists the following information:

contact Your name or that of the PIX Firewall system administrator.
location Your PIX Firewall location.
host One or more IP addresses of hosts to which SNMP traps are being sent.

See alsosnmp-server

Example
pixfirewall(config)# show snmp-server
pixfirewall(config)# show snmp-server host
snmp-server host 192.168.42.54
pixfirewall(config)# snmp-server contact ‘arthur dent'
pixfirewall(config)# snmp-server location 'building 42, earth'
pixfirewall(config)# show snmp-server

snmp-server host 192.168.42.54
snmp-server location ‘'building 42, earth'
snmp-server contact 'arthur dent'
pixfirewall(config)#
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show static

show static
View static information in the configuration. (Unprivileged mode.)

show static

Usage Guidelines
Theshow staticcommand lets you view the static information you entered in the configuration.

See alsostatic

Example

pixfirewall> show static
static 10.1.1.5 192.168.42.2
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show syslog

show syslog
View previously sent SYSLOG events. (Unprivileged mode.)

show syslog

Usage Guidelines

Theshow syslogcommand lets you view previously sent SYSLOG eventsfadility value tells
the host where to file the messages. Refer to the descriptiorsybthg outputcommand for more
information.

The levels are:

® (0 — System unusable

® 1 — Take immediate action
® 2 — Critical condition

® 3 — Error

® 4 — Warning

® 5 — Significant, but normal
® 6 — Information

® 7 —Debug

See alsoclear syslog syslog output

Example

pixfirewall> show syslog
OUTPUT ON (20.6)
CONSOLE OFF

<162> Secondary: Switching to ACTIVE.
<162> Secondary: Disabling Failover.
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show telnet

show telnet
View which IP addresses have Telnet access to the PIX Firewall. (Unprivileged mode.)

show telnet

Usage Guidelines

Theshow telnetcommand lets you view which IP addresses can access the PIX Firewall with
Telnet. Use thevho command to view which of these IP addresses are currently using the PIX
Firewall.

See alsotelnet, who, kill

Example

pixfirewall> show telnet
192.168.42.42 255.255.255.255
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show timeout

show timeout

Displays the maximum idle time for translation and connection slots. (Configuration mode.)

show timeout

Usage Guidelines

Theshow timeoutcommand lets you wethe idle time for connection and translation slots. If the
connection or translation slot has not been used for the idle time specified, the resource is returned
to the free pool. The minimum idle time for badate andconnis 5 minutes. TCP connection slots

are freed within 60 seconds after a normal connection close sequence.

See alsotimeout

Example

pixfirewall(config)# show timeout
timeout xlate 24:00:00 conn 12:00:00
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show version

show version

View PIX Firewall version. (Unprivileged mode.)

show version

Usage Guidelines
Theshow versioncommand lets you view the version of your PIX Firewall software.

Example
pixfirewall> show version

PIX Version 3. pv.nnn

where:pv is the point release version amthis the release number
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show who

show who

Shows active HTTP and Telnet administration sessions on PIX Firewall. (Unprivileged mode.)

show who[ip_address]

Syntax Description

ip_address  An optional IP address to limit the listing to one IP address or to a network IP
address.

Usage Guidelines

Theshow whocommand shows the PIX Firewall tty id and IP address of each HTTP and Telnet
client currently logged into the PIX Firewall. This command is the same astheommand.

See alsohttp, kill , telnet

Example

pixfirewall# show who
2: From 192.168.2.2

1: From 192.168.1.3

0: On console

pixfirewall#
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show xlate

View translation slot information. (Unprivileged mode.)

show xlate[global_ip] [local_ip]

Syntax Description

global_ip The registered IP address to be used from the global pool.

local_ip The local IP address from the inside network.

Usage Guidelines
Theshow xlatecommand displays the contents of the translation slots.

Example

pixfirewall# show xlate

Global 192.168.88.7 Local 192.168.89.207 static

Global 192.168.88.11 Local 192.168.89.215

out 192.168.88.207:23 in 192.168.89.215:1284 idle 0:00:00 Bytes 436
Global 192.168.88.12 Local 192.168.89.11
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snmp-server

snmp-server

Provide SNMP event information. (Configuration mode.)

snmp-server contact|locatiortext
snmp-server hostip_address

Syntax Description

contact

location

host

text

ip_address

Indicates that you are supplying your name or that of the PIX Firewall system
administrator.

Indicates that you are specifying your PIX Firewall location.

Indicates that you are specifying an IP address of a host to which SNMP traps
should be sent. You can specify a maximum of 5 host IP addresses.

When used witltontact, specify your name or that of the PIX Firewall system
administratarWhen used withocation, specify your PIX Firezall location. If the
location name contains spaces, surround the string in single quotes; for example,
‘building 42'.

When used witlnost, the IP address of a host to which SNMP traps should be
sent. You can specify a maximum of 5 host IP addresses.

Usage Guidelines

This command causes the PIX Firewall to send SNMP traps so that the firewall can be monitored
remotely. Ussnmp-server hosto specify which systems regeithe SNMP traps.od can specify

up to five systems and all must be on the inside network of the firewall. PIX Firewall converts the
contact and location information to lowercase.

Note PIX Firewall does not send SNMP traps until you configumap-server host

Usesnmp-server contactandsnmp-server locationto specify your name and the location of the
PIX Firewall so that hosts receiving SNMP traps can contact you if monitored problems occur.

Using SNMP, you can monitor system events on the PIX Firewall.

The PIX Firewall SNMP MIB-II groups available are System, Interfaces, and SNMP.

The PIX Firewall SNMP traps available to an SNMP server are:

® Link up and link down (cable on outside interface working or not working)

® Warm and cold start

® Failover SYSLOG messages

® Security-related events sent via the Cisco Enterprise MIB:

— Global access denied
— SYSLOG messages
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Use CiscoWorks Windows (Product Number CWPC-2.0-WIN) or any other SNMP V1, MIB-II
compliant bravser to receie SNMP traps and bnse the MIB. SNMP traps occur at UDP port 162.
Up to five hosts can receive SNMP traps. SNMP events can be read, but information on the PIX
Firewall cannot be changed with SNMP.

Example
pixfirewall(config)# snmp-server location ‘building 42, sector 54
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static

static

Map local IP address to a global IP address. (Configuration mode.)

static global_ip local_ip

Syntax Description

global_ip The registered IP address to be used from the global pool.

local_ip The local IP address from the inside network.

Usage Guidelines

Thestatic command creates a permanent mapping (static translation slot) between a local IP address
and a global IP address in the virtual pool. A static address is a permanent mapping from one of the
global, registered IP addresses to a local IP address inside the private network. Static addresses are
recommended for internal nedvk service hosts, such as an SMTP eeMseshow staticto view

static statements in the configuration.

See alsoconduit, show static

Example
pixfirewall(config)# static
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syslog console

View SYSLOG messages on the PIX Firewall console. (Configuration mode.)

syslog console

Usage Guidelines

Displays syslog messages on the console portndsgslog consoléo stop the display. Refer to
the description ofyslog outputfor more information on SYSLOG.

See alsono syslog console

Example
pixfirewall(config)# syslog console
pixfirewall(config)# no syslog console
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syslog host

syslog host

Define which hosts are sent SYSLOG messages. (Configuration mode.)

syslog hosip_address

Syntax Description

ip_address  The IP address or network of a host that is authorized to receive SYSLOG
messages.

Usage Guidelines

Thesyslog hostommand lets you specify up to 16 host IP addresses to which SYSLOG messages
are sent. Usao syslog hosto remove a host from the receiving list. s®w syslogo view the

current hosts. Refer to the descriptiorsgélog outputfor more information on SYSLOG.

Example
pixfirewall(config)# syslog host 192.168.0.99
pixfirewall(config)# no syslog host 192.168.0.99
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syslog output
Start sending SYSLOG notification messages. (Configuration mode.)

syslog outputfacility.level

Syntax Description

facility Eight facilities LOCALO(16) through LOCAL7(23); the drflt is LOCAL4(20). Hosts
file the messages based onfimglity number in the message.

level Message type; sets the level above which PIX Firewall suppresses messages to the
SYSLOG hosts. Setting the level to 3, for example, allows messages with levels 0, 1, 2,
and 3 to display. The default is 3. The levels are:
* 0 — System unusable
» 1 — Take immediate action
e 2 — Critical condition
* 3 — Error message
e 4 — Warning message
* 5 — Normal but significant condition
¢ 6 — Informational

e 7 — Debug message

Usage Guidelines

Thesyslog outputcommand configures the facility and level of SYSLOG messages. Because
network devices share the eight facilitiegslog outputlets you set the facility marked on all
messages. Messages are sent to the SYSLOG host over UR#sidgeoutputcommand also
starts sending messages onto the network. Ussystheg hosttcommand to specify which systems
receive the messages.

You can useshow syslogo view previously sent messages.

PIX Firewall generates SYSLOG messages for system events, such as security alerts and resource
depletion. SYSLOG messages may be used to create email alerts and log files, or displayed on the
console of a designated host using UNIX SYSLOGreations. The log host must be on the internal
network.

A PC WinSock version of syslogd also will work.

Note You can specify only ongyslog outputcommand in your configuration. PIX Rivell sends
all messages to the single facility you choose.

In addition, PIX Firewall sends SYSLOG messages only to a single file on the receiving system.
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PIX Firewall sends SYSLOG messages to document the following events:

Security — Dropped UDP packets and denied TCP connections.

Resources — Notification of 80% and 100% connection and translation slot depletion, and
translation and connection counts every 10 minutes.

System — Console and Telnet logins and logouts and PIX Firewall reboots.

Accounting — Bytes transferred per connection.

Logging is enabled by configuring the PIX Firewall with the IP address of the log host.

Configuring a UNIX System for SYSLOG
To configure a UNIX system to accept SYSLOG messages:

1

Use the PIX Firewakyslog hostommand to configure the PIX Firewall to send SYSLOG
messages to the UNIX host’s IP address.

Log into the UNIX system as root (superuser) and execute the following commands; change
nameto the log file in which you want SYSLOG messages to appear:

# mkdir /var/log/pix
# touch /var/log/pix/ name

While still logged in as root, edit tletc/syslog.confile with a UNIX editor and add the
following selector and action pairs for each message type you want to capture:

Message Priority UNIX syslog.confFile Keyword

0 — Emergency local n.emerg

1 — Immediate action local n.alert

2 — Critical condition local n.crit

3 — Error local n.err

4 — Warning local n.warning
5 — Notice local n.notice
6 — Information local n.info

7 — Debug local n.debug

In thesyslog.confile, you code each selector and action pair for the messages you want to
receive. For example, if you want to receive messages in a file padfedwall for message
priorities 0, 1, 2, and 3, and you use the default LOCAL4 facilitysyiséog.conktatements
would be:

# PIX Firewall SYSLOG messages (formerly A.S. violations)

locald.emerg Ivar/log/pix/pixfirewall
local4.alert Ivar/log/pix/pixfirewall
local4.crit Ivar/log/pix/pixfirewall
local4.error Ivar/log/pix/pixfirewall

This configuration directs PIX Firewall SYSLOG message to the specified file. Alternatively, if
you want the message sent to the logging host console or emailed to a system admiresétator
to the UNIXsyslog.conf4) manual page.
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Note The UNIX log file can grow to several megabytes per day when monitoring a busy PIX
Firewall.

Entries in/etc/syslog.confnust obey these rules:

— Comments, which start with the pound (#) character, are only allowed on separate lines.
— Separate the selector and action pairs with a tab character. Blanks are not acceptable.
— Ensure that there are no trailing spaces after the file names.

4 Inform the SYSLOG server program on the UNIX system to rereasiygieg.confile by
sending it a HUP (hang up) signal with the following commands:

# cat /etc/syslog.pid
92
# kill -HUP 92

The first command lists the SYSLOG process ID. This number argyby system. The second
command sends SYSLOG the HUP signal to cause it to restart.

pixfirewall(config)# syslog output 23.4

Examples of PIX Firewall SYSLOG messages resemble the following:

Oct 15 12:55:03 pix-in  PIX out of connections!

Oct 15 12:54:28 pix-in  conn end faddr 192.168.42.42 fport 4457 gaddr 10.10.10.1 laddr 10.10.10.2
Oct 15 13:04:02 pix-in deny tcp out 192.168.96.14 in 10.10.10.42 flags SYN ACK

Oct 15 13:37:44 pix-in  conns 16384 conns_used 0 xlate 254 xlate_used 1

Oct 15 13:47:21 pix-in  PIX logged in from 10.10.42.112

Example
pixfirewall(config)# syslog
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telnet

Allow inside IP address to configure the PIX Firewall from Telnet. (Privileged mode.)

telnetip_address netmask

Syntax Description

ip_address  The IP address or network of a host that is authorized to access the PIX Firewall
Telnet management interface.

netmask The netmask for the network specified in this Telnet command. Use any valid
mask, or a netark IP address to enable access to all in the subnedorpe if
you seinetmashko 255.255.255.0, all systems in the subnet can access welfire
over Telnet. If you satetmasko 255.255.255.255, only the IP address you
specify can access the firewall.

Usage Guidelines

Thetelnetcommand lets you decide who can configure the PIXuvaitérom Telnet. Up to 16 hosts
or netvorks are allwved access to the PIX Fivall, four simultaneouslyTheshow telnetcommand
displays the current list of IP addresses authorized to access the RixlIFidseno telnetorclear
telnet to remove Telnet access from a previously set IP address. Ushdltemmand to view
which IP addresses are currently accessing the firewall.

With Telnet, you can configure the PIX Firewall from the inside network or over Private Link.

Note You cannot log into the€lnet unless you ke used thpasswdcommand to create an access
password.

See alsoclear telnet, no telnet show telnet who

Examples

pixfirewall(config)# telnet 192.168.1.3 255.255.255.255
pixfirewall(config)# telnet 192.168.1.4 255.255.255.255
pixfirewall(config)# telnet 192.168.2.0 255.255.255.0
pixfirewall(config)# show telnet

192.168.1.3 255.255.255.255

192.168.1.4 255.255.255.255

192.168.2.0 255.255.255.0
pixfirewall(config)# no telnet 192.168.1.3
pixfirewall(config)# show telnet

192.168.1.4 255.255.255.255
192.168.2.0 255.255.255.0
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timeout

Sets the maximum idle time for translation and connection slots. (Configuration mode.)

timeout [xlate [hh:mmsg] [conn [hh:mmsd]

Syntax Description

xlate hhimmss Idle time until a translation slot is cleared (default value is

24 hours).

connhh:mmss Idle time until a connection slot is cleared (default value is

12 hours).

Usage Guidelines

Thetimeout command sets the idle time for connection and translation slots. If the connection or
translation slot has not been used for the idle time specified, the resource is returned to the free pool.
The minimum idle time for botklate andconnis 5 minutes. TCP connection slots are freed within

30 seconds after a normal connection close sequence.

Useshow timeoutto display the current timeout settings.

See alsoshow timeout

Examples
pixfirewall(config)# show timeout
timeout xlate 24:00:00 conn 12:00:00
pixfirewall(config)# timeout xlate 5:0:0
pixfirewall(config)# timeout conn 2:0:0
pixfirewall(config)# show timeout
timeout xlate 5:00:00 conn 2:00:00
pixfirewall(config)# timeout xlate 0:10:0 conn 0:5:0
pixfirewall(config)# show timeout
timeout xlate 0:10:00 conn 0:05:00
pixfirewall(config)# timeout xlate 0:0:12345
pixfirewall(config)# show timeout

timeout xlate 3:25:45 conn 0:05:00
pixfirewall(config)#
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who

Shows active Telnet administration sessions on PIX Firewall. (Unprivileged mode.)

who [ip_address]

Syntax Description

ip_address  An optional IP address to limit the listing to one IP address or to a network IP
address.

Usage Guidelines

Thewho command shows the PIX Firewall tty_id and IP address of each Telnet client currently
logged into the PIX Firewall. This command is the same ashitw whocommand.

See alsohttp, kill , telnet

Example

pixfirewall# who
2: From 192.168.2.2
1: From 192.168.1.3
0: On console
pixfirewall#
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write erase

Clear the contents of flash memory. (Privileged mode.)

write erase

Usage Guidelines
Thewrite erasecommand clears the flash memory configuration. To clear the current running
configuration, usevrite eraseand themreload to reboot the PIX Firewall.

Example
pixfirewall# write erase
pixfirewall# reload
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write floppy

Store the current configuration on floppy disk. (Privileged mode.)

write floppy

Usage Guidelines

Thewrite floppy command stores the current running configuration onyldgk. Useconfigure

floppy to replace the current configuration with what you saved on floppy diskvitteeloppy
command assumes that the floppy disk is formatted for an IBM computer; however, once you use
write floppy to write to the disk, its contents can only be accessed with the PIX Firewall.

See alsoconfigure floppy

Example
pixfirewall# write floppy
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write memory

Save current configuration in flash memory. (Privileged mode.)

write memory

Usage Guidelines

Thewrite memory command saves the current running configuration to flash memory. Use
configure memoryto replace the current configuration with the image you saved in flash memory.

Note Only use this command if a configuration has been created with IP addresses for bmth netw
interfaces.

See alsoconfigure memory

Example
pixfirewall# write memory
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write terminal

View current configuration on console. (Privileged mode.)

write terminal

Usage Guidelines

Thewrite terminal command displays the current running configuration on the console computer
Before using this command, set your terminal communications program to store the screen display
in a log file, or else once the configuration displays, you can ugeacdppaste commands to gop

it to a file on your console computer.

Useconfigure terminal to start configuration mode. You can then copy and paste a configuration
from a text file into the configuration.

You can also display the current configuration costerth show config but passwords are not
displayed. Thevrite terminal command lists all information in configuration including passis.

See alsoconfigure terminal, show config

Example
pixfirewall# write terminal
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